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Abstract
Sophisticated dependability analysis techniques are being
developed in academia and research labs, but few have
gained wide acceptance in industry. To be valuable, such
techniques must be supported by usable, dependable soft-
ware tools. We present our approach to addressing these
issues in developing a dynamic fault tree analysis tool
called Galileo. Galileo is designed to support efficient
system-level analysis by automatically decomposing fault
trees into modules that are solved separately using ap-
propriate techniques. Usability is addressed by a software
architecture based on a component-based design tech-
nique that we call package-oriented programming. We
integrate multiple, volume-priced, mass-market software
packages to provide the bulk of the tool superstructure.
To address tool dependability, we are developing natural
language and partial formal specifications of fault tree
elements, and we exploit the inherent redundancy associ-
ated with multiple analysis techniques as an aid in testing.

1. Introduction

Analysts concerned with quantitative assessment of
reliability or safety of fault tolerant computer systems
have a variety of mathematical techniques at their dis-
posal: for example, fault trees, Markov and other stochas-
tic processes, and simulation. Each technique has advan-
tages and disadvantages, and the attributes of the system
under analysis tend to determine which technique to use.
However, it is seldom the case that a single technique is
applicable to an entire system, both because of the size of
the system and because of the varying attributes of the
subsystems. A good reliability engineer thus needs to use
different techniques to analyze different parts of a system,
decomposing a large complex model into smaller pieces
and applying different techniques to each submodel. Most
of these techniques are already supported by software
tools, but it can be tedious and error-prone to manually
decompose a system-level model into submodels, apply

different analysis tools to different submodels, and inte-
grate the results. Thus, a system-level dependability
analysis tool must support the integration of several dif-
ferent analysis techniques.

Dependability analysis tools must not only support ad-
vanced analytical techniques, but they must do so with a
level of sophistication that users now demand of practical
software tools. They must support rich functionality such
as graphics, persistent storage, report generation, data
management, etc. The tools must have a level of usability
best acquired through serious usability engineering and
conformance to standard user interface conventions. They
should run on industrial computing platforms of choice—
today Windows-based PC workstations. They must be
interoperable, i.e., integrate cleanly with other software
systems on those platforms, and with the broader engi-
neering activities of an engineering enterprise. Finally,
because the markets for such tools are small, they have to
be developed at low cost to avoid prohibitive pricing.

In addition to providing analytical sophistication and
usability, users require some assurance that the models
they build are valid and interpreted correctly, and that the
results that are produced are correct. Thus, the modeling
constructs must be precisely defined, so that the analyst
has confidence that the model faithfully represents the
system, and to provide a sound basis for  software design
and implementation. The validity of models and analytic
results is especially important if a tool will be used to
develop mission- or safety-critical applications.

 In this paper we present our approach to developing
Galileo� a high-quality tool for dynamic fault tree analy-
sis, which addresses these concerns. First, our analysis
methodology, called DIFTree [11][15], uses a modular
approach that combines several different analysis tech-
niques automatically. Second, the architecture of our
software tool uses a component-based software develop-
ment approach that we call package-oriented program-
ming. In this style, a few large-scale, widely used, volume
priced software packages provide the vast bulk of the



non-analysis functions at low cost while meeting the criti-
cal functional, usability and interoperability requirements
for sophisticated tools [22][23][24]. Third, we are devel-
oping a combination of natural-language and partial for-
mal specifications for the fault tree gates and their inter-
actions to help to validate the modeling framework, to aid
users in building valid models and to provide a basis for
verifying the implementation of the analysis approach.
Fourth, we are exploiting the inherent redundancy associ-
ated with multiple analysis techniques as an aid in testing.

The rest of this paper is organized as follows. Section
2 provides background on dynamic fault tree analysis,
software engineering, package-oriented programming and
Galileo. Section 3 discusses the use of natural-language
and formal specifications for fault tree gates. Section 4
characterizes the use of various fault tree analysis tech-
niques for solution and for testing. Section 5 concludes.

2. Background

2.1 Dynamic fault tree analysis

Fault trees [25] were developed to facilitate unreliabil-
ity analysis of the Minuteman missile system [27]. They
provide a compact, graphical, intuitive method to analyze
system reliability. Traditional fault trees use Boolean
gates to represent how component failures combine to
produce system failures, and they are analyzed using cut
sets (or other Boolean algebraic methods) or Monte Carlo
simulation.

Markov models gradually replaced fault trees as the
methodology of choice for reliability analysis of fault
tolerant systems after the concept of coverage was intro-
duced and its importance was noted. Coverage modeling
can be easily incorporated into Markov models and, until
recently, was thought to be difficult to incorporate into
fault tree analysis. Further, the complex redundancy man-
agement techniques typically used in fault tolerant com-
puter systems (for example prioritized use of spares) can
not be captured in combinatorial models like fault trees or
reliability block diagrams. However, they can be incorpo-
rated easily in state-based models. The analysis method-
ology of choice for fault tolerant computer systems is thus
frequently based on Markov models. Fault trees remain a
popular modeling choice for reliability analysis of non-
fault tolerant systems. Most reliability engineers are well-
versed in fault tree analysis.

Recent work in dynamic fault trees has addressed both
limitations and has resulted in a fault tree analysis ap-
proach that is applicable to fault tolerant computer sys-
tems and non-fault tolerant systems as well. Dynamic
fault trees add a sequential notion to the traditional fault
tree approach: system failures can depend on component
failure order as well as combination. Special purpose dy-

namic fault tree gates can model dynamic replacement of
failed components from pools of spares, failures that oc-
cur only if others occur in certain orders, dependencies
that propagate failure in one component to others, and
situations where failures can occur only in a predefined
order. Fault trees with dynamic gates are typically solved
by automatic conversion to equivalent Markov models
[10][11].

Traditional (now called static) fault trees have also
benefited from recent research. The use of Binary Deci-
sion Diagrams (BDDs) has facilitated the solution of very
large static fault trees. Some authors have solved fault
trees with 210 basic events [8]. A technique for incorpo-
rating coverage modeling into a BDD-based fault tree
solution was presented in [9]. That work showed that the
need for coverage modeling does not necessarily demand
a Markov model. Thus, for systems that exhibit no se-
quence-dependent failure behavior, static fault trees can
again be used. The BDD-based approach is much faster
than the Markov chain conversion, and yet can easily in-
corporate the important notion of imperfect coverage.

Researchers have also been exploring the use of di-
vide-and-conquer approaches for analyzing fault trees [6]
[13][21], since solution time is exponential in the worst-
case. Of particular interest is a recently published linear-
time algorithm by Dutuit and Rauzy for finding independ-
ent subtrees [13]. The algorithm identifies independent
subtrees (subtrees which share no basic events) during a
depth-first traversal of the tree, recording the first and last
visit to each node. This recent development provides the
structure needed to combine different solution techniques
automatically, as well as providing a means for develop-
ing independent Markov models in a dynamic fault tree.
Using Rauzy’s algorithm [13] on the fault tree model, we
can automatically detect independent subtrees, classify
them as static or dynamic, and solve them using the most
appropriate method. Even if there are only dynamic sub-
trees, the automatic identification of independent sub-
models can be of enormous benefit. Compare the solution
of three separate Markov models each of 1000 states with
the solution of the combined model, containing a cross-
product of each state space, and thus a billion states. Fur-
ther, the use of a fault tree model as the overall system
model facilitates the automatic combination of the results
of the solution of the submodels.

The DIFTree dynamic fault tree analysis methodology
first described [15] is a hybrid technique that supports
automatic decomposition, analysis, and integration of
partial results. During traversal, a subtree is marked as
dynamic if a dynamic gate is present. If a subtree contains
no dynamic gates, it is classified as static. After the tra-
versal is completed, static subtrees are solved using BDD-
based method.  The Markov method is used for dynamic
subtrees. Our approach fully supports coverage modeling
in static and dynamic subtrees. Failure probabilities in



static subtrees may be constant (time-independent) or
follow the exponential distribution. Dynamic trees sup-
port only the exponential distribution of time to failure.

Figure 1 illustrates the modularization operation of
DIFTree on a hypothetical fault tree containing two static
subtrees and two dynamic subtrees. The static subtrees are
solved by automatic conversion to the equivalent BDD,
while the dynamic subtrees are solved by automatic con-
version to the equivalent Markov model. Each submodel
is solved for the probabilities of covered and uncovered
failure, and is replaced by a basic event in the higher-level
mode. A basic event is characterized by a failure prob-
ability and a coverage factor. The reduced, top-level fault
tree is then solved as a static tree with four basic events,
one representing each subtree. This example was de-
scribed in more detail in [12].

A static subtree can be recursively split into smaller
subtrees without loss of accuracy.  That is, the divide and
conquer approach to static fault trees does produce an
exact solution. However, the further splitting of dynamic
subtrees can lead to inaccuracies. The dynamic subtree
requires a Markov solution, which in turn depends on an
exponential time to failure. Since the time to absorption in
a Markov model is not necessarily exponentially distrib-
uted, we cannot provide an exact solution if we subdivide
a dynamic subtree. Thus, to avoid the use of an un-
bounded approximation, DIFTree does not split dynamic
subtrees. We have clearly made a choice of accuracy over
performance, as the further splitting of a dynamic subtree
may substantially improve solution time. Anand & So-
mani have presented a similar technique which does split
dynamic subtrees, trading accuracy for performance [2].

2.2 Software engineering of modeling tools

Algorithmic advances in engineering modeling and
analysis have little chance of having an impact on practice
unless they are supported by sophisticated software tools.
Unfortunately, such tools are large and complex software
systems, often involving a million or more lines of code.
These systems are also subject to demanding usability,
interoperability and dependability requirements.  Speci-
fying, designing, implementing, verifying, correcting and
enhancing them requires substantial software engineering
expertise and, often, substantial investments  in software.

Software engineering difficulties present major im-
pediments both to the dissemination of algorithmic ad-
vances, and—perhaps even more seriously—to their ef-
fective evaluation and evolution over time based on feed-
back from use in practice.  Researchers who focus on
modeling and analysis frameworks generally lack the
software engineering knowledge needed to produce soft-
ware well.  Research prototypes tend to be useful as
proofs of concept and throw-away prototypes but not as
practical tools.  Furthermore, markets for such tools are
generally small; yet production costs are high.  Thus such
tools usually cannot be priced attractively, inhibiting
commercial production, as well.  The need for such tools
is unmet by the software engineering state of the art.

The strength of our approach is in the collaboration
between fault tree domain experts and software engi-
neering researchers.  The core of our attack is based our
work on component-based software design using mass-
market software packages as components.
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The approach, which we discuss in detail in the fol-
lowing subsection, reduces the size of the software prob-
lem to the point that it becomes feasible for a small team
of capable software engineers to handle; but it is hardly a
panacea.  A serious challenge remains in the formaliza-
tion and validation of the modeling and analysis frame-
work.  Considerable skill is also needed to specify, de-
sign, implement, verify, document, correct and enhance
the software not addressed by components: namely, the
core modeling and analysis code, and the code to special-
ize and integrate the component packages with each other
and with the core analysis code.

2.3 Package-oriented programming

Package-oriented programming (POP) [22][23][24] is
a software development approach in which multiple
commercial off the shelf software packages are used as
components. By using commercial packages as massive
components, POP exploits the vast investments that have
already been spent in their design, construction, and re-
finement and the tremendous economies obtained by the
volume pricing of mass-market software. In particular,
users benefit from careful usability engineering, rich
functionality, software familiarity, rich interoperability,
and reasonably stable execution for the level of complex-
ity, at very low cost.

We have shown that the POP approach is particularly
appropriate for building software tools. Tools consist of
algorithmic analysis cores implemented in perhaps a few
tens of thousands of lines of code. However, useful tools
also have a “superstructure” supporting such features as
textual and graphical interfaces, report generation, etc.,
the implementation of which can not be done using an
amount of effort comparable to that required for the
analysis cores. POP addresses this problem through the
reuse of packages such as Microsoft Word and Visio Cor-
poration’s technical drawing program to dramatically
lower the cost to develop and to use a tool which achiev-
ing a high degree of usability and interoperability.

By using the approach to build Galileo we avoided de-
signing a tremendous amount of software from scratch.
Instead, we only designed and implemented a fault tree
data type and underlying analysis techniques; we special-
ized the packages for our purposes; and we wrote code to
drive the packages and to “glue” them together. In all we
have built fewer than 30,000 lines of code, a reduction of
several orders of magnitude compared to a build-from-
scratch approach producing a comparably useful result.

2.4 Difficulties in component software design

Achieving such benefits through component-based de-
sign of complex software in any general sense—whether

using commercial packages or other elements as compo-
nents—remains a demanding challenge at the forefront of
software engineering research.  Enabling designers to
avoid coding from scratch by using commercial compo-
nents has been a research goal for decades.  Yet, with few
exceptions, success has been elusive.  Function libraries
work, but they address only small aspects of applications.
Operating systems and databases have succeeded as mas-
sive components, but they only provide infrastructure, not
central functions at the application level.  Object-oriented
programming was once seen as the key but is now widely
recognized as not having fostered a component industry.

 Indeed, component-based development is increasingly
seen as a chimera.  In a widely cited paper, Garlan and his
colleagues documented a set of severe difficulties en-
countered in an attempt to integrate a set of large, ostensi-
bly reusable software systems to produce a tool not unlike
the one that we are developing.  On that basis they con-
cluded large-scale component integration faced funda-
mental difficulties.  In particular, their components made
conflicting assumptions about the architectures of the
systems in which they would be used, making integrating
them very hard [14]. Garlan et al. coined the phrase ar-
chitectural mismatch to describe this kind of problem.

More recently, in a keynote address at the 1999 Inter-
national Conference on Software Engineering, Butler
Lampson argued that the component dream was unlikely
to be realized for three reasons: components make con-
flicting assumptions; they are costly to develop; and they
costly to understand [17].   Lampson further argued that
the only components that were likely to succeed outside
of narrow domains were large, general components: oper-
ating systems, databases and web browsers, in particular.

Our work on package-oriented programming is an at-
tempt to thread the eye of this needle.  We agree that suc-
cess requires the use of large components: only they pro-
vide adequate design leverage.  On the other hand, we
hypothesize that components smaller and less general
than operating systems, databases and web browsers can
succeed: namely shrink-wrapped packages.  Such compo-
nents are costly to develop, but they have the advantage
of being sold not only in the component marketplace, but
also as end-user applications.  Thus, they are inexpensive
to buy because they are volume-priced.  They are also
easy to understand for users of system into which they are
incorporated because they are popular and well docu-
mented.  We have not found them easy to work with as
designers because of the undocumented and quirky be-
haviors of their virtual machine (developer) interfaces.
Clarifying our knowledge of this and related  integration
issues is a key aspect of our work on package-oriented
programming.



At this point, the question arises: Do the difficulties
that we encountered rise to the level of the problems of
architectural mismatch that Garlan et al. observed in at-
tempting to integrate large components?  Our answer is a
qualified no.  A central theme of our work is that the inte-
gration of independently designed components can, and
indeed can only, be enabled by conformance to shared
design rules, or integration architectures [23][26].  We
undertook the work reported here knowing that the com-
ponents that we are using all conform to a common inte-
gration architecture, Microsoft’s Active Document Archi-
tecture (ADA) [19].

The ADA in turn is based on lower level architectures:
ActiveX [5] and ultimately on the Component Object
Model, COM [20].  Conformance to the ADA suffices to
enable (among other things) the integration of the win-
dows presented by separate packages, such as Word and
Visio, within a container window, such as that presented
to the user of Galileo.  Switching among sub-windows,
management of menus associated with separate windows,
and other such issues are handled automatically.  Our
components do not exhibit strong architectural mismatch.

Rather the difficulties we have experienced are of other
kinds.  First, the virtual machines presented by the pack-
ages were not always what we needed to implement the
functions that we wanted.  Second, in some cases, the
packages have not fully conformed to the ADA, or they
presented surprises, such as the inability to support all
virtual machine functions when used in the ADA context.

Despite the problems we have experienced, the ap-
proach appears to have considerable potential to enable
significant advances in the production of complex sys-
tems in some important domains, especially that of engi-
neering modeling and analysis tools.  The approach ad-
dresses Lampson’s concern for development cost by using
volume-priced packages as components. It addresses
component understanding costs borne by the end user by
using familiar packages as elements of the user interface.
The problem that developers face in using such compo-
nents remains a serious issue for at least two reasons.
One is that the specifications of the exposed virtual ma-
chines are not well documented.  Another is that the com-
ponents evolve continually as versions are released.  Of
course, such evolution is double-edged: it presents prob-

Figure 2. A screenshot of Galileo



lems, but also presents the opportunity to give major new
capabilities to end users at extremely low cost.  Finally,
our approach addresses architectural mismatch by ap-
pealing to the capability of shared integration architec-
tures to enable the integration of independently developed
components with certain defined cost and performance
properties.

2.5 The user view of Galileo

Figure 2 presents the user’s view of the Galileo fault
tree analysis tool [25]. In the upper left is a graphical rep-
resentation of the fault tree whose textual form is viewed
in the lower left. The window on the right is used to dis-
play documentation and to contact the tool authors. Each
of these views is integrated into the main Galileo window.

Figure 2 shows how our architecture uses Visio Cor-
poration’s Visio Technical, Microsoft Word, and Micro-
soft Internet Explorer to create the superstructure needed
by fault tree analysis tools. Users benefit from the tre-
mendous investment in the design and implementation of
these components. For example, Word supports find-and-
replace; Visio, panning, zooming and cut-and-paste of
graphical views, etc. Visio also allows the user to ma-
nipulate the graphical representation of the fault tree, and
then print it or embed it in other documents.

Galileo supports two views of fault trees. The tradi-
tional, graphical view allows the engineer to create a fault
tree using shapes for the various gates, and connectors
that model the relationships between gates. The benefit of
this view is that its graphical nature makes it easy to com-

prehend, although it is not as easy to edit for some people
as the textual view. The textual view describes the same
fault tree using a simple language. The benefit of this ap-
proach is easier and faster editing of the fault tree. The
drawback is more difficult comprehension.

Each of the packages we used was specialized for use
in our POP-based architecture. For example, we custom-
ized Visio by creating a “stencil” of fault tree shapes and
connectors, and by changing the behavior of mouse clicks
to cause the display of information related to each shape
for fault tree editing purposes. None of the packages can
be “exited” by the user independently of the overall tool.
Internet Explorer was programmed to display Galileo
documentation.

In addition to restricting the components for better in-
tegration into our architecture, we added functionality at
the user level that integrates the views. We used Micro-
soft’s Active Document approach to containing multiple
documents (a Visio drawing, a Word document, and an
Explorer browser) in an overall “container” window. The
container ensures that the menus of the currently active
document are displayed, and that Galileo-specific menu
choices are merged into the menus of the packages. The
Galileo menus allow the user to propagate automatically
changes made in the textual view to the graphical view
and vice-versa. The fault tree menu allows the user to
indicate that the fault tree representation currently being
edited is to be solved by the analysis engine.

Table 1: Summary of subtree characteristics and solution methods

Has Constant 
Probability?

don't care Yes No No No

Static or Dynamic 
Tree?

Static Dynamic Dynamic Dynamic Dynamic

Uses a Weibull 
Distribution

don’t care don’t care No Yes Yes
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Spare Gates?
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Cut Sets Possible Not Allowed Not Possible Not Possible Not Possible

Binary Decision 
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3. Specifying dynamic behavior

Dynamic fault trees [11] augment the standard combi-
natorial (AND, OR and M-out-of-N) gates with a special
set of dynamic gates to model sequential dependency. The
original set of four dynamic gates (Functional Depend-
ency, Priority-AND, Sequence Enforcing and Cold Spare)
has been expanded to include three more (Hot Spare,
Warm Spare and Probabilistic Dependency). The Func-
tional Dependency gate (FDEP) and Probabilistic De-
pendency (PDEP) gates are used to model (deterministic
and probabilistic, respectively) cascading (or common-
cause) failures. The Priority-AND (PAND) and Se-
quence-Enforcing (SEQ) gates are used to detect or pre-
vent certain sequences of events. The spare gates are used
to model spare configurations, especially pooled or prior-
ity-based spares or those that have a different failure rate
when dormant than when active.

The use of dynamic gates has greatly expanded the
class of systems to which fault tree analysis can be ap-
plied, since the sequential behavior characteristic of fault
tolerant computer systems can be effectively captured in a
dynamic fault tree. Dynamic fault trees are solved by
automatic conversion to the equivalent Markov model
[10]. However, using dynamic fault trees in an industrial
setting raised two concerns. First, how can an analyst be
confident that a model is an accurate representation of the
system being analyzed? Second, how can she be confident
that the solution is accurate?

Although static fault trees are reasonably well under-
stood, dynamic fault trees involve new and subtle con-
ceptual modeling constructs that are thus subject to error,
as well as demanding implementation issues. The seman-
tics of the time-dependent fault tree gates and the interac-
tions between them, in particular, are subtle and subject to
misunderstanding. In order to provide a rigorous engi-
neering basis for debugging the conceptual design, for
verifying an implementation, and for producing user
documentation we developed a partial formal specifica-
tion of dynamic fault trees in the Z language. It contains
formal specifications of static and dynamic gates, how
each is evaluated at a given system state, and the permit-
ted structure of a dynamic fault tree as a composition of
basic events and gates [7]. In addition to providing a rig-
orously defined starting point for a redesigned software
tool, the specifications helped us to detect and resolve
several ambiguities in the gate interactions.

However, the formal specification of gates does not
necessarily help a reliability engineer gain confidence that
the model being built is an accurate representation of the
system under study. Formal specifications can be difficult
to read and understand by someone whose expertise lies
in a different domain. For this reason, we also developed
a set of carefully worded natural language specifications
for each gate, based on the formal specification. These

natural language specifications are more complete and
precise then they would have been had they not been pre-
ceded by the formal specifications and are useful to reli-
ability engineers building models of complex systems
[18].

4. Combining analysis techniques

Our approach to the solution of fault trees automati-
cally decomposes the system level fault tree into modules,
which are solved separately. Our modular approach al-
lows different subtrees to be solved by different methods:
static subtrees can be solved by conversion to an equiva-
lent BDD, while dynamic subtrees can be solved by con-
version to the equivalent Markov chain [15]. Recently we
have considered the addition of a third solution alterna-
tive, and have experimented with the use of a Monte-
Carlo simulation engine (MCI-HARP) [4] that uses vari-
ance reduction techniques for the analysis of highly reli-
able systems. The use of simulation as a third alternative
not only increases the analysis capabilities of our method-
ology, but also offers interesting possibilities in terms of
multiple solutions of the same subtree. In this section we
discuss the decision criteria for choosing a particular so-
lution algorithm, and discuss how we exploited the alter-
natives as an aid in testing.

4.1 Choosing appropriate analysis techniques

Table 1 summarizes the applicability of several dy-
namic fault tree analysis techniques. The upper half of the
table shows combinations of four characteristics of sub-
trees: whether a subtree uses constant failure probabilities
(as opposed to a distribution of time to failure), whether it
has any dynamic gates, whether it has any cold or warm
spare gates and whether it uses a Weibull time-to-failure
distribution. The lower half describes the abilities of the
solution alternatives.

Traditional cut set approaches to fault tree analysis are
only applicable to static fault trees and are generally infe-
rior to the newer BDD based approaches. Markov meth-
ods are applicable to dynamic subtrees with exponential
and Weibull time to failure distributions, as long as the
subtree does not combine a Weibull time-to-failure distri-
bution with a cold or warm spare. Simulation presents a
viable alternative to the analytical approaches in several
interesting situations. The combination of warm or cold
spares and Weibull (or other non-exponential) time to
failure distributions defies general-purpose techniques,
but could be handled easily via simulation. For static sub-
trees, the combinatorics of the M-out-of-N gate can over-
whelm any Boolean algebraic approach if N is large and
the inputs are not statistically identical. One example fault
tree from industry used a 4-of-12 gate, where each of the
12 inputs was a 5-of-16 gate; functional dependencies



required that each input be considered separately. This
model could have been analyzed more easily by simula-
tion, especially since the failure probabilities of each ba-
sic event were not especially small.

Considering simulation as an alternative solution
method poses interesting questions with respect to the
preferred method of solution. With only the static (BDD)
and dynamic (Markov) classifications, the choice was
simple: choose the BDD solution where possible and the
Markov solution where necessary. Some combinations
(i.e. constant probability of failure in a dynamic model)
are disallowed. If we add simulation to the set of solvers,
some previously disallowed situations (i.e. cold or warm
spares and Weibull time to failure) are now permissible.
Further, simulation is applicable to both static and dy-
namic subtrees and in some cases (i.e. large combinato-
rics) may be more attractive than the analytical approach.

4.2 Solution techniques as an aid in testing

Because we have multiple solution techniques avail-
able within a single tool, we can exploit this flexibility in
creating test cases, in two different ways. First, for some
trees, multiple solution techniques are applicable, al-
though one may be more efficient than the other. For ex-
ample, a static fault tree can often be solved by conver-
sion to a Markov model (if exponential or Weibull time to
failure distributions are used), even though the BDD-
based solution is clearly preferred. Because the ap-
proaches used in these solutions are fundamentally differ-
ent (the BDD solution is based in Boolean algebra and the
Markov approach is based on differential equations), we
have a basis for greater confidence that the results are
correct if both solutions produce the same results. Further,
some of the structures we use degenerate into other
structures (but with different solution paths) for specific
sets of parameters. The exponential distribution is a spe-
cial case of the Weibull and both the cold and hot spares
are special cases of the warm spare. In both the distribu-
tional and the spares case, the structure of the Markov

chain is different, but the result (probability of failure)
should be the same. We have thus created a set of test
cases that exploit these similarities.

Second, we can exploit the different solution tech-
niques by creating different fault trees to model the same
scenarios, where one might be static and the other dy-
namic, or one might contain logical redundancies. For
example, some hot spare situations can be adequately
modeled using static gates and some redundancy man-
agement scenarios can be modeled either with the hot
spare gate or with the PAND gate.

As an example of the use of the diverse solution
methods for testing, consider the four fault trees shown in
Figure 3. Test case 1 is a static tree consisting of a simple
3/5 gate with a replicated basic event. The event is used
when there are multiple occurrences of statistically identi-
cal components that do not need to be distinguished. Test
case 2 expands the replicated event into distinct basic
events. Test case 3 uses the hot spare gate to model the
redundancy more explicitly while Test case 4 uses the
warm spare gate with a dormancy factor of one. The dor-
mancy factor (between zero and one) represents the re-
duction in the failure rate experienced while the spare is
dormant; zero corresponds to a cold spare, one to a hot
spare. The first two test cases are static models while the
second two are dynamic. We can further extend the test
set by varying the coverage parameters (perfect vs. imper-
fect) and by varying the failure distribution: the degener-
ate case of the Weibull distribution is the exponential..

In addition to using different solvers in Galileo for
testing the analysis, we can compare some static test cases
against other fault tree solvers. Figure 4 shows a fault tree
(reported in more detail in [1]) solved using Galileo and
two commercially available packages. From this test case
we learned that some commercially available fault tree
analysis packages do not necessarily produce correct re-
sults. In fact, both commercial packages produced the
same incorrect result because they were incapable of rec-
ognizing internal (i.e. non-basic) events which fan out
(i.e. are used as input to more than one gate).
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Proc2

Proc 3 Proc 5

Proc 4

Static

Test 2

Proc 1 Proc2 Proc 3

Proc 4 Proc 5

Test 3

Dynamic

Hot Spare Hot SpareHot Spare

Proc 1 Proc2 Proc 3
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Static

5*Proc

Test 4

Dynamic

Warm Spare Warm SpareWarm Spare

2*Proc

Figure 3. The four fault trees in this figure all produce the same numerical result



5. Conclusion

In this paper we presented our approach to the cost-
effective development of a dependable and useable soft-
ware tool for the reliability analysis of complex, fault
tolerant computer-based systems. Our approach builds on
an effective combination of novel reliability engineering
and software engineering methods. We have been con-
cerned not only with achieving a highly usable tool en-
compassing sophisticated dependability analysis tech-
niques, but also with insuring the fidelity of the analysis.
Towards this end, we are applying both formal and natu-
ral software engineering specification techniques to clar-
ify the semantics of dynamic fault trees.  We have also
exploited the design diversity inherent in our analysis
approach to implement self-checking for testing purposes.

Our test efforts against commercially available tools
for fault tree analysis highlight the need for fidelity in the
analysis. Both tools that we used for testing are popular in
the reliability engineering community; both tout their
ability to provide exact (as contrasted with approximate)
solutions, yet both made the same fundamental algo-
rithmic error. We believe that our approach to testing us-
ing diverse solution methods will help an analyst gain

confidence in the results from our tool. Instead of always
selecting the most efficient solution method, we plan to
allow a “solve using all available methods” mode of solu-
tion to provide multiple results from diverse solutions.
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