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Abstract

Engineers use software tools to model and analyze de-
signs for critical sysems. Because important design deci-
sions are based on tool results, tools must provide valid
modeling congructs, engineers must understand them to
validate their models;, and tools must implement these
constructs without significant error. Such tools thus de-
mand careful conceptual and software design. An impor-
tant aspect of such design is the use of rigorous specifica-
tion and advanced design techniques. This paper contrib-
utes a case study on the use of such techniques in the col-
laborative development of a fault tree analysis tool. The
collaboration involved software engineering researchers
knowi edgable about software specification and design and
reliability engineering researchers expert in fault tree
techniques. Our work revealed conceptual and imple-
mentation errors in an earlier version of the tool. Our
study supports the position that there is a need for rigor-
ous software specification and design in devel oping novel
analysis tools, and that collaboration between software
engineers and domain expertsisfeasible and profitable.

1. Introduction and motivation

Engineers rely on software tools to model and analyze
engineered systems. Such tools aid in design by analyzing
the properties of software models of such systems. These
tools enable more cost-effective design with greater confi-
dence, but they also pose risks. Such tools and the model-
ing constructs they support are themselves complex soft-
ware, and as such resist analysis and are susceptible to
error. Hatton has documented divergences in the compu-
tations performed by purportedly functionally identical
seismic analysis tools [7]. The U.S. Nuclear Regulatory
Commission has alerted users of tools used in the design
of nuclear reactors of significant errors in such tools [15].

Errors in conceptual design, documentation, or imple-
mentation can lead to erroneous decisions for critical sys-
tems. Expertise in a given analysis domain is not enough
to build high assurance software tools.

Because analysis tools are complex software systems,
their production requires the use of modern software engi-
neering techniques. In this paper, we present a case study
suggesting that formal (mathematical) software specifica-
tion methods and modern design methods can help by
aiding in the production of trustworthy modeling con-
structs and tool implementations. Beyond the use of well
known specification techniques, this paper addresses a
separate, socio-technical problem. People who develop
tools are expected to be experts in the given engineering
analysis domains—e.g., reliability or mechanical engi-
neering; but they cannot be expected to be and often are
not software engineers. Conversely, software engineers are
adept with techniques for developing complex, computer-
ized, conceptual structures, but they are not expected to be
experts in the application domains. Thus, high assurance
tools are likely to emerge only from organizations in
which domain and software experts work together.

This paper emerges from such a collaboration. We have
been working with Dugan at the University of Virginia in
developing the Galileo fault tree analysis tool. The speci-
fication that we present was developed with Dugan as do-
main expert and the authors as software experts. It was
both possible and profitable to work collaboratively to
develop a modest specification of the tool’s modeling con-
structs. The specification revealed certain conceptual and
implementation errors in the modeling constructs imple-
mented in an earlier tool, DIFTree [6]. The specification
also provides a basis for precise user documentation of the
modeling constructs. Though our experience is modest, we
find this a promising approach to designing critical tools.

Section 2 of this paper discusses dynamic fault tree
analysis and the Galileo project. Section 3 presents back-
ground on formal specification using the Z language. Sec-
tion 4 presents elements of our specification to make our
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Figure 1. A Simple Static Fault Tree

approach concrete. Section 5 summarizes clarifications
and corrections in the conceptual design and implementa-
tion that our effort produced. Section 6 evaluates the con-
tribution of thispaper. Section 7 concludes.

2. Background

In this section we present an overview of dynamic fault
tree analysis[1] and the Galileo fault tree analysis toal.

2.1 Dynamic fault trees

Fault trees [14] were developed to facilitate analysis of
the Minuteman missile system [16]. They provide a com-
pact, graphica, easily understood method of to analyze
system reliability. Static trees use Boolean gates to repre-
sent how component failures combine to produce system
failure. Dynamic trees [4,5] add atemporal notion: system
failures can depend on the order of component failures.

Figure 1 presents a simple static fault tree. The top-
level node, “Core Damage”, @R gate, models the sys-
tem as failing if either “Thermal Damage to the Core” or

“Physical Damage to the Core” occurs. The leaf nodes, or,
basic events, model the stochastic failure characteristics of .
basic components. A fault tree tool calculates system fail-

ure probabilities. For example, if “Mechanical Damage’

and “Explosive Damage” have constant failure probabili-
ties of %2, then the probability “Physical Damage to the

Core” is Ya.
The static gates are thus defined informally as follows:
 AND. The output failure event occurs if all non-
dummy input events occur. (Dummy inputs are from
certain gates that have no outputs.)
* OR:Falils if any input fails.
* KOFM: Fails if k of m non-dummy inputs fail.

* PAND (Priority AND). Fail if non-dummy inputs
failed in given order.

 SEQ (Sequence enforcing): Assert thailufes can
only occur in given order.

 FDEP (Functional dependency): Propagate failure of
trigger input to dependent basic events.

e CSP, WSP, HSP (Cold, warm, and hot spare): When
the primary input fails, available spare inputs are used
in order until none are left, at which time the gate
fails. The “temperature” of the gate selects the degree
to which the failure rate of the spares is attenuated.

DIFTree and Galileo solve static trees by converting
them to annotated binary decision diagrams [2] and using
efficient solution algorithms. Dynamic trees are solved by

converting them to continuous time Markov chains [4],

and then to differential equations, solved by standard

techniques [8]. States correspond to combinations of basic

component failures, with each state leading to the next as a

result of one additional failure. The transition rate between

two states is the failure rate of the newly failed compo-
nent. States from which no more states are generated (such
as system-level failure states) populate the ends of the

Markov chain, and are called absorbing states. The chain

size depends on the number of basic events and the gate

types, with worst case exponential behavior.

2.2 Gdlileo

This work was done within the Galileo project [9],
which is investigating component-based development with
massive components. We call our design appr@ack-
age-oriented programming (POP) because it is based on
using software packages as components. To evaluate POP,
we hypothesized that it would enable rapid, low-cost de-
elopment of industrially viable engineering tools. Galileo
is our experimental vehicle. It uses Microsoft Word, Ac-
cess, Internet Explorer, and Visio Corporation’s Visio
Technical to create a rich tool offering textual and graphi-
cal editing of fault trees and many other features. Figure 2
presents a screen shot of Galileo (in an early version). In
the upper right is Visio, showing the graphical representa-
tion of the fault tree in text form as viewed through Word
in the lower right. On the left is Microsoft Access, and in
the upper left is the main Galileo window, which coordi-
nates the behavior of the other components. The analysis
engine uses a modified DIFTree algorithm.

Dynamic trees extend static trees to enable modeling o3, Formal software specification and Z
time dependent failures. They can model dynamic re-

placement of failed components from pools of spares; fail-

The software engineering challenge is the cost effective

ures that occur only if others occur in certain orders; de-design of complex conceptual structures that address the
pendencies that propagate the failure of one component taeeds of users. The verified implementation of such
others; and specification of constraints on failure ordersstructures on real machines, with all of their idiosyncra-
that simplify analysis computations. The dynamic gatessjes, including finite memories and strange arithmetic,
are defined informally as follows: presents additional challenges. The documentation of con-
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Figure 2. A Screenshot of Galileo

ceptual gructures to enable people to use them effectively
increases the burden. Finally, the evolution of conceptual
structures, implementations, and documentation presents
enormous problems.

3.1 Formal softwar e specification

The heart of the matter isthe need for precise, abstract,
documented specifications of the essential conceptual
structure that software systems embody. Such a specifica-
tion provides a basis for validating a conceptua Structure
againg intuitively understood requirements, for verifying
that a computer program implements the structure faith-
fully, and for user documentation that enables error-free
exploitation of the capabilities of the provided program.

In the absence of a documented specification of a soft-
ware system of significant complexity, the engineer must
be concerned for the integrity of its conceptual structure,
the faithfulness of a purported implementation, and the
accuracy of its documentation. Specifications written in
expressive languages with mathematically defined seman-
tics provide a basis for validating and verifying complex
conceptual structures and programs that implement them.
The process of writing such a specification forces the de-
signer to think carefully, often raising questions that reveal
errorsin conceptual design. Formal specifications are aso
subject to analysis, e.g., checking for syntactic conss
tency, and computer-assisted verification of properties.

On the other hand, comprehensive use of formal meth-
ods is infeasible for any but small systems, which rich
software tools are not. One pragmatic compromise is the
limited use of formal methods to aid in developing critical
aspects of such systems. That is the course that we have
taken. We present a partial formal specification of key
aspects of dynamic fault trees, gates, and basic events.

— Spider 3.2 Formal software

legs : N specification in Z

eyes : N To enable specifications
expressive enough to be

legs = 8 subject to validation against
intuitively understood re-

quirements, abstract enough

not to unduly constrain de-

sign, and mathematically
precise, the Z (“zed”) specification language takes first
order logic and monomorphic typed set theory as a basis.
Every value has one type. A type is defined by a set dis-
joint from the sets defining other types. Basic types in-
clude N, the non-negative integers, aft} the positive
integers.

Z provides mechanisms to define new types in terms of
existing ones. If S is a type, for exampleS denotes the
typepower set of S An element of this type is thus a set
of elements of S. In addition to logical operators such as
and (») andor (v), and set operators such as intersection
(n) and union ), Z supports useful relational constructs.
For example, a relation between two types is a type whose
elements are ordered pairs from the domain and co-
domain sets; a function is a single-valued relation; an in-
jective sequence is a function representing a sequence of
items without duplicates; etc.

A type is used to specify the state space of a system,
with each value representing a possible system state. A
relational types can specify an operation as a relation on
system states respectively before and after the operation is
applied. We do not see all of these uses of Z in this paper.

To be understandable a large specification must be de-
composed into chunks that are understandable in isolation.
The structuring mechanism in Z is teaghema. A schema
defines a Z type, specifying the “shape” of elements of the
type. See Figure 3. The declaration section, above the line,
declaresstate components, which are something like in-
stance variables of a class in object-oriented design. Each
element of thexpider type thus hasyes andlegs, whose
values are natural numbers. The predicate section, below
the line, constrains these values: a spider has eight legs. Z
also provides operators constitutingchema cal culus that
provides the means to glue together specification frag-
ments, such as schemas, into specifications. We will see
rudimentary use of the schema calculus in this paper.

Figure 3. A Simple Schema.

4. Formal specification of dynamic fault trees

Although static fault trees are well understood, DIFtree
dynamic fault trees involve novel and subtle modeling
constructs, especially in the time-dependent gates and their
interactions. To provide a rigorous basis for the conceptual
design of DIFtree, for verifying an implementation, and



r— BasicEventState
FaultTreeNode

distribution : DistributionType
coveredFailureFactor 'R
restorationFailureFactor 'R
singlePointFailureFactor 'R

replication N,
numberAvailable :N
numberAllocated :N
numberFailed :N

dormancy 'R

failTimes :FN

#failTimes < replication
0 < dormancy < 1

0 < coveredFailureFactor < I

0 < restorationFailureFactor < 1

0 < singlePointFailureFactor < 1

coveredFailureFactor + restorationFailureFactor + singlePointFailureFactor
=1

numberAllocated + numberAvailable + numberFailed = replication

Figure 4. The Basic Event Specification

for documentation we developed a partial specification in
Z. It specifies the gates, how each is evaluated at a given
state of the modeled system, and the permitted structure of
a fault tree as a composition of basic events and gates. We
have not yet specified how dynamic trees are solved to
compute system reliability.

In this section we describe our specification and present
several of the more important schemas. Space limitations
prevent us from presenting the entire specification. The
full specification is in preparation for publication as a
technical report. The parts that we present build on parts
presented in the full document. In particular, we eide our
specifications of two important types: FaultTreeNode and
DigributionType. The FaultTreeNode type specifies
common aspects of basic events and gates, namely that
each instance has a unique identifiers. The details are not
important here. Throughout this document, we use the
shorthand node to refer to both gates and basic events.

Probability distributions model the failure characteris-
tics of basic events. If afault tree is atic, the distributions
provide a basis for a closed form equation for the prob-
ability of failure for the basic events for a given mission
time. For dynamic fault trees, the distributions provide
trangition rates (or hazard rates) for a Markov chain. We
specified a type called DistributionType to mode the dif-
ferent kind of supported distributions: constant, exponen-
tial, log normal, and Weibull. Each distribution has one or
more parameters, with constraints upon their values. For
brevity we do not present the detailsin this paper.

4.1 Formal specification of basic events

Figure 4 presents the specification of a basic event. The
inclusion of the FaultTreeNode (FTN) schema within the

— Gate
FaultTreeNode

inputs : | FaultTreeNodeType
output
failTime N

: FaultTreeStatus

SumNonDummylnputs (inputs) = 0

Figure 5. The Gate Specification

BasicEventState (BES) schema uses the schema calculus
to indicate that a value of type BES has the state compo-
nents and constraints specified in the FTN schema, as well
as the state components and constraints specified for BES
A BESvalue thus also has a probability distribution, which
will model component failure characteristics. Exceptiona
failure conditions are modeled using the restored failure
and single point failure factors. The ideais that if a basic
event fails at a particular rate, then it will cause the imme-
diate failure of the system with arate of A times the single
point failure factor. Similarly, the basic event will be re-
covered from failure at arate of A times the restored fail-
ure factor. The normal failure case is caled covered fail-
ure, and the failure rate is A times the covered failure fac-
tor. The restoration, single point failure factor, and cov-
ered failure factor are of type real number. The constraint
part of the schema state that they sum to 1.

As anotationa shorthand for fault tree modeling, repli-

cation alows multiple identical components to be repre-
sented by a single basic event. Because each replicate is
identical and anonymous (with one unique identifier for
the set of replicates), we specify as additional properties
the number of failed replicates and the number of opera-
tional replicates in use as spares (allocated to spare gates)
in a given gate of the system. A multiplicative dormancy
factor models spares that fail at areduced rate. Finaly, a
basic event has a set of fail times, one for each replicate.
The size of this bounded by the number of replicates.

4.2 Formal specification of selected gates

Next we present the specifications of the KOFM, func-

tional dependency, and spare gates. To save space, we
elide the AND, OR, sequence enforcing, and PAND
gates. We also use anumber of functions whose specifica-
tions are omitted from this paper:

GetOutput: Whether a gate’s output value is opera-
tional, failed, or dummy.

GetNumberOperational, GetNumberAvailable: Re-
spectively the number of operational and available
replicates of a basic event.

SumNonDummylinputs: The number of non-dummy
inputs of a gate.

Getlnputs: The set of FaultTreeNodes that are inputs
to a gate.

GetFailTimes, GetFailTime: The fail times of repli-
cates of a basic event, or of a gate, respectively



Gate
kN,
m N,

— FDEP
Gate
trigger : FaultTreeNodes
dependentInputs : | FaultTreeNodes

output = dummy
k<m

m = SumNonDummylnputs (inputs)

SumNonDummylnputs ({inputNode: inputs |
inputNode € Gates » GetOutput(inputNode) = failed
v inputNode € BasicEvents » GetNumberOperational (inputNode) = 0}) <k
< output = operational
SumNonDummylnputs ({inputNode: inputs |
inputNode € Gates » GetOutput(inputNode) = failed
v inputNode € BasicEvents » GetNumberOperational (inputNode) = 0}) > k
< output = failed

Figure 6. The KOFM Gate Specification

Figure 5 presents the specification of a gate, defining
common properties of all gates. Gates are FaultTreeNo-
des. In addition, they have an output, a fail time, and a
finite set of inputs. The sum of the non-dummy inputs
must be greater than zero.

4.2.1 KOFM. Figure 6 presents the specification of the
KOFM gate type. This gate defines a subsystem that fails
if k of m non-dummy inputs fail. This type is thus speci-
fied as having two components k and m of type positive
natural. The output can not be a dummy. k must be less
than m. mis the number of non-dummy inputs. The sec-
ond-to-last predicate states the conditions under which the
output is not failed: if and only if the sum of the inputs
that are either failed gates or basic events with no opera-
tional replicates is less than k. Conversely, the last predi-
cate states that the output is failed if and only if the sum of
inputs that are either gates that are failed or basic events
with no operational replicatesis greater than or equal to k.

4.2.2 Functional Dependency. Figure 7 presents our
specification of the functional dependency gate. The out-
put of an FDEP gate is dummy. In addition to the normal
characteristics of a gate, FDEP splitsits inputsinto a trig-
ger and dependent inputs. The trigger can be a gate with
an output that is not dummy or a basic event with arepli-
cation of one. The dependent inputs must be basic events
or gates with dummy outputs. If thetrigger is a failed gate
or abasic event with no operational replicates, then all the
dependent inputs must be failed and have fail times that
are less than or equal to that of the trigger. (Dependent
inputs can fail prematurely by themselves or as a result of
being failed by another functional dependency gate.)

4.2.3 Spare Gate. The last gate in this paper is the spare
gate, in Figure 8. The informal DIFtree specification dis-
tinguished cold, warm, and hot spare gates, with the tem-
perature determining how to interpret the dormancy factor

output = dummy
{{trigger},dependentInputs) partition inputs
trigger € Gates ~ GetOutput(trigger) = dummy
v trigger € BasicEvents ~ GetReplication (trigger) = 1
VinputNode: dependentlnputs  inputNode € BasicEvents
v inputNode € Gates » GetOutput(inputNode ) = dummy

trigger € Gates ~ GetOutput(trigger) = failed
v trigger € BasicEvents ~ GetNumberOperational (trigger) = 0 =
(VinputNode: dependentInputs | inputNode € BasicEvents »
GetNumberOperational (inputNode ) = 0)
A (VinputNode: dependentInputs | inputNode € BasicEvents »
(trigger € Gates
A~ (VreplicateFailTime: GetFailTimes(inputNode) »
GetFailTime(trigger) > replicateFailTime))
v (trigger € BasicEvents
A~ (VreplicateFailTime: GetFailTimes(inputNode) »
replicateFailTime < maximum(GetFailTimes(trigger)))))

Figure 7. The FDEP Gate Specification

in input basic event. Writing this specification led to our
dropping this distinction. Spare gates of different tem-
peratures could not share spares, as there could be a con-
tradiction in interpreting dormancies. Engineer had to use
warm spare gates in cases where different dormancy val-
ues were desired for different inputs. Our generic spare
gate provides flexibility while alowing cold and hot spare
gates to be simulated with dormancy zero or one.

The inputs to a spare gate are partitioned into the pri-
mary and spares. An ordering specifies the sequence in

—SpareGate

Gate

primary : BasicEvents

spares : | FaultTreeNodes
inputOrder riseq FaultTreeNodes

inputBeingUsed : BasicEvents

output = dummy
GetReplication(primary) = 1
({primary},spares) partition inputs
ran inputOrder = inputs
inputBeingUsed € inputs

output = operational < {inputBeingUsed } =&
output = failed < {inputBeingUsed } =&

VinputNode: spares e inputNode € BasicEvents
v inputNode € Gates » GetOutput(inputNode ) = dummy
(JinputNode: inputs »
inputNode € BasicEvents n GetNumberAvailable (inputNode) > 0)
= output = operational
{inputBeingUsed } =& A inputBeingUsed = primary <>
(VinputNode: inputs | inputOrder™ (inputNode)
< inputOrder™ (inputBeingUsed ) »
inputNode € Gates » GetOutput(inputNode) = dummy
v inputNode € BasicEvents » GetNumberAvailable (inputNode) = 0)

Figure 8. The Spare Gate Specification



— FaultTree
ftNodes : | FaultTreeNodes
topLevelGate : FaultTreeNodes

topLevelGate € ftNodes

VftNodeA, fiNodeB: fiNodes ® GetFaultTreeNodelD (fiNodeA)
= GetFaultTreeNodelD (ftiNodeB) <= fiNodeA = fiNodeB

TransitiveReachabilityFrom (topLevelGate) = ftNodes \ {topLevelGate }

GetOutput (topLevelGate) = dummy
TransitiveReachabilityTo (topLevelGate) = &

VftNodeA, ftNodeB: ftNodes »
- (ftiNodeB e TransitiveReachabilityFrom (fiNodeA)
A ftNodeA e TransitiveReachabilityFrom (fiNodeB))

VaNode: fiNodes | aNode e BasicEvents o
#{aGate: fiNodes | aGate € SpareGates » GetlnputBeingUsed (aGate )=aNode }
< GetNumberOperational (aNode)

VnodeA,nodeB: fiNodes | nodeA € SpareGates » nodeB € SpareGates »
GetPrimary(nodeA) = GetPrimary(nodeB) < nodeA = nodeB

Figure 9. The Valid Fault Tree Specification

which spares are used. The output is not dummy. The
primary is a basic event with replication one. Oneinput is
designated asthe one currently in use. It is set to a special
value to indicate that no input is in use if and only if the
spare gateisfailed.

All inputs are basic events or gates with dummy out-
puts. If areplicated event input has a replicate available,
the gate output is operational. If aspareisin use, dl inputs
less than it in order must have no replicates available. This
condition ensures that spares are used in order, and that all
replicates of a spare are used before using the next spare.

4.3 Formal specification of avalid fault tree

We now specify valid dynamic fault trees. See Figure
9. A fault tree comprises a finite set of FaultTreeNodes,
one thetop-level node. Every gateis connected to the tree.
All gates are reachable from the top-level node. This re-
quirement leads to the need for dummy outputs: without
them, some gates could not be connected. The requirement
is meant to improve graphical renderings of trees. The
specification stipulates that no two spare gates share the
same primary. A basic event cannot be allocated to mul-
tiple spares at once. Finally, node identifiers are unique:
no single node appears multiple timesin atree.

We use severa relations whose definitions are elided.
The names suggest their meanings. The first predicate
dtates that the top-level node is a node of the tree. The
second asserts that nodes are unique, specifying that for
any two that they have the same identifier if and only if
they are the same node. The third predicate states that
other nodes are reachable from the top-level node, which
both ensures connectedness of the tree, and that the node

designated as the top-leve is top-most. TrandgtiveReach-
abilityFrom defines the set of nodes that can be reached by
recursvely traversing the inputs from a given node. A
valid top-level node can not have a dummy output, and no
other gate can use the top-level node as an input.

In our definition, a valid tree has no cycles. Thus, for
any two nodes, it can not be that the first is reachable from
the second, and the second from the first. In practice,
situations arise in which cycles have to be modeled; but
we have not formalized trees supporting this concept.

The # operator denotes the number of elements in a
set. The penultimate predicate thus says that for any basic
event, the number of spare gates using it is less than or
equal to the number of replicates. The final predicate dis-
allows sharing of primaries for spare gates by stating that
for al pairs of nodes that are spare gates, the primaries are
the sameif and only if the nodes are the same.

5. Reaults

The direct result of thiswork is arigorous, though par-
tial, specification of dynamic fault trees, providing a basis
for partialy validating the DIFtree method, verifying an
implementation, and writing precise user documentation
We have dready provided feedback to the domain expert,
Dugan. While writing the specification, questions were
asked of Dugan. A session was held near the end of the
specification effort to present the specification. Dugan was
able to understand and comment on the specification, de-
spite having no prior experience with Z. As aresult, sev-
eral clarifications and modifications were made to the
specification. We did no automated anaysis, but merely
writing the specification revealed inconsistencies and am-
biguities. For example, specifying input failure order for
the PAND gate forced us to decide whether simultaneous
failures caused by an FDEP could fail a PAND. We also
found four implementation errors in the earlier imple-
mentation of DIFtree by comparing its behavior to our
specification. The next two sections discuss the four speci-
fication and four implementation issuesin more detail .

5.1 Clarificationsto the pre-existing specification

We discovered several significant omissions, ambigui-
ties, or errorsin the previous tacit specification.

* The specification was incomplete in that it did not
define whether or not a SEQ gate precluded simulta-
neous events caused by triggering of an FDEP gate.

»  The concept of cold, warm and hot spare gates turned
out to be problematical. The intention was to permit
sharing of spares among spare gates, but sharing of a
spare by different spare gates could lead to an incon-
sistent interpretation of the dormancy factor. When
we presented our specification and analysis of thisin-
consistency to Dugan, she suggested that the three



spare gate types be removed, and that the generic The specification itself hardly represents a major appli-

spare gate, equivalent to the warm spare, be used in- cation of formal methods. We have not fully specified the
stead. Doing this removed the problem, while smpli- semantics of the analysis, nor have we used formal proofs
fying the specification and, we believe, the engineer’sin the validation of the requirements or in the verification
understanding of the spare gate. of our implementation, for example. Moreover, as it

« Because basic events can be replicated, we found thegtands, the specification is not ideal for such purposes. It
they cannot be treated as just operational or failed.merges concerns that are better separated. For example,
The interpretation of a replicated event depends onthere is no explicit model of the system state for which
the gate to which it is attached. For example, whengates are evaluated. Separating system state from gate
attached to an OR gate, it is interpreted as operationaévaluation and making both explicit will better reveal the
if any replicate is operational; but for, an AND gate, conceptual structure of dynamic fault tree analysis, pro-

as operational only if all replicates are operational viding a firmer basis for reasoning about such analysis.
Nevertheless, even the modest use of rigorous software
5.2 Correctionsto theearlier implementation engineering methods, focused on making requirements

precise in a documented albeit partial formal specification,
The original DIFtree was implemented on UNIX. Most |ed to significant refinements in an important reliability
of the cases that arose from our specification effortengineering analysis approach, and to the identification of
worked correctly, but a few did not. Writing the specifica- significant errors in a supporting software tool.
tion led to consideration of cases that turned out not to Thus, perhaps the greater contribution is in having
have been handled correctly by the earlier implementationadded a data point supporting the need for methodological
» Cascaded FDEPs were not handled correctly. If an improvements, and in a case study of such an improve-
FDEP fails an event that triggers another FDEP, thement. We argued that software tools for engineering mod-
second FDEP should fail its dependent inputs. Theeling and analysis applications are complex software sys-
original implementation assumed that functional de-tems that implement complex computer-oriented concep-
pendency gates did not interact, and evaluated eaclual structures. Both the conceptual structures and sup-
only once. If the second was evaluated before theporting software tools implementations should be treated
first, it would not fail its dependent inputs even as essentially software, and should be engineered as such.
though the trigger is failed. We presented a case study suggesting that it is both
* PAND gates were not evaluated consistently in the possible and promising to bring application domain ex-
face of smultaneous failures of inputs. When a perts (e.g., in reliability engineering) together with experts
functional dependency gate simultaneously failed thein rigorous software engineering methods to build engi-
inputs to a priority and, PAND gates were not con- neering modeling and analysis tools with sound engineer-
sistently evaluated as being operational. ing foundations. Although our work is a single data point,
« Under contention for a spare, the allocation of the it supports the claim that software engineers can profitably
spar e was implementation-dependent. The user was  bring formal specification to bear in collaborations with
not notified of cases where multiple spare gates candomain experts in designing critical analysis tools.
contend for available spares owing to simultaneous
failures of primaries due to functional dependencies. 7. Conclusion and future work
» Sharing of primaries to spare gates was permitted -
in somecases. Such sharing should be disallowed as ~ We presented a formal specification of key aspects of
per the designer’s intent that a Spare gate Shou'd havgynam|c fault trees In the Style Of DIFtree. The SpeCIflca-

a unigue primary component. tion provides a mathematically sound basis for reasoning
about the design of the underlying conceptual modeling
6. Evaluation constructs. It also provides an unambiguous document

against which an implementation can be verified, whether
The contribution of this paper is two-fold: one part formally or not. Finally, it provides unambiguous defini-

technical, and one methodological. In the technical dimen-tions that can serve as a basis for user documentation. De
sion, we have presented a partial formal specification ofveloping the specification led us to recognize conceptual
dynamic fault trees in the DIFtree style, giving precise, and implementation errors in an earlier version of DIFtree.
mathematical meaning to the basic conceptual structure. We are now developing a new implementation of the
Writing the specification led to the discovery of some dif- analysis code. We will incorporate the changes suggested
ficulties in the earlier design and tool implementation. by the specification. Likewise, we are implementing a new
This work led to the refinement of both the conceptual version of Galileo. It will have enhanced validity checks
modeling constructs and the tool implementation. for fault trees as reflected in the specification.



Our work has three beneficiaries. The domain expert
benefits from the rigorous scrutiny of the conceptual
model. The implementors benefit by being able to refer to
an unambiguous document during implementation and
verification. Finally, the usars of a tool that implements
some aspect of the model benefit from more accurate
documentation derived from the formal specification.

We have severa options for future work. The firgt isto
restructure the specification for improved separation of
concerns. We would undertake such a restructuring prior
to extending the specification to define the computation of
system reliability based on fault tree models. A change
that would simplify the specification would be to remove
the concept of dummy outputs, leaving that concept as a
detail in the graphical layout module. Another possible
change would add the concept of the failure history of the
system modeled and the notion that a dynamic fault tree is
evaluated against such a higory to determine if it leads to
a system-leve failure. This approach would make the dy-
namic aspect of the analysis explicit. Another modification
would be to specify fault trees with replication separately
from those without, and to specify how trees with replica-
tion map to those without. Such a structure might remove
the need to treat basic events asa special case, smplifying
the specification sgnificantly.

Using formal methods to help validate the specification
is another potential area of future work. Proofs of impor-
tant properties of the specification could, in principle, help
the designer to build confidence in the clam that the
specification captures the intuitively desired meanings.
Formal verification of properties of an implementation
againgt such a specification could similarly build confi-
dence in satisfaction of the specification by the imple-
mentation. Our work provides a concrete starting point for
exploring thisidea. It is unclear at this time that formal
validation and verification would be as profitable a use of
resources as merdly crafting a precise specification.
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