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Abstract

In traditional random testing, samples are taken from
the set of all possible values for the input types. However,
for many programs testing effectiveness can be improved
by focusing on a relevant subdomain defined implicitly by
the program behavior. This paper presents an algorithm
for identifying and randomly selecting inputs from implic-
itly defined subdomains. The algorithm dynamically con-
structs and refines a model of the input domain and is bi-
ased toward sparsely covered regions in order to accelerate
boundary identification and uniform coverage.

This method has several desirable qualities: (1) it re-
quires no knowledge of the source code of the software be-
ing tested, (2) inputs are selected from an approximately
uniform distribution across the subdomain, and (3) algo-
rithmic running time overhead is negligible. We present
the requirements for a solution and our algorithm. We also
evaluate our solution for both an artificial model and a
real-world aircraft collision-avoidance program.

1. Introduction

Random testing can be a simple and effective method of
detecting software faults. Traditionally, random testing has
involved random selection of test inputs from some known
input space. For most programs, random testing across the
entire space of type-correct inputs is not effective. How-
ever, the programmer can often identify a smaller relevant
subdomain of inputs that are more likely to reveal a fault.

The motivating example we use in this paper is KB3D,
an aircraft collision avoidance program [2,7]. The input
space is a pair of multi-dimensional vectors, one for each
plane, encoding values such as speed, direction, and posi-
tion. The entire input space is extremely large, but the rele-
vant subdomain of trajectories that will require a collision-
avoidance maneuver is orders of magnitude smaller. Thus,
the relevant subdomain is the set of near-miss trajectories
that require a collision-avoidance maneuver.

Two key difficulties in performing random testing on
such programs is that the relevant subdomain of inputs
is both complex in structure and not explicitly defined a
priori. The subdomain is, however, implicitly defined by
the program itself. KB3D, for example, will determine
whether two headings are on a collision course and output
a message indicating whether an action is necessary.

We present the implicit subdomain exploration (ISE) al-
gorithm, which heuristically generates random test inputs
for an implicitly defined relevant subdomain. The algo-
rithm dynamically discovers the boundaries of the subdo-
main and generates inputs in sparsely covered areas of the
input space in order to avoid over-testing previously dis-
covered regions. Performance of the algorithm is linear in
the number of inputs generated, and the user can balance
the accuracy of the underlying model of the input space
with generation performance. Our algorithm generates nu-
merical values—currently n-dimensional, floating-point in-
puts. A developer using this algorithm to test software need
only provide a few search parameters, a starting input from
the relevant subdomain, and an interface to the program
under test which classifies inputs as relevant or not.

We evaluate the algorithm for an artificial model as well
as the KB3D software. Our artificial model is designed to
assess the ability of the algorithm to identify complex input
spaces, and we use KB3D to assess performance. KB3D
takes a 12-dimensional vector of floating-point numbers as
input and has a very complicated input region defined by
constraints on multiple values.

Section 2 describes related work. Section 3 presents the
concept of relevant subdomains as it pertains to this work.
Section 4 explains the inner workings of the ISE algorithm.
Section 5 evaluates the performance and effectiveness of
the ISE algorithm in artificial and real-world applications,
and Section 6 concludes.

2. Related Work

Random testing [5] is a well-known black-box testing
technique. Although it has deficiencies—namely the diffi-



culty of exercising segments of code guarded by equalities
on large types—random testing has several attractive prop-
erties. First, test infrastructure is easy to implement. It also
provides a large number of test inputs, which can be used
to statistically estimate the quality of the software under
test [6]. Comparisons of random and partition testing have
shown random testing to be potentially more effective [4].

Traditionally, random testing has been performed upon
the entire input space of the program. In this paper, we
address the problem of random testing on an implicitly de-
fined relevant subdomain of the program. As far as we are
aware, we are the first to address this problem. The ap-
proach we take is dynamic in nature, exploring the relevant
subdomain based on feedback gained from the program’s
execution of generated inputs.

Perhaps most closely related to our work is the restricted
random testing work of Chan, et. al [1]. The algorithm pre-
sented here is complementary to their work, providing an
implementation of a generator for inputs within a restricted
subdomain of the input space.

A widely used technique for solving problems for mod-
els with complex constraints on variables of multiple di-
mensions is Monte Carlo simulation [3]. For example, one
can identify an implicitly defined relevant subdomain us-
ing Monte Carlo simulation by randomly choosing a value
in the input space and then running the program under test
to determine if the input is relevant. Although this tech-
nique can effectively identify the subdomain and sample it
randomly, it can also result in wasted test effort. Because
the technique does not model the underlying subdomain,
subdomains that are small relative to the total sample space
will result in the Monte Carlo method generating a large
number of irrelevant inputs.

3. Random Exploration of Input Subdomains

In many cases, programs are written to accept a large
number of inputs without failure but only perform signif-
icant computation for a small subset of those inputs. We
can define the total input space of a program as the cross
product of the values of its inputs. We can then define a
relevant subdomain of the total input space as a subset of
these inputs. Typically the relevant subdomain is chosen as
a set of inputs that more thoroughly exercise the program,
and are therefore more likely to reveal a fault.

3.1. Difficulties in Random Testing

Random generation of input values can be difficult even
for a known subdomain of the input space. Imagine, for
instance, generating inputs within the unit circle. Naive
approaches are either biased in the generation of inputs, or
waste testing time testing inputs outside the relevant sub-

domain. The correct unbiased generation method is to first
select an angle from (0,27) and a radius of /z, where z is
a uniformly random selection from the interval (0, 1).

Although this example is trivial it demonstrates that un-
biased generation of relevant inputs can be nontrivial. For
subdomains involving more variables and more complex
constraints, naive approaches to input generation result in
test time wasted due to either biased input generation or
generation of irrelevant inputs.

The KB3D system demonstrates a second difficulty—
the subdomain may be implicitly defined, perhaps only by
the program itself. In KB3D we can define the relevant
subdomain as “conflict” trajectories that require a collision
avoidance maneuver. Conflicts occur when the minimum
separation is breached, or when an “intruding” craft enters
the cylindrical protected zone of another craft. An aircraft
trajectory is defined as a six-dimensional vector of its x, y,
and z coordinates, its heading, and its velocity broken down
into ground speed and vertical speed components.

Although this subdomain is not explicitly defined, the
KB3D implementation implicitly defines it by identifying
conflicting inputs. If it detects a conflict, KB3D provides
several resolution maneuvers that one or both aircraft may
perform to avoid the conflict. The only way to test this
second phase of the algorithm is to generate inputs which
are determined to be conflicts in the first phase.

Such implicitly defined subdomains create a number of
challenges for random testing. First, it is impossible to
guarantee a uniform distribution (lack of bias) at all times
during the generation, since the universe of relevant values
(the subdomain) is unknown. Second, unlike the circle ex-
ample, there is no clear solution for unbiased generation for
implicitly defined subdomains.

Given an implicitly defined subdomain, we must spend
some test effort discovering the boundaries. We define hit
rate, the percent of generated inputs that are relevant, as a
metric for measuring this additional test effort.

3.2. Requirements for a Solution

As a result of these difficulties, a heuristic approach
must be used that automatically discovers the boundaries of
the relevant subdomain while generating random samples
from the subdomain. A good heuristic must exhibit several
important qualities. First, input generation must have low
latency, so that testing can begin as soon as possible, per-
haps in parallel with generation. Second, generated inputs
must approximate a uniform distribution. This implies that
as new regions are revealed, they will tend to be more heav-
ily sampled until their density equalizes with the rest of the
known relevant subdomain.

Performance must be good, so that input generation does
not dominate test execution time. Our goal is a constant



rate of input generation. The solution must be insensitive
to the shape and scale of the input region. It should tolerate
complex and nonlinear constraints on the input values. A
full solution would discover multiple relevant subdomains,
but in this paper we will focus on solving the simpler prob-
lem of discovering a single contiguous subdomain. The hit
rate should also be as high as possible. A low hit rate indi-
cates time spent validating inputs but not testing them.
Finally, the heuristic must provide a mechanism for the
program under test to specify the relevant subdomain, for
the case where the program’s implementation provides the
only definition of the relevant subdomain. In this situation,
the programmer may need to modify the program to pro-
vide an indication of whether the input is relevant or not.

4. The ISE Algorithm

We now describe the implementation and usage of the
implicit subdomain exploration (ISE) algorithm. Space
prevents us from describing the algorithm in detail. We
focus here on the model of the subdomain, parameters and
arguments to the algorithm, and key operations.

The algorithm is designed to explore an implic-
itly defined relevant subdomain characterized by an n-
dimensional space of floating point values. The algorithm
works by identifying the sparsest region and then generat-
ing points along a random vector originating from a rele-
vant input in the sparse region. The algorithm then contin-
ues selecting sparse regions and generating inputs until the
requested number of inputs have been generated.

4.1. A Model of Relevant Subdomains

A contiguous portion of the revealed subdomain is mod-
eled by the Bin abstraction. Bins model the regions of
the input space that they represent. For example, rather
than storing all previously generated points in a bin, the bin
stores the last generated point and a count of the total num-
ber of generated points. Bins also store a miss count that
we use along with with number of points to estimate the
extent to which the bin lies within the relevant subdomain.

These bins collectively represent an approximate de-
composition of the relevant subdomain into n-dimensional
rectangular subregions. The InputSpace abstraction con-
tains a collection of bins that model the structure of the
subdomain as it is discovered. As a result, bins typically
are adjacent and have varied sizes, but do not overlap.

For performance, we constrain the total number of bins
to a user-provided constant. Therefore, as inputs are gener-
ated the algorithm merges bins as necessary. The algorithm
must detect which bins can safely be merged without a loss
of accuracy while still maintaining a high resolution near
subdomain boundaries.

4.2. Algorithm Parameters

There are four values that control the search. We already
mentioned one, the limit on the number of bins. A higher
limit provides a more uniform distribution of inputs at the
cost of performance. A second related parameter controls
the initial size of bins.

The two other parameters are the scale factor for step-
ping along the vector, and the maximum number of inputs
generated along a vector. Once the algorithm chooses a
random direction, it generates points at randomized inter-
vals from the source of the vector. Scale factors higher than
1.0 will cause intervals to grow in size, possibly speeding
the discovery of a subdomain boundary. We use the last
parameter to prevent excessive generation of inputs along
a vector for the case where the vector subdomain is much
larger than the increment.

The user also provides a starting input for the search and
a callback function that returns true if the argument input
is within the relevant subdomain. Once a vector has been
chosen, candidate inputs are generated along that vector at
increasingly larger distances. As inputs are generated, they
are checked for relevancy by calling the callback function.

4.3. Identifying Sparse Bins and Bin Merging

The two primary functions of the InputSpace type
are findASparseBin() and mergeBins (). The function
findASparseBin () computes the bin with the lowest den-
sity of generated inputs. The boundary of the subdomain
may bisect a bin, resulting in an artificially low density. To
address this problem, we use the bin counts to approximate
the volume of the bin that is within the subdomain, then use
that value to compute the density.

The mergeBins () algorithm performs bin merging. For
each bin and each dimension, the algorithm computes the
size of the bin that would be doubled in the direction of the
dimension. It then computes the error between the volumes
of the enclosed bins and the new larger bin. The bin with
the lowest error is then chosen, replacing the enclosed bins.

5. Evaluation

5.1. Completeness

To evaluate completeness, we use an artificial input re-
gion. This region is shaped like a barbell with two circles
of radius 5 centered at (0,0) and (10, 10) loosely connected
by a narrow rectangular band of width 0.1. Additionally,
the circle at (10,10) has a circular “hole” of radius 2. The
starting point of the ISE algorithm is at the origin. This sub-
domain demonstrates two properties that any algorithm de-
signed to select uniformly from an arbitrary and unknown



Table 1: Running time of ISE Table 2: Hit rate of the ISE

in seconds algorithm

Number of || Barbell| KB3D | [Example|[ ISE [Monte
Inputs Carlo

10000 || 0.585 | 2.839 Barbell [[0.823]0.362
100000 1.674 |15.772 KB3D [[0.898] —
1000000 [[12.072]1021.2

space must exhibit: the ability to discover and traverse nar-
row regions and the ability avoid obstacles in order to re-
veal the region in its entirety.

To evaluate the distribution of inputs created by ISE,
we compare it against a distribution created using a Monte
Carlo simulation. In both cases we used 25,000 points. We
divide the subdomain into squares of size 0.5, and com-
pute the difference of the local density within each square
between the two distributions.!

Over three trials, generating 25,000 points yields an av-
erage local density difference of approximately 3.5%. In
all cases, 25,000 test cases was sufficient to traverse the
narrow passage and discover the full barbell region.

5.2. Efficiency

We now examine the efficiency of the ISE algorithm us-
ing two metrics. Our analysis of the running time shows
that executing the ISE algorithm will likely not be a limit-
ing factor when testing software. Table 1 shows the time
taken to generate various amounts of test cases from the
barbell and KB3D models. All times are averages from
executing three trials as run on a dual 2.5 GHz PowerPC
processor with 2.5 GB RAM.

The algorithm runs in approximately linear time, with
an increase in the order of magnitude of test cases gen-
erated eliciting a corresponding increase in running time.
However, the shape of the region under test affects the
generation rate. Input dimensions that are unbounded or
nearly unbounded will require more bin merges, increas-
ing the running time. The algorithm performs best under
regions tightly constrained in all directions, but performs
adequately for unconstrained regions. For KB3D, our al-
gorithm explores the 12-dimensional space in a reasonable
timeframe, generating a million test cases in approximately
17 minutes. This suggests that the ISE algorithm may be
sensitive to the dimensionality of the space under test.

The next metric we study is the hit rate of the algorithm.
The ISE algorithm discovers the subdomain experimen-
tally. We found that our algorithm validates many fewer ir-
relevant inputs compared to a traditional Monte Carlo strat-

I'We chose 25,000 points to allow the ISE algorithm to find the far re-
gion and then equalize the distribution. The size of 0.5 is arbitrary, chosen
as simply ten times smaller than the subdomain size.

egy. In Table 2, we present a comparison between hit rates
of the ISE algorithm and Monte Carlo simulation. Again,
all ratios are averages from three trials.

The ISE algorithm wastes little effort testing points out-
side of the relevant subdomain. For pathological cases such
as KB3D, in which the relevant subdomain is orders of
magnitude smaller than the full domain, it is improbable
that a Monte Carlo strategy will ever generate a valid test
case. Note that for the barbell example, we needed the
bounding box in order to do Monte Carlo generation, but
we did not need this information for the ISE algorithm.

6. Conclusion

This paper has presents a new method for the random
selection of points from an input space whose size and
structure is unknown. This allows testers to focus random
testing effort on subdomains defined implicitly by the pro-
gram itself. Our algorithm only identifies contiguous sub-
domains, but can be run multiple times with different start-
ing points. The ISE algorithm is also designed to test soft-
ware that has numerical inputs, produces well-defined out-
puts, and is guaranteed to terminate. More generally, this
paper has explored the concept of a relevant subdomain as
it pertains to random testing. The ability to recognize and
classify inputs as relevant is of paramount importance if
one wishes to improve the cost-effectiveness of an auto-
mated random testing strategy.
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