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Abstract 

Modeling and analysis is indispensable in engineer-
ing. To be safe and effective, a modeling method requires 
a language with a validated semantics; feature-rich, 
easy-to-use, dependable tools; and low engineering 
costs. Today we lack adequate means to develop such 
methods. We present a partial solution combining two 
techniques: formal methods for language design, and 
package-oriented programming for function and usabil-
ity at low cost. We have evaluated the approach in an 
end-to-end experiment. We deployed an existing reliabil-
ity method to NASA in a package-oriented tool and sur-
veyed engineers to assess its usability. We formally 
specified, improved, and validated the language. To as-
sess cost, we built a package-based tool for the new lan-
guage. Our data show that the approach can enable cost-
effective deployment of sound methods by effective tools. 

1. Introduction 

Modeling and analysis methods are at the heart of 
engineering. Such a method is based on a modeling lan-
guage for describing systems, with a semantics in a map-
ping of expressions (models) to estimates of system prop-
erties (results). Functions for manipulating and analyzing 
models are then generally supported by software tools.  

For a method to be safe and effective, its semantics 
must be well defined and it must be supported by high-
quality tools. Semantic soundness demands an abstract, 
precise, compete, and validated specification of the map-
ping of models to results. High quality tools, on the other 
hand, are easy to use, rich in function, and reliable. Such 
a tool must provide a broad set of easy-to-learn-and-use 
functions matched to the needs of engineering practice.  
These functions go well beyond prototype-style bare-
bones editing and analysis, to include printing of large 

models on engineering-sized paper, cut-and-paste into 
presentation tools, sophisticated graphical editing, etc. 
Engineers expect usability and functionality on par with 
mass-market packages, and demand it even in specialized 
tools. Reliability, by contrast, demands a sound semantic 
specification and a tool that implements it faithfully. 

This paper emerges from a long-term, end-to-end 
experimental research program addressing the problem 
that, hampered by shortcomings in software engineering 
and languages, we are unable to deliver semantically 
sound methods supported by high quality tools at low 
cost.  By experimental, we mean that we build and evalu-
ate real tools using new techniques.  By end-to-end, we 
mean that our work spans the life cycle and involves real 
customers, against whose needs results are evaluated.   

Here, we address two sub-problems. First, we lack 
demonstrably cost-effective ways to ensure semantic 
soundness of methods too complex for informal specifica-
tion. Second, we lack low-cost approaches to producing 
easy-to-use, functionally rich tools. Reliability will be 
addressed in forthcoming work. The contribution of this 
work is to show that we can, at low cost, combine well 
known formal methods [9] with package-oriented pro-
gramming [30] to create semantically sound languages 
supported by richly functional, industrially usable tools.  
We report on the evaluation of a package-based tool, 
Galileo, by NASA engineers, and on the development of 
a similar tool, Nova, based on a formal semantics.  

The rest of this paper is organized as follows. Sec-
tion 2 discusses the role that formal specification should 
play in the development of a modeling method. Section 3 
describes our approach and basic results. Section 4 intro-
duces our experimental application domain. Section 5 
describes the development of Nova using the combined 
approach. Section 6 presents results from the end-user 
evaluation of Galileo. Section 7 evaluates our work. Sec-
tion 8 addresses related work. Section 9 concludes. 



2. Formal Semantics and Dependability 

A modeling method rests on a mapping of models to 
analysis results. Such a mapping should be defined in 
both specification and implementation forms. Of the two, 
the specification is the more fundamental.  Lacking a 
specification, validation of the method is difficult, there 
is no basis for a definitive user reference, and program-
mers are left to make uninformed semantic decisions and 
unable to test thoroughly for correct functioning.  

Under such conditions, engineers cannot have justi-
fiable confidence in the validity of a method. Yet, as 
Knight has observed [19], tools are increasingly used in 
the design of safety critical systems. Such tools should be 
treated as critical engineering components. He has cited 
numerous, serious lapses in engineering processes with 
respect to tools and methods. Nevertheless, the use of 
poorly grounded methods and tools appears widespread, 
putting enterprises and the public at risk.   

For example, in 1996 the United States Nuclear 
Regulatory Commission issued an alert [23] to all opera-
tors and builders of nuclear power plants, warning of 
significant errors in several tools used in nuclear reactor 
design and analysis. Hatton and Roberts’ study of seismic 
analysis tools showed that they produced different results 
even though ostensibly computing the same function 
[15]. A study of reliability tools by Amari et al. revealed 
common errors in their analysis algorithms [3]. 

As domain experts increasingly develop modeling 
and analysis methods and deploy them in tools, it is in-
cumbent on the software engineering research commu-
nity to highlight risks and impediments, and to provide 
approaches to mitigate and overcome them. First and 
foremost are the risks presented by inadequate semantic 
specification of methods used in critical design situa-
tions. Until these risks are addressed, our inability to 
develop easy-to-use tools at low cost can be viewed as a 
positive safety mechanism—but far from ideal. In this 
paper, we show it is possible to mitigate the risks sub-
stantially and cost-effectively, and, having done that, to 
deploy methods into industrial use through usable tools. 
We now sketch the approach and present our evaluation. 

3. Approach and basic results 

Several authors have noted that significant progress 
in software engineering will occur as the profession be-
comes increasingly specialized [17,25]. By identifying 
and developing practices that exploit characteristics of 
particular application domains, software researchers can 
provide developers with the means to create better soft-
ware than that produced with general-purpose develop-
ment methods. 

A key element of our approach to tool development  
is based on an observation by Shaw [25]: Most applica-
tions devote less than 10% of their code to the overt func-
tion of the system—in this case analyzing models. 90% is 
devoted to support functionality such as text and graphi-
cal editing, data validation, etc. This means that the bulk 
of the development effort for a sophisticated tool is spent 
on a large superstructure, in support of a small core. 

Our approach synergistically combines two ideas [6]. 
First, we address the soundness of the method and trust-
worthiness of the core through selective, narrowly tar-
geted use of formal methods. Second, we provide full-
featured, easy-to-learn and use superstructure at low cost 
by using suites of mass-market packages as components, 
in a style we have called package-oriented programming. 

3.1. Formal methods for modeling and analysis 

The first aspect of our approach is the targeted use of 
formal methods to define and validate of the syntax and 
semantics of the modeling language [9]. The savings 
garnered by package-oriented design can be enough to 
free significant resources for such applications of formal 
methods. We limit the scope to the core. It is small in 
relation to the tool, which limits costs, and its soundness 
is so essential that we expect formalizing and validating 
it to have disproportionate benefits. 

3.1.1 Formalizing modeling languages. At the heart of 
our evaluation of the technical and cost effectiveness of 
formal methods in this domain is a specification, in Z 
[27], of the abstract syntax and semantics of a language 
for dynamic fault tree (DFT) analysis of fault-tolerant 
systems [5,11]. Dynamic fault trees extend static fault 
trees [31], originally developed for reliability analysis of 
the Minuteman missile system [32].  

A fault tree is a rooted, directed graph with basic 
events as leaves and gates internally. Basic events model 
component failure events; gates, subsystem failure 
events; and the root, a system failure event. Given failure 
statistics for basic events, a probability of system failure 
is computable. Static fault trees have combinatorial gates 
(e.g., and, or), to model how event combinations lead to 
failures. In fault tolerant systems, order can matter. Dy-
namic fault trees thus include order-sensitive gates. In-
teractions amongst these gates and other modeling fea-
tures complicates the semantics of DFT’s to the point 
that the use of formal methods appears to be indicated. 

An early non-formalized DFT language was imple-
mented in Dugan’s prototype DIFtree tool [14]. A revised 
version, also not formalized, is at the core of our de-
ployed, package-based DFT tool, Galileo [7,29,30].  Our 
formal specification is the basis for a new tool, Nova. 



The specification is 55 double-spaced pages of Z: 
about 100 schemas and axioms, structured in a denota-
tional style, separately specifying abstract DFT syntax 
and the mapping of DFT’s, through an intermediate se-
mantic domain (failure automata), to Markov chains 
(MC’s). Given a DFT, its MC encodes sequences of fail-
ure events. States in which the root event has occurred 
denote system failures. The analysis result is the likeli-
hood of being in such a state. The mapping from MC’s to 
probabilities is understood. The issue was the translation 
of DFT’s to MC’s. That is what the specification defines. 

We developed an initial version of the specification, 
which we informally validated by technical reviews con-
ducted with domain experts. We also subjected the speci-
fication to a limited formal validation.  These activities 
provided significant benefits, creating opportunities to 
improve the language and existing tools. For example, no 
one had ever stated clearly whether failures could occur 
simultaneously; the language was non-orthogonal; and 
existing implementations had significant faults  [9]. 

These results are not surprising. Formal methods 
have been used to discover and clarify complex systems 
many times. The question we investigated was rather that 
of the cost-effectiveness of developing and validating 
such specifications in collaboration with domain experts 
in a low-budget setting. We found that the initial devel-
opment of the specification and its informal validation 
was cost effective and technically productive. Initial 
development of the specification took the authors about 
four months of part-time effort. Informal validation in-
volved a sequence of about ten weekly two-hour meetings 
with domain experts, in which we explained, discussed, 
and, as needed, revised each line of specification. 

3.1.2 Formal validation. We also evaluated tool-assisted 
formal validation, applying several tools to our specifica-
tion: fuzz [26], ztc [18], and Z/Eves [24]. The first two 
check syntax; the third is an engineer-assisted theorem 
prover. On the benefits side, Fuzz and ztc were inexpen-
sive to use and useful, finding both syntactic and concep-
tual errors. However, syntax checks are clearly not ade-
quate to provide strong validation.  

Theorem proving provides iron-clad validation of 
claims that the constructs denoted by a specification have 
stated properties. We proved two types of theorems: do-
main checks to show that no function is applied outside 
its domain, and domain-specific theorems formulated 
during development of the specification. 

Our theorem proving revealed three specification er-
rors. Two involved our idiosyncratic approach to specify-
ing real-number computations in Z. Z does not represent 
real numbers; but we wanted to capture core mathemati-
cal formulations, which get translated directly into code. 
We did this by specifying real numbers as a given type 

and specifying standard operations on this type, abstract-
ing away all meaningful axioms about the real real num-
bers. The errors here were not consequential. 

The third error we found was non-trivial. It involved 
a feature of the DFT language called coverage modeling. 
Coverage modeling allows the engineer to represent three 
possible outcomes of a component failure: it might not 
propagate at all (masked transient); it might propagate 
normally; or it might produce an immediate system-level 
failure (due to a catastrophic component failure, such as 
an explosion). During validation, we found a fault in a 
failure rate computation for coverage parameters. In ad-
dition, this led us to an error in Galileo’s implementa-
tion, where probability of masked failure was not cor-
rectly computed as 1–Psingle point failure–Pcovered failure. The bot-
tom line: We did find an error and are now more confi-
dent in the specification with respect to the theorems we 
proved, and, to some extent, beyond. 

The problem we encountered with formal validation 
was its cost. We encountered three difficulties. First, the 
Z/Eves tool itself suffered from some of the problems we 
are addressing in this paper.  It lacked features and had 
usability problems that made it costly to use. The inter-
face was idiosyncratic and did not follow standard con-
ventions. For example, the File menu disappears when 
the user edits a proof, and the .zev file extension is not 
automatically appended to file names when necessary. 
More seriously, the user has to run prior proofs before 
starting new ones, and each proof must be manually in-
voked in turn. Our validation has slightly over 100 
proofs. While such problems are not inherent, they were 
a practical and significant productivity obstacle. 

Second, the tool was computationally expensive to 
use. Syntax checking all paragraphs and proving all 
theorems required about two hours compute time on a 1.2 
GHz PC. When working on proofs near the end of the 
specification, we dreaded having to change an early part, 
requiring manual re-checks of intervening paragraphs 
that might have depended on the changed paragraph. 

Third, and perhaps most seriously, using the tool re-
quired significant expertise to formulate proof scripts. 
We found the prover to be robust and powerful, but we 
were often forced to seek guidance from its author for all 
but the simplest proofs. In more than one case we could 
not have continued without his expert guidance. 

In the end, the cost of theorem proving was high 
enough to be nearly prohibitive for our purposes: given a 
small budget, competing demands, and hard-to-reach 
benefits. This is not to say the cost is too high for other 
purposes. However, cost did curtail our attempts to prove 
anything beyond elementary theorems about the formal 
system we constructed. 



3.2. Package-oriented programming 

For several years we have been evaluating the use of 
architecturally coherent mass-market packages as com-
ponents for low cost tool superstructures. The approach, 
package-oriented programming (POP) [8,30], exploits 
technologies developed by industry to support tasks such 
as document embedding and package scripting. POP lev-
erages the vast investments made in these tools and the 
economies of volume pricing. Users benefit from careful 
usability engineering, rich functionality, familiarity, and 
rich interoperability—all at very low cost.  

Our evaluation is based on the use of POP to develop 
Galileo [7,12,29]. The ongoing development of this tool 
is based on feedback from industry, and especially on 
NASA requirements. By evaluating the results for indus-
trial viability we aim to avoid false positives generated 
against synthetic or less demanding requirements. 

It was clear that such packages could be integrated 
and programmed to some degree. What was not clear was 
whether they could be used to build real, commercially 
competitive tools at low cost. In earlier work, we reported 
that the approach is promising but risky [8]. For exam-
ple, more than once we had to bend requirements to 
make designs work. What we now report is that the ap-
proach has enabled us to deliver the intended tool with 
real industrial acceptance. Section 6 presents the results 
of two surveys of end users who have used Galileo, and 
discusses adoption of the tool. 

3.3. The combined approach 

The approach we present combines the formal and 
package-based aspects in a technically and economically 
synergistic manner. The component-based aspect pro-
vides usability and superstructure functions, greatly re-
ducing the cost to develop, learn, and use the software. 
On the other hand, the criticality and complexity of the 
modeling method impels us to consider using formal 
methods. We leverage the savings produced by the pack-
age-based approach to focus more resources on the for-
malization and validation of the relatively small but cru-
cial modeling method and language.  We recognize the 
risk that mass-market packages might somehow corrupt 
data passing through them and thereby output incorrect 
results, but we do not believe this risk to be dominant. 

4. Case study: reliability engineering 

As we have said, the application domain for our 
work is that of reliability modeling and analysis of fault-
tolerant computer-based systems. In this domain, models 
represent failure phenomena in fault-tolerant systems 
with complex redundancy management. Models are ana-

lyzed to provide estimations of key properties, mainly 
unreliability. Analysis results are typically used in design 
to help engineers meet reliability requirements effectively 
and economically. Our case study in tool development 
centers on dynamic fault tree analysis. Central to this 
method are languages for expressing dynamic fault trees.  

4.1. The complex and subtle DFT language 

Dynamic fault trees are more expressive than static 
trees, as many fault-tolerance mechanisms are sensitive 
to order. For example, the use of a cold spare component 
depends on the prior failure of the primary. Unfortu-
nately, the addition of order-dependent semantics com-
plicates the straightforward semantics of static fault trees. 

Prior to our work, the semantics of the DFT lan-
guage had been expressed only in an ad hoc way: with 
informal prose, isolated examples, and prototype pro-
grams [4,5,11,14]. Unfortunately, these methods are in-
adequate for specifying the semantics of complex lan-
guages. Informal prose descriptions are incomplete and 
ambiguous. Definitions for individual cases do not cap-
ture the general case. Source code implementations are 
precise but resistant to human understanding and valida-
tion.  Moreover, in the absence of a high-level specifica-
tion there is no basis for rigorous verification [9].  

Consider an example DFT.  See Figure 1. PAND is a 
priority-AND gate. The failure event corresponding to 
this gate occurs if the input events, Event B and Event C, 
occur in that order. FDEP is a functional dependence, 
stating that if the trigger event, Event A, occurs, the de-
pendent events, Event B and Event C, occur. 

This example highlighted a semantic ambiguity in 
the original language. Does Event A cause the simultane-
ous occurrence of the dependent events, or not? The 
original, informal semantics of the priority-AND gate did 
not address the issue of simultaneous failure of the in-
puts. If the ordering is strict, then the PAND event 
should not occur if the inputs occur simultaneously. If the 
ordering is not strict, the PAND event should occur in 
this case. 

FDEP PAND

Event A Event B Event C

 

Figure 1: A small dynamic fault tree 



This kind of ambiguity is not just an academic curi-
osity. An engineer at Lockheed-Martin built this tree 
while modeling a system in an attempt to understand the 
semantics of the language as implemented in DIFtree. 
Casual explanations of the modeling approach did not 
address this case. Moreover, the implementation at the 
time was later found to answer the question inconsis-
tently at different points in the program [9]. 

4.2. Inadequate tool support 

Prior to our work, DFT modeling tools lacked key 
functionality and usability properties. Both HARP [13] 
and DIFTree [14] provided rudimentary graphical inter-
faces, and lacked many features now important in prac-
tice.  DIFTree, for instance, was a successful research 
prototype, and served its purpose well in that capacity: to 
prove the worth, in principle, of a novel modeling 
method. However, its lack of modern features, its ques-
tionable dependability, and its being tied to Unix at a 
time during which reliability engineers were migrating to 
Windows, stood as solid impediments to the delivery of 
the DFT modeling method, itself, from the laboratory to 
practice. 

5. Nova 

In this section we present our efforts to build Nova, a 
demonstration of the feasibility of combining the two 
elements of our overall approach. Like Galileo, Nova is a 
tool for the construction and analysis of dynamic fault 
tree models. Compared to Galileo, Nova is an advanced 
prototype tool with several unique properties. First, the 
DFT language that it supports is a revised version based 
on our formal specification. Second, the implementation 
of the editing interface is based on more aggressive spe-
cialization of the POP components. Fault tree editing 
operations are implemented using components’ scripting 
languages, rather than in separately coded procedures. 
Third, the analysis engine is a new implementation based 
on the formal semantics we have defined. 

We are addressing the question of the dependability 
of the Nova and Galileo core implementations in work 
that is beyond the scope of this paper.  Here, we focus on 
the POP-based user interface. 

Figure 2 presents the Nova interface. It consists of a 
Word-based textual editor, a Visio-based graphical edi-
tor, and an Excel-based basic event editor. These prod-
ucts are parts of the Microsoft Office suite: Word is a text 
editor; Visio, a drawing editor; Excel, a spreadsheet. For 
the development of the interface, we took the opportunity 
to explore aggressive specialization of the POP compo-
nents. For example, the figure illustrates the automatic 
syntax highlighting of keywords in the textual editor. For 

the sake of brevity, we describe only the more advanced 
Visio-based graphical interface. 

Visio provides general graphical editing functional-
ity such as zooming, scrolling, formatting, saving, print-
ing. In addition, we utilized its UpdateUI interface to 
specialize our interface in several dimensions to support 
the editing of DFT’s in their concrete graphical form. 

First, we created a “stencil” of shapes for graphical 
depictions of the DFT modeling constructs. These shapes 
have dynamic behavior. For example, connectors auto-
matically “hop” over each other, shapes move automati-
cally to prevent overlap, and text boxes expand to ac-
commodate long label names. Some of these features 
were supported natively by Visio, and others were im-
plemented using the package’s shape design capabilities. 

Second, a menu and toolbar of functions has been 
added to perform DFT-specific operations such as chang-
ing the type of a gate or selecting a subtree. In order to 
implement these domain-specific operations, we took 
advantage of Visio’s built-in macro creation capabilities. 
For example, consider the “change shape type” 
functionality. The code first checks that a shape is 
selected. It then displays a dialog box with the names of 
the various shape types. After the user makes a selection, 
any connections to the shape are saved and the original 
shape is deleted. Then the new shape is created and 
moved to the same location. Finally, the prior 
connections to the original shape are established for the 
new shape. By automating this fault-tree-specific editing 
operation, we relieve the user of having to perform each 
of these operations manually. 

Our third type of customization was to remove or re-
place inappropriate Visio-native functionality. For exam-
ple, Visio supports the notion of shape-to-shape connec-
tions in which the closest connection point is automati-
cally selected. Since the DFT language makes a distinc-
tion between input and output connection points, the edi-
tor enforces a connection-point-to-connection-point pol-
icy. To do this, it detects when new connections are made 
by trapping the connection event raised by Visio. The 
editor then analyzes the type of connection, and either 
automatically determines the proper connection points in 
unambiguous cases, or queries the user otherwise. 

Lastly, we enhanced the behavior of Visio to ease the 
task of building fault trees. For example, we found during 
the Galileo workshops that users often had trouble de-
termining if both ends of a connector were properly at-
tached. To help with this problem, we decided to imple-
ment a feature in Nova so that the connector is dashed 
when one end is not connected, and solid if both ends are 
properly connected. Implementing this feature was 
easy—it took only about an hour due to the programma-
bility of the Visio package. 



The Nova tool demonstrates the feasibility of our 
combined approach. It is a POP-based tool for engineer-
ing modeling and analysis implementing a modeling 
language having a formal, reasonably validated seman-
tics.  

6. End-user evaluation of Galileo 

On the basis of the potential demonstrated by early 
prototype versions of Galileo, NASA Langley Research 
Center funded the development of a version called Gali-
leo/ASSAP. The new tool version was required to support 
several new modeling and analysis constructs and to be 
usable in practice.  It has been featured in three NASA 
workshops on dynamic fault-tree modeling. Engineers 
and managers from several NASA divisions were present 
at the first workshop. The second and third involved en-
gineers from the space station and space shuttle projects. 

6.1. Survey objectives and design 

The workshops provided a unique opportunity to as-
sess end user perceptions of Galileo/ASSAP. To that end, 
we developed two surveys and asked participants to take 
them. Participation was optional. To increase participa-
tion, we created a short survey with 34 key questions, and 
a longer survey with 77 more in-depth questions. Most of 
the questions were multiple-choice, with a few short-
answer and ranking questions. Participants were given 
the opportunity to comment on every question in order to 
clarify their answers or give additional information. 
Questions were designed according to the guidelines sug-

gested by Dillman [10]. Every effort was made to limit 
the range of interpretation of the questions and to reduce 
bias. 

The overall goal of the surveys was to evaluate user 
perceptions of the tool in terms of usability and features. 
To that end, the surveys contained questions about the 
difficulty of performing common tasks with the tool. 
There were also several questions related to the user’s 
impressions of a tool built using mass-market applica-
tions as components. Because we expected a small num-
ber of respondents and moderate variation in experience 
and skills, the surveys also included a number of ques-
tions designed to help us interpret the answers relative to 
the skills and experience of the respondents. 

In order to help assess the ability of the POP ap-
proach to deliver an industrially viable tool, we also 
asked several questions which compares Galileo to well-
established commercial tools. Questions were included to 
assess the users’ impressions of tools that they frequently 
use, and to compare Galileo’s features and usability. 

6.2. Results 

Sixteen engineers from twelve NASA groups, in-
cluding NASA contractors, answered both surveys. The 
majority of the engineers considered themselves to be 
familiar with reliability modeling and analysis tech-
niques, with five engineers using modeling and analysis 
tools every day. Almost half of the respondents analyze 
systems whose failure could lead to over US $1B lost 
and/or loss of life. 

 

Figure 2: A screenshot of Nova 



The two key requirements which we identified were 
confirmed by the surveys—the users cited “an easy-to-use 
user interface” and “accurate and precise analysis re-
sults” as being the two most important characteristics of 
a tool—above other options such as support for a range of 
modeling capabilities and speed. Users also confirmed 
our claim that dependability is crucial—a formal specifi-
cation of the modeling language was second only to a 
comprehensive test suite as a means for increasing trust. 

In terms of usability, most respondents indicated that 
the Word- and Visio-based views were easy to use. Com-
pared to other tools, one said the usability was much 
worse, while all others said it was the same or better. 

To understand user perception of Galileo features, 
we asked about two types of editing functionality: the 
functionality provided natively by the packages, and the 
domain-specific editing capability that we implemented 
by specializing the packages. The majority of users said 
they were satisfied with the general editing functionality, 
and nearly all said that the domain-specific operations 
met their needs well. All said the editing capabilities of 
Galileo were the same or better than other tools. 

We also asked the users about specific features which 
were designed to accommodate package constraints, and 
which implemented modified versions of requirements. 
For example, views are updated using a batch approach 
instead of our original goal of incremental update, driven 
in part by the limitations of the Visio component [30]. 
We found that all users were satisfied with the capabili-
ties which we were able to implement. 

While learning to use Galileo, the users were told 
that the tool was built using Word and Visio. We asked 
the users several questions about these packages. All us-
ers were familiar with Word, but almost half were using 
Visio for the first time. When asked if their familiarity 
with the packages helped them use Galileo, nearly all 
said it helped at least a little, and several said it helped a 
lot. The majority of users were also satisfied with the 
performance of the tool, even though it uses large pack-
ages as components and is not optimized for speed. 

These survey results are encouraging. End user 
evaluation is a key arbiter of success in the use of POP 
for the construction of tools. Despite the “beta” status of 
Galileo, the surveys indicate that the Galileo tool meets 
or exceeds the expectations of engineers. In most respects 
the tool was judged comparable with commercial tools. 

When asked what surprised them the most about the 
tool, several users cited the usability, saying “the ease of 
use was better than expected”, “[the] program is very 
user friendly”, and “very friendly user interface”. Several 
users liked the use of standard packages as components, 
saying they were surprised that it has “transparent link-
age between Word and Visio”. One user went so far as to 
say “the reuse of Word/Visio [is] a rather brilliant idea”. 

6.3. Adoption of Galileo by industry 

Following their experiences using Galileo during the 
workshops, certain NASA engineers involved with the 
International Space Station (ISS) project adopted the 
tool. Today, the Galileo/ASSAP version of Galileo is 
used by the space station’s fault diagnosis and repair 
group to model the causes of observed failures, but not 
for estimating failure probabilities. According to feed-
back from the engineers, the tool’s editing interface pro-
vides capabilities that exceed those of the tools that they 
had been using. 

In fact, the engineers have reported that Galileo’s 
ease-of-use has led to a significant change in their prac-
tice. Previous tools required domain experts to work with 
reliability engineers to develop models. With Galileo, 
domain experts are able to model the system themselves, 
without having to depend on other engineers. 

NASA’s satisfaction with the Galileo/ASSAP tool 
has also led to a request for a follow-on version. This 
version is planned to include new features at the request 
of both NASA Langley Research Center (primary spon-
sor) and the ISS group at NASA Johnson Space Center. 

The adoption of Galileo by NASA and the desire to 
extend the product are good indicators that the POP ap-
proach has succeeded in delivering the tool capabilities 
that real users value. Galileo was developed by a small 
team in an academic setting, and yet has features and 
usability that rival commercial tools and that appear able 
to satisfy the needs of major industrial organizations. 

7. Evaluation 

In earlier work, we presented less mature and sepa-
rate evaluations of the constituent efforts. Previous work 
showed that the POP approach was promising but subject 
to risks, known and unknown. The survey data and in-
dustrial acceptance we present in this paper provide end 
user confirmation that the POP approach is capable of 
delivering tools with industrially viable feature sets and 
usability. 

In terms of formal methods, we have shown that, 
with modest effort and basic mathematical and domain 
knowledge, it is possible to identify and eliminate serious 
semantic and implementation errors [9]. However, our 
experience was that the cost of formal validation was 
high enough to be inconsistent with a small budget.   

Nova demonstrates the technical feasibility and cost-
effectiveness of the combined approach. In less than two 
person-years, with the effort of a graduate student, advi-
sor, and domain expert, we built a tool with usability 
better than Galileo’s and having a formal foundation for 
trust. 



In terms of lines of code, Nova is implemented in 
just under 30,000 lines of commented code. This count 
includes 3,100 lines of code specializing Word, 8,800 
lines in specializing Visio, 9,000 lines for the analysis 
engine, and 5,700 lines for overall application control. 

Nova has not yet been evaluated by end users, but we 
are confident that its interface will be as well-received as 
Galileo’s. Nova employs more aggressive use of the POP 
components, resulting in better responsiveness and more 
sophisticated behaviors and editing operations.  

8. Related work 

In this section we describe three areas of related 
work: package-oriented programming, applied formal 
methods, and tool development methods. 

8.1. Package-oriented programming 

Lédeczi et al. [21] describe a COTS-based design 
environment generator exploiting packages as compo-
nents. Given a meta-model of a language, their tool gen-
erates an environment. Our work focuses on the integra-
tion of applications as components.  Theirs deals more 
with environment generation issues.  

Succi et al. [28] are investigating the integration of 
POP components. However, they target cross-platform 
integration using a Java-based architecture as the integra-
tion mechanism. In contrast to our work, they do not at-
tempt to achieve tight functional integration, and do not 
address user interface integration. 

8.2. Applied formal methods 

Efforts are underway to formalize modeling lan-
guages for software engineering, including architecture 
[1] and connectors [2]. The goal is to put such languages 
on mathematically sound foundations, enabling semanti-
cally well defined analysis methods. For example, archi-
tectural checks can assess compatibility of connectors and 
components using methods similar to type checking. This 
work supports our hypotheses about the technical value of 
formal methods. However, our work is more than techni-
cal. We seek to understand the benefits of formality rela-
tive to the costs. The question is, what techniques create 
value net of their costs, considering competing demands, 
and under demanding constraints? 

Our experience using Z/Eves is similar to that of 
Knight et al. [20], who used the PVS theorem prover on 
a modest-sized nuclear power plant specification. They 
too found it hard to formulate theorems and proof strate-
gies, and were hindered by poor tool usability. 

8.3. Tool development methods 

Related to our work are techniques for building gen-
eral modeling and analysis environments. Examples in-
clude the Generic Modeling Environment [21], MetaE-
dit+ [22], and DOME [16]. The idea is to develop reus-
able frameworks that can be used to instantiate new tools 
by specifying the aspects specific to the application do-
main. Our work is distinct in several dimensions. First, 
our strategy is to address the components used to con-
struct tools, as opposed to an overall reusable framework. 
In this respect our work is not incompatible with the 
framework approach—it is possible to use POP compo-
nents within a generic framework. Second, developers of 
reusable frameworks are faced with the challenge of not 
only providing a wealth of functionality and high usabil-
ity, but also making this functionality easily reusable. 
Lastly, many modeling languages (including DFT’s) ap-
pear too complex to capture easily using the hierarchical 
and constraint-based semantics used by generic frame-
works such as GME. 

9. Conclusion 

In this paper we presented and evaluated—largely in 
economic terms—an approach to developing sound mod-
eling methods supported by functionally rich and easy to 
use software tools. Using packages as components en-
abled the development of an industrially effective tool at 
low cost, with enthusiastic acceptance by NASA engi-
neers as evidence of acceptability. Using formal methods 
fundamentally improved the soundness of a complex 
method. The Nova tool combines these components, host-
ing a formally specified and validated language in an 
improved package-based tool. Nova demonstrates, appar-
ently for the first time, that it is possible to develop sound 
methods and make them readily available for industrial 
use at a cost that is modest by any reasonable measure. It 
took less than two person years to develop the specifica-
tion, implement it, and deliver it in a package-based tool. 

The cost-effective verification of implementations of 
analysis methods is a remaining key issue, but one be-
yond the scope of this paper. A solution would largely 
complete a three-part approach to the construction of 
sound methods and effective tools for engineering.  We 
have identified, are now evaluating, and will describe in 
a forthcoming paper, a powerful testing technique lever-
aging our investment in formal specification. 

This work has the potential to have a significant im-
pact on engineering practice in at least two dimensions. 
First, by dramatically reducing the cost barriers to devel-
oping genuinely usable modeling methods, it promises to 
catalyze the development of such methods and their tran-
sitioning from laboratories into practice.  



Second, we see that using complex modeling meth-
ods in critical industrial, governmental, or military engi-
neering activities without software dependability assur-
ances based on formal foundations is fraught with risk.  
This paper shows that well known formal methods and a 
willingness to work with domain experts, although not a 
silver bullet, are enough to significantly and cost-
effectively contribute to the validation, implementation 
and documentation of modeling methods. It is thus rea-
sonable to start to recognize and seriously question the 
use of computerized modeling methods lacking docu-
mented formal semantic foundations for dependability. 
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