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Abstract—The last decade has seen tremendous proliferation
of mobile computing in our society. Billions of users have access
to millions of mobile apps that can be installed directly on
their mobile devices, electrical appliances, and watches. Factors
such as new monetization/revenue models, programming models,
and distribution infrastructures contribute to an “attractive”
movement that captivates new and traditional developers, as
well as a crowd of other professionals that explore, design,
and implement mobile apps. Also, the need for “enterprise
apps” that support start-ups or serve as a new front-end for
traditional companies is pushing software-related professionals
to embrace mobile technologies. However, the nature of the
economy (devices, apps, markets) imposes new challenges on
how mobile apps are envisioned, designed, implemented, tested,
released, and maintained. This technology briefing aims to help
address the challenges of testing and maintaining mobile apps
by providing participants from both academic and industrial
backgrounds with information on the state-of-art and state-of-
practice mobile testing techniques. Specifically, we aim to (i)
highlight new techniques and methodologies for making effective
automated testing of mobile apps practical and accessible to
developers; and (ii) discuss open academic research questions
related to such technology transfer.
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I. OVERVIEW AND OBJECTIVE

Industrial mobile developers and testers face the following
critical challenges: (i) continuous pressure from the market
for frequent releases, (ii) platform fragmentation at device
and OS levels, and (iii) rapid platform/library evolution and
API instability. Therefore, continuous testing of mobile apps
on a large set of device configurations and under different
contextual events is a “must-have” component of the develop-
ment process to ensure the quality of mobile apps. However,
this must be enabled within the constraints of tight release
schedules and limited developer and hardware resources. Addi-
tionally, both practitioners and researchers must contend with
mobile-specific challenges during the execution and testing
of mobile apps including: their event-driven nature, gesture-
based interactions, interfaces with sensors, and a multitude of
possible contextual states.

This technology briefing aims to provide participants with
up-to-date information on the state-of-the-art and state-of-
the practice regarding mobile app testing. Specifically it will
address, the challenges, approaches, tools, and best practices
for GUI testing of Android apps, with a particular focus on

balancing practicality and research innovation. The technology
briefing content will help participants understand the main
challenges behind mobile testing, and will provide them with
useful and actionable information concerning the pros and
cons of the approaches and tools available for mobile app
GUI testing. Our focus on GUI testing is motivated by the
fact that mobile apps are event-driven and the user interaction
is GUI gesture-driven; also, the proposers of this briefing
have extensive experience in both using dynamic analysis
and building tools for GUI-based testing of Android apps.
The content of this briefing is based on the knowledge and
experience gathered during the last four years of academic
research and industrial collaborations of the authors.

II. IMPORTANCE TO THE COMMUNITY

Taking into account the challenges in both communities
mentioned above (industry and academia), there is a clear need
for automated methods/tools that support dynamic analysis and
testing of mobile apps. In particular, the pervasive hardware
and platform fragmentation impose further complexity on au-
tomated testing approaches. However, while there are several
tools available to support automated execution of Android apps
for validation purposes, in practice, testing is still performed
mostly manually as recent survey study results show [2], [3],
[9]. Major reasons for this preference are the reduced time
available for testing, limitations of available tools, lack of
knowledge regarding state-of-the-art approaches, and lack of
support for tailored large-scale testing. Thus, a corresponding
major goal for this technology briefing is to expose researchers
and practitioners to the challenges, approaches, tools, and best
practices for testing of Android apps.

Developers and researchers currently lack specifications for
low cost, practical and open source-based solutions that en-
able scalable parallel execution of Android apps. Specifically,
recent research efforts forgo discussion of the challenges
and issues of enabling such a framework, particularly in
the context of mobile testing. This leaves both academic
research teams and industrial partitioners without a clear set of
guidelines, experiences or best practices. Therefore, we will
briefly present and demonstrate our results and experiences
in this subject, as part of our recent research efforts and
collaboration with a major telecommunication company. In
particular, we will present a taxonomy of issues experienced,



the solutions we designed for key issues, a set of guidelines,
and an experimental framework which should prove useful
for those interested in designing infrastructures for large-scale
execution/testing of Android apps. In summary, we expect this
briefing to be useful both to researchers concerned with state-
of-the-art automated mobile testing, and those interested in
large-scale dynamic analysis of Android apps.

III. CONTENT OF THE BRIEFING

In the last four years, the presenters have designed and val-
idated several solutions to support evolution and maintenance
of Android apps [1], [4]–[13]. The content of this briefing will
draw from the knowledge base gained throughout the course
of these projects and includes (i) an overview of the current
concepts and approaches from both industry and academia
related to mobile application testing and maintenance with
an emphasis on automated approaches, (ii) an overview of
the major challenges in testing mobile apps, (iii) the author’s
vision of solutions to some of these challenges as well as open
questions for future research, and (iv) guidelines for attendees
to build their own infrastructure for large-scale testing. The
slides covered in the briefing as well as additional materials
will be made available online. In particular, the website will
include (i) links to the tools useful for automated GUI testing,
(ii) solutions we have prepared for some accidental/essential
issues of automated GUI testing, and (iii) guidelines for a
large-scale infrastructure enabling execution and testing of
Android apps. The presenters will also leave sufficient time
at the end of the presentation for questions and discussion.
We hope that this presentation will provide a useful overview
of the current landscape of both academic and commercial
solutions for supporting the testing of mobile applications.
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