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Abstract

This paperpresentsa simpleandrobust mechanism,calledChange-Point Monitoring (CPM),
to detectdenialof service(DoS)attacks.Thecoreof CPM is basedon theinherentnetwork proto-
col behaviors, andis aninstanceof theSequentialChangePointDetection.To make thedetection
mechanisminsensitive to sitesandtraf�c patterns,a non-parametricCumulative Sum(CUSUM)
methodis applied,thusmakingthedetectionmechanismrobust,moregenerallyapplicableandits
deploymentmucheasier. CPM doesnot requireper-�o w stateinformationandonly introducesa
few variablesto recordtheprotocolbehaviors. Thestatelessnessandlow computationoverheadof
CPMmake itself immuneto any �ooding attacks.As acasestudy, theef�cacy of CPMis evaluated
by detectinga SYN �ooding attack— themostcommonDoSattack.Theevaluationresultsshow
thatCPM hasshortdetectionlatency andhighdetectionaccuracy.

Keywords— CUSUMalgorithm,DoSattacks,intrusiondetection,protocolbehavior

1 Intr oduction

Thegrowing numberof denialof service(DoS)attacksimposea signi�cant threaton theavailability

of network services,and the vulnerability of the Internetto DoS attackshasbeenwitnessedby the

frequentattackson Internetserversandtheir resultantdisruptionof services[15, 21, 37]. Due to the

readilyavailabletoolsandits simplenature,�ooding packetsis themostcommonandeffective DoS

attack.While �ooding toolshave beenbecomingmoresophisticated,they have beengettingeasierto

use. An adversarywithout muchknowledgeof programmingcandownloada �ooding tool andthen

launcha DoSattack.The�ooding traf�c of a DoSattackmayoriginatefrom eithera singlesourceor

multiplesources.We call thelattercaseadistributeddenialof service(DDoS)attack.Brie�y , aDDoS

attackworks as follows. An attacker sendscontrol packets to the previously-compromised�ooding

sources,instructingthemto target at a givenvictim. The �ooding sourcesthencollectively generate

andsendanexcessive numberof �ooding packetsto thevictim, but with fake andrandomizedsource

addresses,sothatthevictim cannotlocatethe�ooding sources.

� The authorswerewith theDepartmentof ElectricalEngineeringandComputerScience,theUniversityof Michigan,
Ann Arbor, MI 48109-2122.Haining Wang(hnw@cs.wm.edu)is now with College of William andMary, Danlu Zhang
(dzhang@qualcomm.com)with QualcommInc.,andKangG. Shin(kgshin@umich.edu)with theUniversityof Michigan.
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To foil DoSattacks,researchershave designedandimplementeda numberof countermeasures.In

general,thecountermeasuresof DoSattackscanbeclassi�edinto threedifferentcategories:detection,

defense(or mitigation),andIP trace-backmechanisms.DetectingDoSattacksin real time is the �rst

stepof combatingDoSattacks.An automatedandfastdetectionis essentialto theprotectionagainst

DoSattacks.Upontimely detectionof a DoSattack,moresophisticateddefensemechanismswill be

triggeredto shield victim serversor link bandwidthfrom DoS traf�c, and block the prorogationof

DDoStraf�c at routers.At thesametime, we canperformmoreexpensive IP trace-backto singleout

�ooding sources.Unlike defenseandtrace-backmechanisms,detectionitself shouldbe an alway-on

function with little overhead,causingminimal disruptionto normaloperationsandwithstandingany

�ooding attacks.

Basically, detectingDoS attacksbelongsto network-basedintrusiondetection.A network-based

intrusiondetectionsystem(NIDS) is basedon the ideathat an intruder's behavior will be noticeably

differentfrom thatof alegitimateuserandthatmany unauthorizedactionsaredetectable.A commonly-

useddetectionapproachis eithersignature-basedor anomaly-based.A signature-basedNIDS inspects

the passingtraf�c and searchesfor matchesagainstalready-known maliciouspatterns. In practice,

severalsignature-basedNIDSeshave beendevelopedanddeployedat �re walls or proxy servers,such

asBro [41] andSnort[45]. By contrast,ananomaly-basedNIDS observesthenormalnetwork behavior

andwatchesfor any divergencefrom thenormalpro�le. Most of DoSdetectionsystemsareanomaly-

based,likeMULTOPS[17] andD-WARD [36]. However, theirnormaltraf�c modelsaremainlybased

on �o w rates.Dueto thediversityof userbehaviorsandtheemergenceof new network applications,it

is dif�cult to obtainageneralandrobustmodelfor describingthenormaltraf�c behaviors.

Wehaveobservedthattheserver-clientor peer-to-peermodelof Internetapplicationsdemonstrates

a uniquerequestvs. reply protocolbehavior, andthe reliabledatadelivery leadsto the inherentdata

vs. acknowledgment(ACK) protocolbehavior. Basedon thesedistinct network protocolbehaviors,

insteadof traf�c rates,in this paperwe proposea simpleandrobustmechanism,calledChange-point

Monitoring (CPM), to detectDoS attacks. The rationalebehindCPM is that thereexists a strong

positive correlationbetweenrequests(data)andthe correspondingreplies(ACKs) in the Internetas

the inherentprotocolbehaviors, andDoS attackseasilydestroy this strongcorrelation. In particular,

we employ thenon-parametricCumulative Sum(CUSUM) method[6] to detectthecumulative effect

of the deviation from normalprotocolbehaviors causedby a DoS attack. The key featuresof CPM

include:

� CPMutilizestheinherentprotocolbehaviors for DoSdetection.Sincetheprotocolbehaviorsare
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determinedby solelytheprotocolspeci�cationsandtheservicemodelsof Internetapplications,

CPMis independentof traf�c �o w ratesor speci�c applications.

� CPM is insensitive to sitesandtraf�c patternsdueto its relianceon thenon-parametricCUSUM

method[6], thusmakingCPMrobust,muchmoregenerallyapplicable,andits deploymenteasier.

� CPM playsa dual role in detectingDoS attacks:the �rst-mile (egress)CPM andthe last-mile

(ingress)CPM. Due to its closeproximity to the �ooding sources,the �rst-mile (egress)CPM

not only alarmson the ongoingDoS attacks,but alsohelpsreveal the origins of the �ooding

sources.

Thesimplicity (henceattractiveness)of CPMlies in its statelessnessandlow computationoverhead—

only a few variablesare introducedto recordthe protocolbehaviors with a few CPU cyclesburned.

Besidesmonitoringtheongoingtraf�c at �re walls,CPM canbeinstalledat a leaf routerthatconnects

a stubnetwork1 to the Internet,or at an ISPedgerouterthat connectsa customernetwork to the ISP.

Moreover, CPMcanwork independentlyateithera leaf (edge)routeror a �re wall, andit doesnotneed

any coordinationwith otherroutersor end-hosts.Theindependenceof CPM determinesthatCPM can

beincrementallydeployedandits implementationoverheadis low.

As acasestudy, weuseCPMto detectaSYN �ooding attack— themostcommonDoSattack.The

ef�cacy of CPMis evaluatedby extensivetrace-drivensimulations.Tracestakenfrom differentsitesat

differenttimesareemployedto evaluatethesensitivity of CPM. First, our trace-basedstudyvalidates

the coherenceof TCP protocolbehaviors, clearly showing their independenceof sitesandsampling

times.Then,we injectSYN �ooding traf�c with differentratesandinvestigatethedetectionsensitivity

of CPM at differentsites.Theevaluationresultsshow thatCPM hasshortdetectionlatency andhigh

detectionaccuracy.

The remainderof the paperis organizedas follows. Section2 detailsour statisticaldetection

methodology— the proposedCUSUM algorithm for detectingabnormalprotocol behaviors. Sec-

tion 3 describestheCPMframework, includingtheplacementandstructureof CPMandits dualrole in

detection.Section4 presentsourcasestudyfor detectingaSYN �ooding attack.Section5 evaluatesthe

performanceof CPM usingtrace-drivensimulationsfor SYN �ooding detection.Section6 discusses

relatedwork. Finally, Section7 statesconclusionsandfuturedirections.

1A stubnetwork only carriespacketsto andfrom localhosts.
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2 Statistical Attack Detection

Like moststatisticalanomaly-detectionsystems,CPM comparestheobservedsequencewith thepro-

�le that representsthe user's normalbehavior, anddetectsany signi�cant deviation from the normal

behavior. Thekey differenceof CPM from othersis thatCPM exploits the inherentnetwork protocol

behaviors, insteadof traf�c patterns,for detectingnetwork anomalies.

In general,for any associationsamongIP packets,TCP segments,or application-level messages

that aredeterminedsolely by protocolspeci�cations,we regardthemasinherentprotocolbehaviors.

For instance,accordingto the speci�cation of TCP/IPprotocol [54], in its normaloperation,a FIN

(RST) is pairedwith a SYN at theendof datatransmission.Theothernetwork behaviors, to namea

few, includeTCPdatasegmentsandACKs, ICMP requestsandreplies,DNSqueriesandreplies,etc.

After distilling the inherentprotocolbehaviors from raw traf�c �o ws, we canapply the CPM to

detectanongoing�ooding attackby observingtheviolation of normalprotocolbehaviors. CPM can

achievemoreaccuratedetectionwith ashorterlatency: thestrongpositivecorrelationbetweenrequests

(or queries)andthecorrespondingrepliesenablesCPM to detectabnormalbehaviorsquickly.

2.1 Change-Point Detection

The objective of Change-PointDetectionis to determineif the observed time seriesis statistically

homogeneous,andif not, to �nd the point in time whenthe changehappens.This hasbeenstudied

extensively by statisticians. See[2] and [6] for a good survey. Therehave beenvarioustestsfor

differentproblems.They canbelargelydividedinto two categories:posteriorandsequential.Posterior

testsaredoneoff-line wheretheentiredatais collected�rst andthena decisionof homogeneityor a

changepoint is madebasedon theanalysisof all thecollecteddata.On theotherhand,sequentialtests

aredoneon-linewith thedatapresentedsequentiallyandthedecisionsaremadeon-the-�y. Ourattack

detectionalgorithmbelongsto theSequentialChangePointDetection[2].

We adoptthesequentialtestfor quicker responsewhenanattackoccurs.It alsosavesmemoryand

computation.Onedif�culty , however, is themodelingof requests'arrival process.For instance,despite

theexistenceof a numberof previous resultson the modelingof TCP connectionrequestarrivals [9,

10, 43, 49], thereis no consensuson whetherit shouldbe modeledasself-similaror Poisson. For

dynamicandcomplex systemslike the Internet,it may not be possibleto modelthe total numberof

sessionrequest2 arrivals by a simpleparametricdescription. So, we seekrobust testswhich arenot

2A sessionrequestcouldbeaTCPconnectionrequest,anICMP request,or aDNS query, etc.
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model-speci�c.In fact,non-parametricmethods�t this requirementverywell. Speci�cally, weusethe

non-parametricCUSUM (CumulativeSum)method[6] for thedetectionof DoSattacks.This method

enjoys all the virtuesof sequentialandnon-parametrictests,andthe computationload is very light.

Whenthetimeseriesis independentidenticallydistributed(i.i.d.) with aparametricmodel,CUSUMis

asymptoticallyoptimalfor awide rangeof ChangePointDetectionproblems[2, 6].

2.2 The CUSUM Algorithm

For easeof presentation,weonly show how it worksin therequest(QST)vs.reply(RLY) pairscheme,

which is similar to thedatavs.acknowledgment(ACK) pairschemeexceptthatthecollectionof QSTs

andRLYs is replacedwith thatof dataandACKs.

Let f � n ; n = 0; 1; � � �g be the numberof QSTsminusthat of the correspondingRLYs collected

within onesamplingperiod. To furtheralleviate its dependenceon thetime, traf�c patternandsizeof

thenetwork, f � ng is normalizedby theaveragenumber, �R, of RLYs duringeachsamplingperiod. �R

canbeestimatedin realtimeandupdatedperiodically. An exampleof recursiveestimationandupdate

of �R is:

�R(n) = � �R(n � 1) + (1 � � )RLY(n); (1)

wheren is the discretetime index and� is a constant,whosethe default valueis 0.01, lying strictly

between0 and1 thatrepresentsthememoryin theestimation.Let X n = � n=�R, then

f X ng is no longerdependenton thenetwork sizeor time-of-day. Its dynamicsaresolelytheconse-

quenceof theprotocolspeci�cation.So,wecanconsiderf X ng asa stationaryrandomprocess.Under

thenormalcondition,themeanof X n , denotedasc, is muchlessthan1 andcloseto 0.

f X ng is assumedto satisfythefollowing two conditions.

C1: f X ng is  -mixing, meaningthatthe (s) parameters,de�ned below, approach0 ass ! 1 :

 (s)
def
= sup

t � 1
sup

A 2 R t
1 ;

B 2 R 1
t + s ;

P ( A ) P ( B ) 6= 0

j
P(AB )

P(A)P(B)
� 1j; (2)

whereR t
1 is the � -algebrageneratedby f X 1; X 2; � � � ; X tg andR 1

t+ s is the � -algebragenerated

by f X t+ s; X t+ s+1 ; � � �g.  (s) is affectedby the dependency amongthe f X ng samples:highly

dependentf X ng has (s) that decaysslowly as s ! 0. In addition, the sup above means

supremum— thetightestupperboundof thevariablein theformula[46].
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C2: Themarginal distribution of f X ng satis�esthe following regularity condition: 9t > 0 suchthat

E(etX n ) < 1 .

Thedetailsof theseconditionscanbe found in [6]. Note that  -mixing is a muchlooserrequire-

mentthanindependence,andX n being -mixing only indicatesthatX n is not “extremely”dependent.

In practice,bothconditionsaremild andeasilysatis�able,evenfor long-rangedependentarrival pro-

cesses.In general,E(X n ) = c � 1. We choosea parametera that is anupperboundof c, i.e., a > c,

andde�ne ~X n = X n � a sothat it hasa negative meanduringnormaloperation.Whena DoSattack

takesplace, ~X n will suddenlyincreaseandbecomea largepositivenumber. Suppose,duringanattack,

the increasein the meanof ~X n canbe lower-boundedby h. Our changedetectionis basedon the

observationof h � c.

Let

yn = (yn� 1 + ~X n )+ ; (3)

y0 = 0;

wherex+ is equalto x if x > 0 and0 otherwise.Themeaningof yn canalsobeunderstoodasfollows:

if wede�ne Sk =
P k

i=1
~X i , with S0 = 0 at thebeginning,it is straightforwardto show that

yn = Sn � min
1� k� n

Sk ; (4)

i.e., themaximumcontinuousincrementuntil time n. A largef yng is a strongindicationof anattack.

SinceEq. (3) is recurrentandmucheasierto computethanEq. (4), we will useit in makingdetection

decisions.

Let dN (:) be thedecisionat time n: `0' for normaloperation(homogeneity)and`1' for attack(a

changeoccurs).HereN representsthe�ooding threshold:

dN (yn) =

(
0 if yn � N ;
1 if yn > N :

(5)

In otherwords,dN (yn ) = I (Yn > N ), whereI (:) is theindicatorfunction.Thepurposeof introducing

a is to offsetthepossiblepositivemeanin f X ng causedby network anomaliessothat theteststatistic

yn will beresetto zerofrequentlyandwill notaccumulatewith time.

Let Pm andEm be the probability measureand the expectedvaluegeneratedby f ~X ng with the

attackoccurringat time m (changepoint at time m); let P1 andE1 bethecounterpartswithout any
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attack(no changepoint). Therearetwo fundamentalperformancemeasuresfor thesequentialchange

pointdetection.

Falsealarm time (thetime without falsealarm): thetime durationwith no falsealarmreportedwhen

thereis no attack.

Detectiontime: thedetectiondelayaftertheattackstarts.

Onewould want thesecondmeasureto beassmallaspossiblewhile keepingthe �rst measureas

largeaspossible.However, they arecon�icting goalsandcannotbesimultaneouslyachieved. There-

fore, the designphilosophyof a statisticalchangepoint detectionis to minimize the detectiontime

subjectto a certainfalsealarmtolerance.In orderto comparethe performanceof differentdetection

schemes,somecriteria of falsealarmsmustbe speci�ed, like averagetime betweentwo consecutive

falsealarms,worst-casefalsealarmtime, andsoon. An algorithmis saidto beoptimalwith respect

to a certaincriterion if it minimizesthedetectiontime for an attackamongall thedetectionschemes

subjectto the falsealarmconstraint.TheCUSUM rule hasbeenshown to beasymptoticallyoptimal

with respectto theworst-casemeanfalsealarmtime in thechange-pointdetectionproblemsinvolving

aknown parametricmodelandindependentobservations[2].

Due to the lack of a completemodelfor f ~X ng, it is dif�cult to discussoptimality. Thechoiceof

CUSUM is basedon its simplicity in computationandnon-parametricimplementation,aswell asits

generallyexcellentperformance.It hasbeenshown in [6] that,with thechoiceof a, theupperboundin

caseof normaloperation,andN , the�ooding threshold,asN becomeslarge,wehave

sup
n

j ln P1 (dN (n) = 1)j � O(N ); (6)

which is equivalentto

P1 f dN (n) = 1g � c1 exp(� c2N ) (7)

wherec1 andc2 areconstants,dependingonthemarginaldistributionandmixing coef�cients of f ~X ng.

In otherwords,thetimebetweenconsecutive falsealarmsgrowsexponentiallywith N . Theburstiness

of traf�c is re�ectedby themixing coef�cients  (s), andthus,doesimpactthedetectionperformance.

However, theconstantsc1 andc2 only play asecondaryroleandcanbeignoredin practice.

In orderto studythedetectiontime, let usde�ne

� N = inf f n : dN (:) = 1g; (8)

� N =
(� N � m)+

N
;
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wherem representsthestartingtimeof theattackand� N representsthenormalizeddetectiontimeafter

theoccurrenceof achange,andinf meansin�mum, or thegreatestlowerbound[46]. In CUSUM,for

any m � 1, if h is theactualincreasein themeanof f ~X ng duringanattack,wehave

� N ! 
 =
1

h � jc � aj
; (9)

whereh � jc� aj is themeanof f ~X ng whenn > m (afteranattackstarts).However, sinceh is abound

ratherthana truevalue,theabove is aconservativeestimation(anupperbound)of theactualdetection

time. The exact choiceof parametersa, h andN will be detailedin Section4.4 whenwe apply this

methodfor detectingSYN �ooding attacks.

3 The Framework of CPM

In this section,we �rst brie�y describetheplacementof CPM,thenpresentthestructureof CPM,and

discussthedualroleof CPM.

3.1 Placementof CPM

As hasbeendonein mostNIDSes,it is possiblethatCPM couldbeplacedon thelink thatconnectsa

stub(customer)network to the Internetby monitoringthebidirectionaltraf�c on that link. However,

besidesthe extra specializedequipmentandmanpower required,during high peak(nearsaturation)

�o w rates,almostnoeventof any kind wouldbeloggedby NIDSes—they eitherhave to droppackets

ataveryhigh rateor requireahigh-performancemulti-CPUarchitecturefor packet stateanalysis.

Therefore,unlikethetraditionalNIDS thatpassivelymonitorsbidirectionaltraf�c onnetwork links,

CPM is transparentlyinterposedat eithera leaf routeror anISPedgerouter, andis implementedasa

loadablemoduleof therouter. In additionto its installationat leaf or ISPedgerouters,CPM canalso

beplacedat the�re wall or theproxy serverof a largeorganizationwhich hasonly a singleconnection

to theexternalworld. All packetsof a sessionmustpassthroughthesameCPM.However, we do not

recommendthe CPM to be installedat coreroutersmainly because(1) it is closeto neither�ooding

sourcesnor thevictim; (2) packetsof thesame�o w couldtraversedifferentpaths;(3) it is not always

possibleto accuratelyclassifydifferenttransport-layerpacketsat coreroutersdueto thepossibleuse

of IPSec;and(4) it cannotdetectthere�ected �ooding attacks[42] easily, sincemaliciouspacketsare

diffusedbeforereachingthecorerouter.
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3.2 Structure of CPM

Installedat a leaf (ISP edge)router, CPM consistsof two sniffers, oneat the in-boundinterfaceand

the otherat theout-boundinterfaceof the router. We refer to the traf�c from the Internetto the stub

(customer)networkasin-bound, andthetraf�c in theotherdirectionasout-bound. Thein-boundsniffer

(out-boundsniffer) monitorstheincoming(outgoing)traf�c. Figure1 illustratesthestructureof CPM

placedata leaf router.

Internet

Inbound Interface

Out-bound Sniffer 

In-bound Sniffer

Stub Network

Outbound Interface

Figure1: Thestructureof CPMplacedata leaf router

Both sniffersaresoftware-basedagents.Eachsniffer consistsof threecomponents:a packet clas-

si�er, a packet counter, anda CUSUM detector. The packet classi�er is usedto distinguishthe tar-

getedpacketssuchasTCPSYNsfrom theraw IP traf�c. Large-scalepacketclassi�cationmechanisms

[18, 30, 53] have beenproposedandimplemented,makingit possiblefor routersto differentiatethe

targetedpacketsfrom othersat a very high speed.Therefore,the CPM's capabilityto withstandany

�ooding attacksdependson theability of a leaf routerin classifyingandforwardingpackets,typically

at therateof a million packetspersecond[30]. Thepacket counterincludesa few additionalvariables

thatareintroducedto recordthenumberof targetedpacketsat eachinterfaceof a leaf router. No per-

connectionstateor statecomputationis involvedin CPM.Unlike theotherNIDSesthatmaintainstate

for each TCPconnection,CPMdoesnothavethecold-startproblem3 mentionedin [19]. TheCUSUM

detectortakesthevariablesof packetcounterasits input,andexecutestheCUSUMdetectionalgorithm

givenin Section2.2.

3.3 Dual Roleof CPM

Eachleaf(ISPedge)routercanbeeitherthe�rst-mile (egress)or thelast-mile(ingress)router, depend-

ing on thedirectionof traf�c betweenthestub(customer)network andtheInternet.TheCPMata leaf

(edge)router, therefore,playsadualrole in detecting�ooding attacks:

3A “cold start” refersto thesituationwhena network intrusiondetectionsystembeginsto run,or after it is restarted,it
doesn't know how to dealwith theincomingTCPtraf�c thatbelongsto theconnectionsestablishedearlier.
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� asthe�rst-mile (egress)CPM, it detectsthe�ooding attacksoriginatedfrom its local stub(cus-

tomer)network andtracesthe�ooding sourcesinsidethelocalstub(customer)network; and

� asthe last-mile(ingress)CPM, it detects�ooding attackson a server insidethe local stub(cus-

tomer)network, andissuesawarningsignalupondetectionof anattack.

The �rst-mile (egress)CPM plays the primary role in snif�ng a �ooding attack,due mainly to

its proximity to the �ooding sources. Oncean ongoingSYN �ooding attack is detected,the �rst-

mile (egress)CPM's warningsignalautomaticallyindicatesthe �ooding sourcesto be insidethestub

(customer)network to which the CPM is connected.However, the detectionsensitivity of the �rst-

mile (egress)CPM maydiminishasmore�ooding sourcesparticipateandlocatein differentsites. In

a large-scaleDDoSattack,the �ooding sourcescanbeorchestratedso thateach�ooding sourcemay

causeonly aninsigni�cant deviation from thenormaltraf�c pattern.

In contrast,thelast-mile(ingress)CPMcanquickly detectthe�ooding attacksasall of the�ooding

traf�c streamsaremergedat the last-mile(ingress)router. Although it cannotprovide any hint about

the �ooding sources,uponreceiptof the last-mile(ingress)CPM's warningsignal for an attack,the

defensesystemlikeSynDefender[34] canbetriggeredto protectthevictim. To bringdown thevictim

underprotection,the �ooding sourceshave to increasetheir �ooding ratessigni�cantly, but this will

make it easierfor the�rst-mile (egress)CPM to detectthe�ooding attackandlocateits source(s).So,

thelast-mile(ingress)CPMplaysanimportantcomplementaryrole in detectingDoSattacks.

For easeof presentation,in therestof thepaperweonly usethetermsof leaf router, �rst-mile CPM

andlast-mileCPM, andstubnetworks. However, they areexchangeablewith ISPedgerouter, egress

CPMandingressCPM,andcustomernetworks,respectively.

4 DetectingSYN Flooding Attacks

As a casestudy, we evaluatethe ef�cacy of CPM by detectingSYN �ooding attacks. The recent

researchresultshave shown that more than 90% of the DoS attacksuseTCP [37], and TCP SYN

�ooding dominatesin theavailableattackingtoolsandthenumberof DoSattacksknown to date[37].

TCPSYN �ooding consistsof astreamof spoofedTCPSYN packetsdirectedto alisteningTCPportof

thevictim. Notonly theWebserversbutalsoany systemconnectedto theInternetprovidingTCP-based

network services,suchasFTPor mail servers,aresusceptibleto TCPSYN �ooding attacks.
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4.1 SYN and Re�ected SYN/ACK Flooding

SYN �ooding attacksexploit the TCP's three-way handshake mechanismandits limitation in main-

taining half-openconnections.Whena server receivesa SYN packet, it returnsa SYN/ACK packet

to the client. Until the SYN/ACK packet is acknowledgedby the client, the connectionremainsin

half-openstatefor a periodof up to theTCPconnectiontimeout,which is typically setto 75 seconds.

Theserverhasbuilt in its systemmemoryabacklogqueueto maintainall half-openconnections.Since

this backlogqueueis of �nite size,oncethe backlogqueuelimit is reached,all connectionrequests

will bedropped.If a SYN packet is spoofed,thevictim serverwill never receive the�nal ACK packet

to completethe three-way handshake. FloodingspoofedSYN packetscaneasilyexhaustthe victim

server'sbacklogqueue,causingall theincomingSYN packetsto bedropped.

While the conventionalSYN �ooding is an attackof “systemresourceconsumption,” the recent

re�ected SYN/ACK �ooding attacks[16] virtually “disconnect”a victim server from the Internetby

hoggingthe link bandwidthbetweenthe victim andits ISP with an excessive numberof SYN/ACK

packets (a.k.a.bandwidthconsumptionattack). It is a kind of DistributedRe�ection DoS (DRDoS)

attacks[42]. In re�ectedSYN/ACK �ooding attacks,a largenumberof innocentBGProuters(service

port179)andwell-knownTCPserversareexploitedasthere�ectors.Theattacker“sprays”thespoofed

SYN packets,whosesourceIP addressesarefalsi�ed asthevictim's IP address,acrossa largenumber

of re�ectors. Eachre�ector aloneonly receivesa moderate�ux of spoofedSYN packetssothat it can

easilysustainthe availability of its normalservice. However, theseinnocentre�ectors involuntarily

re�ect andamplify themaliciousSYN packets.Their SYN/ACK responses,which areaggregatedand

�ooded to thevictim, areexcessive,exhaustingthelink bandwidthbetweenthevictim andits ISP.

Notethatin re�ectedSYN/ACK �ooding attacks,all maliciousSYN packetsfrom theattackermust

traversetheleaf routerthatconnectstheattacker to theInternet,in orderto reachtheInternetandthen

get sprayedacrossthe numerousre�ectors. The CPM installedat this leaf routercandetectthe �o w

of thesemaliciousSYNs,sincenoSYN/ACKs returnto theattacker andthetotal numberof malicious

SYNs is still very large. So, the samemethodfor detectingSYN �ooding attackscanbe appliedto

detectre�ectedSYN/ACK �ooding attacks.To CPM, there�ectedSYN/ACK �ooding attackis just a

variationof theconventionalSYN �ooding attack.

11



4.2 DetectionMethods

Basedon the inherentprotocolbehavior of TCP connectionestablishmentand teardown, we utilize

two typesof packet pairs— SYN vs. FIN andSYN vs. SYN/ACK pairs— to detectSYN �ooding

attacks.Accordingto thetypeof packetpairsused,wedevisetwo differentmethodsfor SYN �ooding

detection.

SYN_SENT

SYN_RCVD

ESTABLISHED

ESTABLISHED

Client Server

FIN_WAIT1

FIN_WAIT1

CLOSE_WAIT

LAST_ACK

TIME_WAIT

CLOSED

(active open)
LISTEN

ACK

FIN

ACK M+1

SYN

ACK K+1

J+1ACKK

JSYN

N+1

(passive open)

(active close)

(passive close)

FIN

M (active)

(passive)N

Figure2: TCPstatescorrespondingto normalconnectionestablishmentandteardown (from [54])

As shown in Figure2 which is borrowed from [54], SYN andFIN packetsdelimit the beginning

(SYN) andend(FIN) of eachTCPconnectionin thesamedirection. In contrast,SYN andSYN/ACK

packets signal the start of a TCP connectionestablishmentin two opposingdirections. Under the

normalcondition,oneappearanceof a SYN packet resultsin: (1) theeventualreturnof a FIN packet

in the samedirection; and (2) the correspondingtransmissionof a SYN/ACK packet in the reverse

directionwithin oneround-triptime (RTT). Thus,thedifferencebetweenthenumberof SYN andFIN

(or SYN/ACK) packetscanbeutilized to detectSYN �ooding attacks.

4.2.1 SYN vs.FIN pairs

The�rst detectionmethodutilizestheSYN vs.FIN pairs.BecauseaSYN packetandthecorresponding

FIN passthrougha leaf routerin thesamedirection(i.e., thesameinterfaceasshown in Figures1 and

2), theSYN vs. FIN pair canbemonitoredby thesamesniffer. No coordinationandcommunication

betweenthesetwo sniffersarerequired.The�rst-mile CPMemploysonly theout-boundsniffer, while

the last-mileCPM usesthe in-boundsniffer only. Although SYN packetscanbe distinguishedfrom
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SYN/ACK packets,thereis noway to discriminateactiveFINs from passiveFINs,sinceeachend-host

behinda leaf routermaybeeithera client or a server. So, theSYN vs. FIN pairsrefer to both(SYN,

FIN) and(SYN/ACK, FIN). In thisdetectionmethod,theSYN packetsare“generalized”to includethe

pureSYN andSYN/ACK packets.

Under a long-runningnormal condition, the TCP semanticshasthe one-to-onecorrespondence

betweenSYNsandFINs. However, in reality therecanalwaysbea discrepancy betweenthenumber

of SYNsandFINs. Besidesthesmallnumberof long-livedTCPsessions,theothermajorcauseof this

discrepancy lies in theoccurrenceof RSTpackets. A singleRSTpacket canterminatea TCPsession

withoutgeneratingany FIN packet,whichviolatestheSYN vs.FIN pair'sprotocolbehavior. RSTsare

generatedfor two reasons:(1) passive, or theRST is transmitteduponarrival of a packet at a closed

port; and(2) active, or theRSTis initiatedby a client to aborta TCPconnection.4 EachactiveRSTis

associatedwith theSYN from thesamesession,andbothof themcanbeseenby thesamesniffer. In

contrast,apassiveRSTcannotbeassociatedwith any SYN seenby thesamesniffer asthepassiveRST

andits correspondingSYN mustgo throughdifferentsniffers. Furthermore,passive RSTsmay even

have nothingto do with SYNs. For instance,late arrival of a datapacket at the port that hasalready

beenclosed,will triggerthetransmissionof anRST. We treatpassiveRSTsasabackgroundnoise.

In general,threetypesof SYN pairs are consideredas the normal behavior of TCP in the �rst

detectionmethod:(SYN, FIN), (SYN/ACK, FIN) and(SYN, RSTactive). Unfortunately, CPM cannot

distinguishactive RSTsfrom passive ones. Thereare two simple but extremeways to resolve this

problem: one is to treatall RSTsasactive, and the other is to treatall RSTsas passive. The �rst

approachdegradestheCPMdetectionsensitivity, while thesecondraisestheCPMfalsealarmrate.To

makea trade-off betweendetectionsensitivity andfalsealarmrate,it is necessaryto setanappropriate

thresholdto �lter mostof thebackgroundnoise.Basedonourobservation,underthenormalcondition:

(1) SYNs andRSTshave a strongpositive correlation;and(2) thedifferencebetweenthenumberof

SYNsandthatof FINs is closeto thenumberof RSTs.Theseimply thatpassiveRSTsconstituteonly

a smallpercentageof theentireRSTs.So,wesetthethresholdto 75%,i.e., threeout of four RSTsare

treatedasactive.Moreover, for thefollowing reason,CPMcanwithstandthenegativeimpactof passive

RSTsthatareincorrectlyclassi�edasactive ones:at theendof eachobservationperiod,theCUSUM

algorithmresetsany negativedifferencebetweenthenumberof SYNsandthatof FINs(RSTs)to zero,

sothespike of backgroundnoiseis con�ned to oneobservationperiodonly, preventingits cumulative

4ActiveRSTsareissuedmostlyby clients.In its own bestinterest,aserver rarelysendsRSTpacketsto clientsoncethe
TCPconnectionis established.

13



effects.

Theweaknessof theSYN vs.FIN pairsschemelies in its vulnerabilityto simplecounter-measures.

Oncetheattackeris awareof thepresenceof suchadetectionmechanism,it canparalyzethemechanism

by �ooding amixtureof SYNsandFINs (RSTs).Althoughonecanarguethatby doublingits �ooding

traf�c, the attacker increasesthe possibility of being tracedback,onemay still wonderif thereis a

betterway to overcomethisshortcoming.

4.2.2 SYN vs.SYN/ACK pair

Fortunately, thereis analternative that is dif�cult for anattacker to counter. In thenormalTCPthree-

way handshake, anout-boundSYN inducesan in-boundSYN/ACK within a round-triptime. In con-

trast, for the �ooded SYNs, becausetheir spoofedIP sourceaddressesarerandomized,mostof the

correspondingSYN/ACKs will never returnto the�ooding sources,andhence,cannotgo throughthe

sameleaf routerasthose�ooding SYNsasshown in Figure3 (mis-matchpart).

Theseconddetectionmethodmakesuseof SYN vs.SYN/ACK pairsto sniff �ooding attacks.Since

SYN/ACK packetsaregeneratedby thevictim server, it is muchmoredif�cult for the�ooding sources

to evadetheCPM.Moreover, ascomparedto theSYN vs.FIN pair scheme,theinterval betweenSYN

andSYN/ACK is boundedby oneRTT, not by the durationof a TCP sessionthat hasmuch larger

variations.

Leaf Router

V

SYN/ACKs

SYN/ACKs

SYN/ACKs

V
Stub Network

Outgoing SYN/ACKs

Incom
ing

SYN Floods

SYN Floods

Outgoing

Figure3: Matchandmis-matchbetweenSYN vs.SYN/ACK pairat a leaf router
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On the otherhand,therearetwo disadvantagesof the seconddetectionmethod. First, unlike the

�rst detectionmethod,the out-boundsniffer andthe in-boundsniffer mustbe coordinated.The out-

boundsniffer maintainsthecountof outgoingSYNsandthein-boundsniffer keepstrackof incoming

SYN/ACK packets. At theendof eachobservationperiod,thecountinformationmustbeexchanged

betweenthe two sniffers. Second,the SYN vs. SYN/ACK pair schemeis restrictedto be usedby

the �rst-mile CPM only, which sniffs the �ooding sourcesinsidethe local stubnetwork. It lacksthe

capability to issuea timely last-mile�ooding warningto the network administratorof the local stub

network that is underattack.Thereasonfor this is that: (1) eachvictim server generatesa SYN/ACK

in responseto eachSYN it received, regardlesswhetherit is spoofedor not; and (2) the incoming

SYN �ood andthe outgoingSYN/ACKs passthroughthe samelocal leaf router. This phenomenon

is illustratedin Figure3 (matchpart). So, thereis no noticeabledifferencebetweenthe numberof

incomingSYN packetsandthatof theoutgoingSYN/ACKs generatedby thevictim serversuntil the

victim serversaretotally shutdown andno moreSYN/ACKs aregenerated.Therefore,the last-mile

CPMwill still rely onSYN vs.FIN pairsfor timely detectionof anincomingSYN �ooding attack.

4.2.3 CPM in DetectingSYN Flooding

As mentionedearlier, CPM playsa dual role: oneasthe�rst-mile CPM for snif�ng �ooding sources,

andthe otherasthe last-mileCPM for issuingattackwarnings. To make CPM robust andpowerful

in SYN �ooding detection,bothSYN �ooding detectionmethodsareincludedin theCPM. TheSYN

vs.SYN/ACK pairmethodis employedby the�rst-mile CPMto sniff �ooding sourcesinsidethelocal

stubnetwork, while the SYN vs. FIN pairsmethodis usedby the last-mileCPM to detectincipient

�ooding attacks,andissuea warningto thelocal network administrator.

4.3 RobustnessagainstNetwork Anomalies

While thereis nostrictone-to-onematch,underthenormalcondition,averystrongpositivecorrelation

betweenthe numbersof SYNs andFINs (RSTs)or SYN/ACKs doesexist asshown in Section5.2.

The discrepancy betweenthe numbersof SYN andFIN (RST) or SYN/ACK packets is dueto SYN

lossesand subsequentretransmissions.The SYN lossesare causedby variousnetwork anomalies,

includingnetwork congestion,routingloopsandlink failures.Clearly, thesenetwork anomaliesreduce

thedetectionsensitivity of CPM.

Fortunately, thesenetworkanomaliesaretriggeredby unrelatedevents;andto date,thereexistslittle

evidenceindicatingthat thesedifferentnetwork anomaliesarecloselycorrelated.The recentInternet
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measurementstudieshaveshown that: (1) thereis little congestioninsidethecoreof theInternet,where

thebandwidthover-provisioninghasbeenwidely usedandthelink utilizationvariesfrom 3 to 60%[5];

(2) themajority of routing loopslastshorterthan10 seconds[22]; and(3) link failuresarefairly well

spreadevenin thetimescaleof minutes[20]. Therefore,theserandomly-occurringnetwork anomalies

canbe treatedaswhite noise. To offset theeffect of white noise,a safetymargin canbeaddedwhen

thenormalupperbound,a, is set,without jeopardizingthedetectionsensitivity. Only aseverenetwork

congestion,long lastingrouting loops,andbursty occurrenceof link failures— which rarelyhappen

— canconfusetheCPMto issuefalsealarms.

4.4 Parameter Speci�cation

To usetheCUSUM algorithmfor SYN �ooding detection,we only needto specifythreetunablepa-

rameters:a, theupperboundof c, which is themeanof f X ng in normaloperation;h, thelowerbound

of theincreasein f ~X ng = f X n � ag duringanattack;and,N , the�ooding threshold.

TheCUSUM algorithmrequiresE( ~X n ) < 0 beforethechangepoint,andE( ~X n ) > 0 after it, i.e.,

a > c andh > a. Basedon thediscussionin Section2.2,to ensurea long falsealarmtimeandmake it

independentof network sizeandtraf�c pattern,weseth = 2a in ourdesign.As thelast-mileCPMthat

utilizesSYN vs. FIN pairsfor �ooding detectionmonitorsthe incomingtraf�c, all theSYN �ooding

packetsconverge,andtherefore,alargedifferencebetweenthenumbersof SYN andFIN (RST)packets

is easilyobservablewith h � c. In this case,thedetectionis not sensitive to thechoiceof a. With a

largesafemargin, wecansimplychoosea = 1 andh = 2.

In contrast,as the �rst-mile CPM that employs SYN vs. SYN/ACK pairs for �ooding detection

monitorsthe outgoingSYN andincomingSYN/ACK traf�c, only part of the �ooding SYN packets

canbeseenby eachdetectorbecauseanattackmaybeinitiatedfrom many sitessimultaneously. Thus,

a properchoiceof a is moreimportant. To balancethe detectionsensitivity andfalsealarmrate,we

set a = 0:35 and h = 0:7. Note that the choicesof a and h are insensitive to network size and

traf�c pattern. In doing so, a universalfalsealarmratecanbe realizedfor easyimplementabilityof

our detectionmechanism.On the otherhand,in practice,the network administratorof the involved

edgeroutercanincorporatesite-speci�cinformationsothatthealgorithmcanachievehigherdetection

sensitivity.

Basedona andh, the�ooding thresholdN canbespeci�edasfollows: (1) assumec = 0, and
 can

thusbeobtainedfrom Eq.(9); and(2) specifya targetdetectiontime(i.e.,theproductof 
 andN ) such

that the �ooding thresholdN is determinedby Eq. (8). We chooset0 asthe designeddetectiontime
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for the last-mileCPM, hence
 = 1 andN = 1. In contrast,we choose3t0 asthecounterpartfor the

�rst-mile CPM,hence
 = 2:86 andN = 1:05.5 Comparedto the last-mileCPM, theshortdetection

timeof the�rst-mile CPMis notsocrucialto thevictim: therevelationof the�ooding sourcesis more

valuable,althoughit may take longer time. Note that the valueof N is partially determinedby the

designeddetectiontime,soit maynot belargerthanthevalueof h.

It is worth notingthatour algorithmis to checkthecumulativeeffect of anattack.So,it candetect

attackswith the SYN �ooding rate lessthanh at the expenseof a longerresponsetime. The actual

lowerboundof detectionsensitivity in termsof SYN �ooding rate,f min , canbegivenas

f min = (a � c) �
�R
t0

: (10)

Furthermore,the detectioncapabilityis not sensitive to the �ooding pattern: it candetecttheattacks

with both constantandbursty �ooding rates. The effectivenessof CPM is evaluatedby trace-driven

simulations.

5 PerformanceEvaluation

To evaluateandvalidatetheCPM,we have conductedtrace-drivensimulationexperiments.Thetrace

datawe usedare collectedfrom four differentsitesat different times. The �rst tracewasgathered

at DEC's (now HP) primary Internetaccesspoint, which is anEthernetDMZ network. It containsan

hour'sworthof all wide-areatraf�c betweenDECWesternResearchLabandtheInternetonMarch9th,

1995. Thesecondtracewastakenon March13th,1997on a 10 MbpsEthernetconnectingHarvard's

maincampusto theInternet,which is a half-hourtrace.Thethird setwasobtainedby placingnetwork

monitorson thehigh-speedlink (OC-12,622Mpbs) thatconnectstheUniversityof North Carolinaat

ChapelHill (UNC) campusnetwork to the restof the world. The tracewascollectedon September

27th, 2000. The fourth setwascollectedat the Internetaccesslink that connectsthe University of

Aucklandat New Zealandto therestof theworld. Thetracingranfrom 14:36to 17:47on Thursday,

December5th,2000.

The tracesusedin our experimentsaresummarizedin Table1. Note that the DEC andHarvard

tracesare mixed traf�c collectionsin both directions,but the UNC and Auckland tracesare uni-

directional:UNC-in andAuckland-incollectedthetraf�c datafrom theInternetto theUNC andAuck-

landcampusnetworks, respectively, while UNC-outandAuckland-outcollectedthe traf�c datafrom

5N maynotseemto belargeon theabsoluteterm,but it is largerelative to normal�uctuations.
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Table1: A summaryof thetracefeatures

Trace Startingtime Traf�c type
DEC 2:00,Thu Mar 9, 1995 Bi-directional
Harvard 12:39,ThuMar 13,1997 Bi-directional
UNC-in 19:30,WedSept27,2000 Uni-directional
UNC-out 19:30,WedSept27,2000 Uni-directional
Auckland-in 14:36,Thur, Dec5, 2000 Uni-directional
Auckland-out 14:36,ThurDec5, 2000 Uni-directional

theUNC andAucklandcampusnetworksto theInternet,respectively.

5.1 Data Sampling

We collect thenumbersof SYN, SYN/ACK, andFIN (RST)packetsduringevery observationperiod

t0, which determinesthe detectionresolution. In orderto relatethe SYN andFIN (RST) packetsof

the sameconnection,the samplingtime of FIN (RST) is delayedby td after SYN is sampled,where

td is so chosenthat a signi�cant portion of connectionsrequestedduring the SYN samplingperiod

terminatein the correspondingFIN (RST) samplingperiod. Internettraf�c measurements[56] have

shown thatmostof TCPconnectionslast12–19seconds,sowesetthesamplingdelayt d to 10seconds.

In contrast,sincemostRTTs arelessthan0.5second,westartthecollectionof SYNsat theout-bound

sniffer andSYN/ACKs at thein-boundsniffer simultaneously. To balancethedetectionresolutionand

thealgorithm'sstabilityandaccuracy, wesett0 to 10seconds.Note,however, thatbothparametersare

tunableandouralgorithmis not verysensitive to this choice.

5.2 Normal ProtocolBehavior

The threesetsof tracesrepresentthenormalprotocolbehaviors at theexchangepointsbetweendif-

ferentstubnetworksandtheInternetat differenttimes.We parsethetracesandextracttheTCPSYN,

SYN/ACK, FIN andRSTpacketsfrom theTCPtraf�c.

5.2.1 SYN vs.FIN Pairs

The dynamicsof “generalized”SYNs that includeSYNs andSYN/ACKs, FIN andRST packetsat

the DEC site are illustratedin Figure 4 (a), and the correspondingresult from the Harvard traceis

illustratedin Figure4 (b). Thosefrom UNC-in andUNC-outareplottedin Figures4 (c) and5 (a),and

Auckland-inandAuckland-outareshown in Figures5 (b) and(c), respectively. They clearlyshow the
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Figure4: Thedynamicsof SYN andFIN (RST)packets(partI)
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Figure5: Thedynamicsof SYN andFIN (RST)packets(partII)
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Figure6: CUSUMteststatisticsundernormaloperation
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Figure7: Thedynamicsof SYN andSYN/ACK packetsatDECandHarvard
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Figure8: Thedynamicsof SYN andSYN/ACK packetsatUNC andAuckland

consistentsynchronizationbetweenSYN andFIN (RST) packets. The consistency indicatesthat the

synchronizationis aninherentprotocolbehavior andindependentof timeandsites.

WehaveappliedtheCUSUMalgorithmonall theavailabletraceswithout injecting�ooding traf�c.

Theteststatistics,f yng, for all tracesareplottedin Figure6. For theHarvardandUNC traces,yn 'sare

constantlyzeros.For theAucklandtraces,morethan99%yn 's stayat zero. The isolatedburstsin yn

arealwaysmuchsmallerthanthe thresholdN = 1:05: themaximalspikesof yn in Auckland-inand

Auckland-outare0.32and0.27,respectively. So,no falsealarmsarereported.

5.2.2 SYN—SYN/ACK pair

Thedynamicsof SYN andSYN/ACK packetsat theDECandHarvardsitesareillustratedin Figures7

(a) and(b), respectively. TheoutgoingSYNsandincomingSYN/ACKs from theUNC andAuckland
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Figure9: CUSUMteststatisticsundernormaloperationat: Harvard,UNC andAuckland

tracesareshown in Figures8 (a)and(b), respectively. As with SYN vs.FIN pairs,these�gures clearly

demonstratea consistentpositive correlationbetweenSYN andSYN/ACK packets. The consistency

indicatesthatthestrongpositivecorrelationis alsoadistinctprotocolbehavior andindependentof time

andsites.Notethat in the�gures of theDEC andHarvardtraces,SYNsandSYN/ACKs arecollected

from bothdirections,insteadof “OutgoingSYN” and“IncomingSYN/ACK” asshown in theUNC and

Aucklandtraces.

Also, we have appliedtheCUSUM algorithmon theHarvard,UNC andAucklandtraceswithout

adding�ooding attacks.The teststatistics,f yng, for theHarvard andUNC tracesareplottedin Fig-

ures9 (a) and(b); that for theAucklandtraceis plottedin Figure9 (c). As expected,for all thetraces

tested,yn 's aremostly zeros.Among the isolatedspikesof yn in the Harvard trace,themaximumis

about0.05; themaximalspike of yn in theAucklandtraceis about0.26. Both aremuchsmallerthan

the�ooding thresholdN = 1:05. So,no falsealarmsarereported.

In summary, underthenormalcondition,thedifferencebetweenthecollectednumberof SYNsand

FINs(RSTs)or SYN/ACKsis verysmall,ascomparedto thetotalnumberof TCPconnectionrequests.

This observation holds in spiteof the fact that the total numberof TCP connectionrequestsmay be

burstyon a small time scale,andslowly-varyingon a largetime scale.In otherwords,thecorrelation

betweenthe numbersof SYNs andFINs (RSTs)or SYN/ACKs is not sensitive to the requestarrival

process.TheconsistentsynchronizationbetweenSYNsandFINs(RSTs)or SYN/ACKsis independent

of thesitesandtime-of-day.
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5.3 SYN Flooding Detection

With theappearanceof Trinoo,whichonly implementsUDPpacket �ooding, many toolshavebeende-

velopedto createDDoSattacks.Most of them,suchasTribeFloodNetwork (TFN), TFN2K, Stachel-

draht,Trinity, PlagueandShaft,generateTCPSYN �ooding attacksandrandomizeall 32 bits of the

sourceIP address[12, 13]. Although theseDDoS attacktools employ differentways to coordinate

attackswith thegoalof achieving robustandcovertDDoSattacks,their �ooding behaviors aresimilar

in thattheSYN packetsarecontinuouslybombardedto thevictim.

UnderSYN �ooding attacks,the�ooding SYN traf�c hassigni�cant regularity andsemanticsthat

canbe�ltered out. Theexperimentswith SYN attackson commercialplatforms[39] have shown that

theminimum�ooding rateto overwhelmanunprotectedserver is 500SYN packetspersecond.How-

ever, with a specialized�re wall designedto resistagainstSYN �ooding, a server canwithstandan

attackwhose�ooding rate is up to 22,000SYN packetsper second[39]. To bring down the victim

server for 10 minutes,for example,attackersmustcollectively inject at least300,000SYN packets.

During thesametime period,however, thenumbersof countedFINs (RSTs)andSYN/ACKs remain

largely unchanged.Therefore,therewill be muchmoreSYNs thanFINs (RSTs)or SYN/ACKs col-

lectedduring the �ooding period. The differencebetweenthe numbersof SYNs and FINs (RSTs)

or SYN/ACKs will increasedramatically, andremainlarge during the whole �ooding period,which

typically lastsfor severalminutes[37].

Normal traffic Flooding traffic

Normal traffic Flooding traffic

Leaf Router

Stub Network

Out-bound Sniffer

In-bound Sniffer

Figure10: Thetrace-simulation�ooding attackexperiment

In the SYN �ooding detectionexperiments,the UNC andAuckland2000tracesareusedas the

normalbackgroundtraf�c. Among them,UNC-in or Auckland-in is usedfor incomingbackground

traf�c, andUNC-outor Auckland-outis for outgoingbackgroundtraf�c. The�ooding traf�c is mixed

with thenormaltraf�c, andtheCPMat theleaf routeris simulated,asshown in Figure10. Becausethe

non-parametricCUSUM methodis usedfor detectionof �ooding attacks,the �ooding traf�c pattern

or its transientbehavior (burstyor not) doesnot affect thedetectionsensitivity. Rather, thedetection
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Figure11: SYN �ooding detectionsensitivity at thelast-mileCPM

sensitivity dependsonly on the total volume of �ooding traf�c. So, without loss of generality, we

assumethatthe�ooding rateis constant.

In DDoSattacks,the�ooding traf�c seenby the�rst-mile andthelast-mileCPMsis quitedifferent.

The �ooding traf�c passingthroughthe last-mileCPM is theaggregationof the �ooding traf�c from

all distributed�ooding sources,allowing for mucheasierdetectionof anattack.However, the�ooding

detectionat the �rst-mile CPM is much more dif�cult. In a large-scaleDDoS attack, the �ooding

sourcescanbe so coordinatedthat the traf�c from each�ooding sourcemaynot be noticeableat all.

SupposetheminimumSYN �ooding traf�c to bringdown aTCPserver is V packetspersecond.Then,

the �ooding rateat the last-mileCPM is V, but the �ooding rateseenby the �rst-mile CPM may be

muchsmallerthanthis.

Weassumethatthe�ooding traf�c is evenlydistributedamongdifferent�ooding sourcesandthere

is only one�ooding sourceinsideeachstubnetwork. The �ooding rateseenby the �rst-mile CPM,

f i , equalsthe individual �ooding rate insidethe samestubnetwork. Therefore,f i is determinedby
V
A s

, whereAs is the total numberof the stubnetworks that contain�ooding sources.This settingis

intendedto “hide” theattackfrom the�rst-mile CPM.That is, the lessthe�ooding sourcesinsidethe

stubnetwork, theless�ooding traf�c seenby the�rst-mile CPM andtheharderto detectthe�ooding

attack.The�ooding durationin all experimentsis setto 10 minutes,a typicalattackdurationobserved

in theInternet[37]. Thestartingtimeof �ooding attacksin theUNC tracesis randomlychosenbetween

1 and9 minutes,but thestartingtime in theAucklandtracesliesbetween3 and166minutes.

We �rst examinethedetectionsensitivity at thelast-mileCPM,which employs SYN vs.FIN pairs

asits detectionmethod. To demonstratethe high sensitivity of last-mileCPM to SYN �ooding, the
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�ooding rateV is set to its minimum, 500 SYNs per second. The simulationresultsareplotted in

Figures11 (a) and(b), showing that thecumulative sumyn exceedsthe �ooding threshold“1” in one

observation period,i.e., the fastestresponsecanbe achieved, in the AucklandandUNC tracecases,

respectively. So,thelast-mileCPM of theAucklandcasecandetecttheSYN �ooding attacklessthan

10 seconds,andsodoesthelast-mileof theUNC case.Oncethe�ooding attackis detected,a defense

systemlike SynDefendercanbe triggeredto protectthevictim from the �ooding attack. To paralyze

thedefensesystemat thevictim, attackershave to increasetheir �ooding rate,andthe�rst-mile CPM

will thenbemorelikely to detectandlocatethe�ooding sourcesinsidethestubnetwork.

To examinethedetectionsensitivity of the�rst-mile CPM,whichemploysSYN vs.SYN/ACK pairs

to detectattacks,we vary the �ooding ratef i seenby the�rst-mile CPM, i.e., the individual �ooding

rateinsidethestubnetwork. As thelast-miledetectionis mucheasierthanthe�rst-mile detection,we

only studythe detectionprobability anddetectiontime for the latter. We conductthe SYN �ooding

detectionexperimentson theUNC andAucklandtraces.

5.3.1 The UNC Case

Using the UNC tracesasthe backgroundtraf�c, we observe the dynamicsof yn . Figures12 (a), (b)

and(c) plot thedynamicbehaviorsof yn whenf i is setto 35,60and80SYNspersecond,respectively.

The accumulative effectsof SYN �ooding areclearly shown in these�gures. In the casesof 60 and

80 SYNs per second,the �rst-mile CPM candetectthe SYN �ooding attackin 4 and2 observation

periods,respectively. However, in thecaseof 35 SYNspersecond,the �rst-mile takesa muchlonger

time (about24 observation periods,i.e., 4 minutes)to exceedthe �ooding thresholdof 1.05. The

detectionperformanceof the�rst-mile CPMin thecontext of theUNC tracesis summarizedin Table2,

which lists thedetectionprobabilitiesanddetectiontimesfor differentf i values.Notethattheunitsof

detectiontimearemeasuredin numberof theobservationperiodt0, which is setto 10seconds.

Clearly, larger �ooding ratesleadto fasterandeasierdetectionof attacks.Accordingto Eq. (10),

thelowerdetectionboundis about37SYNspersecondin thissimulationscenario.If weimplementthe

sameCPM at a smallersubnet, �R — theaveragenumberof incomingSYN/ACKs — will besmaller,

sowe canachieve higherdetectionsensitivity. This is con�rmed by thestudyof theAucklandtraces,

which is presentedin thenext section.
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(a)35 SYNspersecond (b) 60SYNspersecond (c) 80SYNspersecond

Figure12: SYN �ooding detectionsensitivity of theCPM atUNC

Table2: DetectionPerformanceof the�rst-mile CPM atUNC

f i DetectionProb. DetectionTime
35 0.8 24.43
37 1.0 18.75
40 1.0 12.25
50 1.0 5.95
60 1.0 4.05
70 1.0 2.80
80 1.0 2.05
100 1.0 1.45
120 1.0 1.0

5.3.2 The Auckland Case

In thecaseof Aucklandtraces,thedynamicbehaviors of yn areillustratedin Figure13 whenf i is set

to 1.5,3 and4 SYNspersecond,respectively. In thecaseof 1.5SYNspersecond,the�rst-mile CPM

candetectthe SYN �ooding attackin about27 observation periods. In contrast,at the �ooding rate

of 3 or 4 SYNspersecond,the �rst-mile CPM takesa muchshortertime (3 or 2 observationperiods,

respectively) to detecttheongoing�ooding. Thedetectionperformanceof the �rst-mile CPM for the

context of Aucklandtracesis summarizedin Table3. Since �R of theAucklandtraceis muchsmaller

thanthatof theUNC trace,thelowerdetectionboundis reducedsigni�cantly from 35 to 1.5SYNsper

second.
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Figure13: SYN �ooding detectionsensitivity of the�rst-mile CPMatAuckland

Table3: DetectionPerformanceof the�rst-mile CPMatAuckland

f i DetectionProb. DetectionTime
1.5 0.65 27.1
1.75 1.0 13.8

2 1.0 8.0
2.5 1.0 4.1
3 1.0 2.5
4 1.0 1.5
5 1.0 1.0

5.3.3 Discussion

Fromthedetectable�ooding rate,wecandeterminetheef�cacy of CPMin detectingdistributed�ood-

ing attacks. To bring a protectedserver down, the aggregate�ooding rate V shouldbe larger than

22,000requestspersecond[39]. In theUNC case,the lower detectionboundis 35, andA s canbeas

large as628stubnetworks like the UNC case.Consideringthe fact that the UNC stubnetwork con-

sistsof over 35,000users[49], it clearlydemonstratestheutility andpower of CPM. In theAuckland

case,the lower detectionboundis 1.5, andhence,As hasto be aslarge as14,666medium-sizestub

networks like the Aucklandcase. Sourceaddressspoo�ng requiresthat the attackingsoftwareopen

a raw network socket, so theattacker musthave root accesson endhosts.Although the attacker can

simultaneouslyinitiate the�ooding attacksfrom (possiblymany) machinesin severalISPs,it is much

harderto launchattacksfrom hundredsor eventensof thousandsof stubnetworksdueto accesslimit.

Wesettheparametersindependentlyof network sizeandtraf�c pattern,but thenetwork administra-

tor of theinvolvedleaf routercanincorporatesite-speci�cinformationsothat theCPM algorithmcan

achieveahigherdetectionsensitivity. For instance,in theUNC case,wecanreducea, theupperbound
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Figure14: Improvementof �ooding detectionsensitivity

in caseof normaloperation,from 0.35to 0.2 andN , the �ooding threshold,from 1.05to 0.6 without

incurringadditionalfalsealarms.Then,thelowerdetectionboundf min decreasesfrom 35 to 15 SYNs

persecond,andthedetectionsensitivity is greatlyimproved. Thedynamicsof yn for thecasef i = 15

is shown in Figure14.

In summary, CPM not only achievesfastdetectionandhigh detectionaccuracy, but is alsoeasily

implementableandbroadlyapplicable.

6 RelatedWork

Over thepastseveralyears,anumberof countermeasureshavebeenproposedandimplementedto de-

tect,defenseandtrace-backDoSattacks.Defensemechanismsaredeployedeitherat routersto block

theprorogationof DoStraf�c, or atvictim serversto mitigate�ooding attacks.Therouter-basedmitiga-

tion systemsincludeDistributedPacketFiltering (DPF)[40], IngressFiltering [14], Pushback[25, 35],

RateThrottling [61] andSAVE [33]. TherearecommercialproductssuchasMazu'sEnforcer[38] and

Arbor Network's Peak�ow [23] to block the DoS traf�c at eithertheenterprise-network perimeteror

the ISP edgerouters. In parallelwith these,many defensemechanismshave beeninstalledat victim

serversor their proximate�re walls to withstandDoS attacks,suchasClient Puzzle[27, 59], Defen-

sive Programming[44], Escort[52], Hop-countFiltering (HCF) [26], Path identi�er (Pi) [60], Syn

cache[32], Syncookies[4] andSynkill [48]. Also, therearecommercialproductsavailableto defend

Internetserversagainstthe �ooding attacks,suchasCheckPoint's SynDefender[34] andNetscreen's

Synproxying[24].

Sincethesourceaddressesof �ooding packetsarespoofed,it is verydif�cult to uncover theorigin

of a �ooding source.To identify thecompromisedend-hoststhatdirectlygenerate�ooding packetsand
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thenetwork paththat thesepacketstake,varioustracebacktechniques[3, 7, 11,47,50,51] have been

proposed.By markingpacketsat intermediaterouters,IP traceback[47, 51] andICMP traceback[3]

reconstructthepathto the�ooding source.Thecontrolled�ooding techniquedevelopedby Burchand

Cheswick[8] inferstheattackingpathby observingtheimpactof selectively exhaustingsomenetwork

links uponthevictim. Usingnoisypolynomialreconstruction,Deanet. al [11] proposedanalgebraic

approachto performingIP traceback.A hash-basedIP tracebacktechnique[50] canidentify theorigin

of individualpacketswith reasonableoverheadthroughtheuseof Bloom �lters. Moreover, anoverlay

network with selective reroutinghasbeenusedto trackandpreventDoStraf�c [28, 55].

As the �rst stepto thwart DoS attacks,an accurate,fastandlightweight detectionmechanismis

essentialfor the defenseand tracebacksystems. Basedon traf�c behaviors, several DoS detection

mechanismshave beendeveloped,includingMULTOPS[17] andD-WARD [36]. Being deployedat

source-endnetworks, D-WARD [36] monitorstwo-way traf�c betweenthe network and the rest of

the Internet. By comparingthe monitoredtraf�c with normal traf�c models,D-WARD detectsand

throttlestheongoing�ooding attacks.Its normaltraf�c modelsaresimply basedon �o w rates.In the

designof MULTOPS[17], a treeof nodesarebuilt to keeppacket-ratestatisticsfor subnetsatdifferent

aggregationlevels. Basedon the observation of a signi�cant disproportionaldifferencebetweenthe

traf�c �o wing in andout of the victim, routersuseMULTOPSto detectongoingbandwidthattacks.

However, theburstinessof Internettraf�c [31, 43] makesthis detectionof attacksmuchharder, since

thereis nonaturallengthof burstfor self-similartraf�c. Furthermore,thenormalInternettraf�c pattern

is site- andtime-dependent.With the diversityof userbehaviors andthe emergenceof new network

applications,it is verydif�cult to build arobustandgeneralmodelfor describingthenormaltraf�c �o w

rates.

Within the scopeof moregeneralintrusiondetection,many differentapproacheshave beenpro-

posedtodetectanomalies,suchasmachinelearning,neuralnetworks,statemachinemodelandMarkov-

chain model. In this paper, we detectthe occurrenceof a DoS attackas an instanceof sequential

change-point,andapplynon-parametricCUSUM for detectingthechange-point.Otherchangedetec-

tion methods,which directly apply to raw IP traf�c without deriving protocolbehaviors for detecting

network anomalies,have alsobeenintroduced,e.g.,wavelet-based[1], spectrum-based[21], sketch-

based[29] andsignalprocessingapproaches[57].

Unliketheabove-mentionedschemesandcommercialproducts,CPMextractstheinherentprotocol

behaviors from the raw IP traf�c anddetectsDoS attacksbasedon theprotocolbehaviors. Sincethe

protocolbehaviors aremuchmorestablethanthoseof Internettraf�c, CPM is muchlesssensitive to
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site andtraf�c patternsthanthe otherschemes.Moreover, no per-�o w stateis requiredby the CPM.

It only keepstrack of a few packet counts. By applyingthe non-parametricCUSUM method,CPM

candetectthe �ooding attacksin a timely mannerwith low computationaloverheadasshown in our

trace-drivensimulations.Overall, therobustnessof CPMresultsfrom its simplicity andrelianceonthe

protocolbehaviors.

Notethatall of theotherdetection,defenseandtracebackmechanismsdeployedat routersor �re-

walls wereusedsolely for counteringDoSattacks,anddo not improve (somemayevendegrade)the

end-to-endperformanceof clientsbehindrouters,thusgiving little incentive for wide deployment. In

contrast,CPM is, in somesense,a by-productof the router infrastructurethat canprovide �ne-grain

packet classi�cationandservicedifferentiation[58]. As CPM differentiatescontrol packets(suchas

TCPSYNs)from datapackets,end-to-endperformancecanbeimprovedsigni�cantly asshown in [58].

Therefore,CPM bene�tsnot only victim serversbut alsotheclientsinsidethestubnetwork, makingit

attractive for widedeployment.

7 Conclusionand Futur eWork

We developedandevaluateda simpleandrobust mechanism,CPM, to detectDoS �ooding attacks.

CPM utilizes the inherentnetwork protocolbehaviors that areinvariantundervariousarrival models

and independentof sitesand time-of-day. The distinct featuresof CPM include: (1) it is stateless

andrequireslow computationoverhead,making itself immuneto any �ooding attacks;(2) the non-

parametricCUSUM methodis employed,makingthedetectionrobust;and(3) it is insensitive to sites

andtraf�c patterns.CPM canbeinstalledateither�re wallsor leaf (ISPedge)routers.

As a casestudy, theef�cacy of CPM is evaluatedandvalidatedby detectingSYN �ooding attacks.

Tracesfrom differentsitesandcollectedat differenttimeshave clearly demonstratedthe SYN pairs'

behaviors. Then,we conductedtrace-drivensimulations.Theexperimentalresultsshow thattheCPM

achieveshigh detectionaccuracy andshortdetectiontime. Moreover, oncethe�rst-mile CPM detects

theongoing�ooding traf�c, this informationcanhelprevealtheorigin of �ooding sources.

Recently, multi-homedASsbecomeattractiveto improveavailability, reliability andload-balancing.

In suchacase,acustomernetwork is connectedto theInternetby multiple ISPs.As longasthepackets

thatbelongto thesamesessiongo throughthesameleaf (ISPedge)router, CPMstill works.However,

if the packetsof the samesessiongo throughdifferentleaf routers,we needa loosesynchronization

mechanismbetweentheCPMsin theseleaf (ISPedge)routers,which is thesubjectof our futurework.
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