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Abstract

This paperpresentsa simple androbust mechanismgalled Change-Roint Monitoring (CPM),
to detectdenialof service(DoS)attacks.The coreof CPM is basedn theinherentetwork proto-
col behaiors, andis aninstanceof the SequentialChangePoint Detection. To malke the detection
mechanisninsensitve to sitesandtrafc patterns,a non-parametricCumulatve Sum (CUSUM)
methodis applied,thusmakingthe detectionmechanisnrobust, moregenerallyapplicableandits
deploymentmucheasier CPM doesnot requireper o w stateinformationandonly introducesa
few variablesto recordthe protocolbehaiors. The statelessnesmdlow computatioroverheadof
CPMmalkeitselfimmuneto ary ooding attacks As acasestudy theefcacy of CPMis evaluated
by detectinga SYN ooding attack— the mostcommonDoS attack. The evaluationresultsshav
thatCPM hasshortdetectiorateny andhigh detectioraccurag.

Keywords— CUSUM algorithm,DoS attacksjntrusiondetection protocolbehaior

1 Intr oduction

The growing numberof denialof service(DoS) attacksimposea signi cant threaton the availability
of network services,andthe vulnerability of the Internetto DoS attackshasbeenwitnessedby the
frequentattackson Internetsenersandtheir resultantdisruptionof serviceq15, 21, 37]. Dueto the
readily availabletools andits simple nature, ooding pacletsis the mostcommonandeffective DoS
attack. While ooding tools have beenbecomingmoresophisticatedthey have beengettingeasierto
use. An adwersarywithout muchknowledgeof programmingcandownloada ooding tool andthen
launcha DoS attack. The ooding trafc of a DoS attackmay originatefrom eithera singlesourceor
multiple sourcesWe call thelatter casea distributeddenialof service(DDoS)attack.Brie y, aDDo0S
attackworks asfollows. An attacler sendscontrol pacletsto the previously-compromisedooding
sourcesjnstructingthemto targetat a givenvictim. The ooding sourceghencollectively generate
andsendanexcessve numberof ooding pacletsto thevictim, but with fake andrandomizedsource

addressesothatthevictim cannotlocatethe ooding sources.
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Ann Arbor, Ml 48109-2122.Haining Wang (hnw@cs.wm.eduls now with College of William andMary, Danlu Zhang
(dzhang@qualcomm.comjith Qualcomminc.,andKangG. Shin(kgshin@umich.eduyith the University of Michigan.
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To foil DoSattacksresearcherbave designecandimplementeda numberof countermeasures$n
generalthe countermeasuresf DoSattackscanbeclassi edinto threedifferentcateyories:detection,
defensdor mitigation),andIP trace-backmechanismsDetectingDoS attacksin realtime is the rst
stepof combatingDoS attacks.An automatedandfastdetectionis essentiato the protectionagainst
DoS attacks.Upontimely detectionof a DoS attack,moresophisticateadlefensanechanismsvill be
triggeredto shield victim senersor link bandwidthfrom DoS traf c, and block the prorogationof
DDoStrafc atrouters.At the sametime, we canperformmoreexpensve IP trace-backo singleout

ooding sources.Unlike defenseandtrace-backmechanismsgetectionitself shouldbe an alway-on
function with little overheadcausingminimal disruptionto normal operationsand withstandingany
ooding attacks.

Basically detectingDoS attacksbelongsto network-basedntrusiondetection. A network-based
intrusiondetectionsystem(NIDS) is basedon the ideathat an intruder's behaior will be noticeably
differentfrom thatof alegitimateuserandthatmary unauthorized@ctionsaredetectableA commonly-
useddetectionapproachs eithersignature-basedr anomaly-basedA signature-baseNIDS inspects
the passingtrafc and searchegor matchesagainstalready-knavn malicious patterns. In practice,
severalsignature-baseNIDSeshave beendevelopedanddeployed at re walls or proxy seners,such
asBro[41] andSnort[45]. By contrastananomaly-baselIDS obsenesthenormalnetwork behaior
andwatchedor ary divergencefrom thenormalpro le. Mostof DoS detectionsystemsareanomaly-
basedlike MULTOPS[17] andD-WARD [36]. However, theirnormaltraf c modelsaremainly based
on o w rates.Dueto thediversityof userbehaiors andthe emegenceof new network applicationsjt
is dif cult to obtainageneralndrobustmodelfor describinghenormaltrafc behaiors.

We have obsenredthatthesener-clientor peerto-peemodelof Internetapplicationgdemonstrates
a uniquerequestvs. reply protocolbehaior, andthe reliable datadelivery leadsto the inherentdata
vs. adknowledgmen{ACK) protocol behaior. Basedon thesedistinct network protocol behaiors,
insteadof traf c rates,in this paperwe proposea simpleandrobust mechanismgalled Change-point
Monitoring (CPM), to detectDoS attacks. The rationalebehind CPM is that there exists a strong
positive correlationbetweenrequestgdata) andthe correspondingeplies(ACKSs) in the Internetas
the inherentprotocolbehaiors, and DoS attackseasily destrqg this strongcorrelation. In particulay
we employ the non-parametri€umulatve Sum(CUSUM) method[6] to detectthe cumulatve effect
of the deviation from normal protocolbehaiors causedoy a DoS attack. The key featuresof CPM

include:
CPM utilizestheinherentprotocolbehaiors for DoSdetection.Sincetheprotocolbehaiorsare

2



determinedy solelythe protocolspeci cationsandthe servicemodelsof Internetapplications,

CPMis independenof trafc o w ratesor speci ¢ applications.

CPMis insensitveto sitesandtraf ¢ patterndueto its relianceon the non-parametri€CUSUM

method6], thusmakingCPMrobust,muchmoregenerallyapplicableandits deploymenteasier

CPM playsa dualrole in detectingDoS attacks:the rst-mile (egress)CPM andthe last-mile
(ingress)CPM. Duetto its closeproximity to the ooding sourcesthe rst-mile (egress)CPM
not only alarmson the ongoingDoS attacks,but also helpsreveal the origins of the ooding

sources.

Thesimplicity (henceattractvenesspf CPMliesin its statelessnesmdlow computatioroverhead—
only a few variablesareintroducedto recordthe protocol behaiors with a few CPU cyclesburned.
Besideamonitoringtheongoingtrafc at re walls, CPM canbeinstalledat a leaf routerthatconnects
a stubnetwork! to the Internet,or at an ISP edgerouterthat connectsa customemetwork to the ISP
Moreover, CPM canwork independenthat eitheraleaf (edge)routeror a re wall, andit doesnotneed
ary coordinationwith otherroutersor end-hostsTheindependencef CPM determineshatCPM can
beincrementallydeployedandits implementatioroverheads low.

As acasestudy we useCPMto detectaSYN ooding attack— themostcommonDoSattack.The
ef cacy of CPMis evaluatedby extensve trace-drvensimulations.Tracesakenfrom differentsitesat
differenttimesareemployedto evaluatethe sensitvity of CPM. First, our trace-basedtudyvalidates
the coherenceof TCP protocol behaiors, clearly shaving their independencef sitesand sampling
times.Then,weinject SYN ooding traf ¢ with differentratesandinvestigatehe detectionsensitvity
of CPM at differentsites. The evaluationresultsshav that CPM hasshortdetectionlateny andhigh
detectionaccurag.

The remainderof the paperis organizedas follows. Section2 details our statisticaldetection
methodology— the proposedCUSUM algorithm for detectingabnormalprotocol behaiors. Sec-
tion 3 describeshe CPM framework, includingthe placemenandstructureof CPM andits dualrolein
detection.Sectiord present®urcasestudyfor detectingg SYN ooding attack.Sections evaluateghe
performanceof CPM usingtrace-drvensimulationsfor SYN ooding detection.Section6 discusses

relatedwork. Finally, Section7 statesconclusionsandfuturedirections.

1A stubnetwork only carriespacketsto andfrom local hosts.



2 Statistical Attack Detection

Like moststatisticalanomaly-detectiosystemsCPM compareghe obsened sequenceavith the pro-
le thatrepresentshe users normalbehaior, anddetectsany signi cant deviation from the normal
behaior. Thekey differenceof CPM from othersis that CPM exploits the inherentnetwork protocol
behaiors, insteadof traf c patternsfor detectingnetwork anomalies.

In general,for any association@amonglP paclets, TCP segments,or application-l&el messages
thataredeterminedsolely by protocolspeci cations,we regardthemasinherentprotocol behaiors.
For instance,accordingto the speci cation of TCP/IP protocol[54], in its normal operation,a FIN
(RST)is pairedwith a SYN at the endof datatransmission.The othernetwork behaiors, to namea
few, includeTCP datasegmentsandACKs, ICMP requestandreplies,DNS queriesandreplies,etc.

After distilling the inherentprotocolbehaiors from raw trafc o ws, we canapply the CPM to
detectan ongoing ooding attackby observingthe violation of normalprotocolbehaiors. CPM can
achieve moreaccurataletectiorwith ashortedateng: thestrongpositive correlationbetweerrequests

(or queries)andthecorrespondingepliesenable<CPM to detectabnormabehaiors quickly.

2.1 Change-hvint Detection

The objectve of Change-PoinDetectionis to determineif the obsened time seriesis statistically
homogeneousandif not,to nd the pointin time whenthe changehappens.This hasbeenstudied
extensiely by statisticians. See[2] and [6] for a good surwy. There have beenvarioustestsfor
differentproblems.They canbelargely dividedinto two cateyories:posteriorandsequentialPosterior
testsaredoneoff-line wherethe entiredatais collected rst andthena decisionof homogeneityor a
changepointis madebasedn theanalysisof all the collecteddata.Ontheotherhand,sequentiatests
aredoneon-linewith the datapresentedgequentiallyandthe decisionsaremadeon-the- y. Our attack
detectionalgorithmbelongso the SequentiaChangePoint Detection[2].

We adoptthe sequentiatestfor quicker responsevhenanattackoccurs.It alsosaszesmemoryand
computationOnedif culty , however, is themodelingof requestsarrival processFor instancegdespite
the existenceof a numberof previous resultson the modelingof TCP connectiorrequestarrivals[9,
10, 43, 49, thereis no consensu®n whetherit shouldbe modeledas self-similar or Poisson. For
dynamicand complex systemdik e the Internet,it may not be possibleto modelthe total numberof

sessiorrequest arrivals by a simple parametricdescription. So, we seekrobust testswhich are not

2A sessiorrequestouldbea TCP connectiorrequestanICMP requestpr aDNS query etc.



model-speci c.In fact,non-parametriecnethodst thisrequirementerywell. Speci cally, we usethe
non-parametri€USUM (Cumulatve Sum)method[6] for the detectionof DoS attacks.This method
enjoys all the virtues of sequentiabnd non-parametrid¢ests,andthe computationload is very light.
Whenthetime seriess independenidenticallydistributed(i.i.d.) with aparametrianodel, CUSUMis

asymptoticallyoptimalfor a wide rangeof ChangePointDetectionproblemg2, 6].

2.2 The CUSUM Algorithm

For easeof presentationywe only shav how it worksin thereques{QST)vs.reply (RLY) pairscheme,
whichis similarto thedatavs. acknavledgmen{ACK) pair schemesxceptthatthe collectionof QSTs
andRLYs is replacedwith thatof dataandACKs.

Letf ,;n = 0;1, g bethenumberof QSTsminusthatof the correspondindRLYs collected
within onesamplingperiod. To furtheralleviateits dependencen thetime, traf c patternandsizeof
thenetwork,f g is normalizedby theaveragenumber R, of RLYs duringeachsamplingperiod. R
canbeestimatedn realtime andupdatedoeriodically An exampleof recursve estimationandupdate
of Ris:

R(n)= R(n 1)+ (1 )JRLY (n); (1)

wheren is the discretetime index and is a constantwhosethe default valueis 0.01, lying strictly
betweerD and1 thatrepresentthe memoryin theestimationLet X, = ,=R, then

f X,gis nolongerdependenbn the network sizeor time-of-day Its dynamicsaresolelytheconse-
guenceof the protocolspeci cation. So,we canconsiderf X ,,g asa stationaryrandomprocesslUnder
the normalcondition,the meanof X ,,, denotedasc, is muchlessthanl andcloseto O.

f X g is assumedo satisfythefollowing two conditions.

Cl: fX,gis -mixing, meaninghatthe (s) parametergje ned below, approact0ass! 1 :

(9% sup  sup jPAB) -y @

A2RY; P(A)P(B)
B2R}
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P(A)P(B)6 0

whereR! isthe -algebrageneratedy f X 1;X,; ;X(gandR}, isthe -algebragenerated
by f Xi+s; Xtes+1; 0. (S) is affectedby the dependengc amongthe f X ,g samples:highly
dependent X,g has (s) thatdecaysslowly ass ! 0. In addition,the sup above means

supremum— thetightestupperboundof thevariablein theformula[46].



C2: The maginal distribution of f X ,g satis esthe following regularity condition: 9t > 0 suchthat
E(e*n)< 1.

The detailsof theseconditionscanbe foundin [6]. Notethat -mixing is a muchlooserrequire-
mentthanindependencgndX,, being -mixing only indicateshatX, is not“extremely” dependent.
In practice,both conditionsaremild andeasilysatis able,evenfor long-rangedependenarrival pro-
cessesln generalE(X,) = ¢ 1. We choosea parameten thatis anupperboundof ¢, i.e.,a > c,
andde ne X, = X, asothatit hasa negatve meanduring normaloperation.Whena DoS attack
takesplace, X, will suddenlyincreaseandbecomea large positive number Supposeduringanattack,
the increasein the meanof X, canbe lowerboundedby h. Our changedetectionis basedon the
obsenationofh c.

Let

Yn (Yo 1+ X0 (3)

Yo = 0

wherex™ is equalto x if x > 0 andO0 otherwise. Themeaningof y, canalsobeunderstoodsfollows:

if wede ne S = P k| Xi,with Sy = 0 atthebeginning, it is straightforvardto shaw that
Yn = Sy 1n?(iﬂn Sk; 4)

i.e., the maximumcontinuousncrementuntil time n. A largefy,g is a strongindicationof anattack.
SinceEg. (3) is recurrentandmucheasierto computethanEq. (4), we will useit in makingdetection
decisions.

Let dy (:) bethedecisionattime n: "0' for normaloperation(homogeneityand 1" for attack(a
changeoccurs).HereN representshe ooding threshold:

(
o0 if N;
ORI SN (5)

In otherwords,dy (yn) = 1 (Y, > N), wherel (©) is theindicatorfunction. The purposeof introducing
a is to offsetthe possiblepositive meanin f X ,,g causedy network anomaliesothattheteststatistic
Yn Will beresetto zerofrequentlyandwill notaccumulatevith time.

Let P,, andE,, be the probability measureandthe expectedvalue generatedy f X,,g with the

attackoccurringat time m (changepointattime m); let P, andE; bethe counterpartsvithout any
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attack(no changepoint). Therearetwo fundamentaperformancaneasuresor the sequentiathange
pointdetection.

Falsealarm time (thetime withoutfalsealarm):thetime durationwith no falsealarmreportedwhen

thereis no attack.

Detectiontime: thedetectiondelayafterthe attackstarts.

Onewould wantthe secondmeasurdo be assmall aspossiblewhile keepingthe rst measures
large aspossible.However, they arecon icting goalsandcannotbe simultaneoushachiered. There-
fore, the designphilosophyof a statisticalchangepoint detectionis to minimize the detectiontime
subjectto a certainfalsealarmtolerance.In orderto comparethe performanceof differentdetection
schemessomecriteria of falsealarmsmustbe speci ed, like averagetime betweentwo consecutie
falsealarms,worst-casdalsealarmtime, andsoon. An algorithmis saidto be optimal with respect
to a certaincriterionif it minimizesthe detectiontime for an attackamongall the detectionschemes
subjectto the falsealarmconstraint. The CUSUM rule hasbeenshavn to be asymptoticallyoptimal
with respecto the worst-caseneanfalsealarmtime in the change-pointletectionproblemsinvolving
aknown parametrianodelandindependenbbsenations|2].

Dueto the lack of a completemodelfor f X, g, it is dif cult to discussoptimality. The choiceof
CUSUM is basedon its simplicity in computationand non-parametrigmplementationaswell asits
generallyexcellentperformancelt hasbeenshavnin [6] that,with the choiceof a, theupperboundin

caseof normaloperationandN , the ooding thresholdasN becomedarge,we have

supjInPy (dy(n) = 1)  O(N); ©®)

whichis equialentto
P, fdy(n) = 1g ciexp( &N) (7)

wherec; andc, areconstantsgependingnthemaiginal distribution andmixing coefcients of f X, g.
In otherwords,thetime betweerconsecutre falsealarmsgrows exponentiallywith N. Theburstiness
of traf ¢ is re ectedby themixing coefcients (s), andthus,doesimpactthe detectionperformance.
However, the constantg; andc, only play a secondaryole andcanbeignoredin practice.

In orderto studythedetectiontime, let usde ne
n = inffn:dy(}) = 1g; (8)

(n m)",
N - - N

N
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wherem representthestartingtime of theattackand y representthenormalizeddetectiortime after

theoccurrencef achangeandinf meansn mum, or thegreatestowerbound[46]. In CUSUM, for

arnym 1 if histheactualincreasen themeanof f X;,g duringanattack,we have

1

| = @@ -
' h jc 4’

9)
whereh jc ajisthemeanof f X;,gwhenn > m (afteranattackstarts).However, sinceh isabound
ratherthanatruevalue,theabove is a conserative estimation(anupperbound)of the actualdetection
time. The exactchoiceof parameters, h andN will be detailedin Section4.4 whenwe apply this

methodfor detectingSYN ooding attacks.

3 The Framework of CPM

In this sectionwe rst brie y describehe placemenbf CPM, thenpresenthe structureof CPM, and
discusghedualrole of CPM.

3.1 Placementof CPM

As hasbeendonein mostNIDSes, it is possiblethat CPM could be placedon the link thatconnectsa
stub (customer)network to the Internetby monitoringthe bidirectionaltraf ¢ on thatlink. However,
besideshe extra specializedequipmentand manpaver required,during high peak(nearsaturation)
o w rates,almostno eventof any kind would be loggedby NIDSes—they eitherhave to drop paclets
atavery highrateor requirea high-performancenulti-CPU architecturdor paclet stateanalysis.
ThereforeunlikethetraditionalNIDS thatpassvely monitorsbidirectionaltraf ¢ onnetwork links,
CPM s transparentlynterposedat eithera leaf routeror an ISP edgerouter andis implementedcasa
loadablemoduleof therouter In additionto its installationat leaf or ISP edgerouters,CPM canalso
be placedatthe re wall or the proxy sener of alarge organizatiorwhich hasonly a singleconnection
to the externalworld. All pacletsof a sessiormustpassthroughthe sameCPM. However, we do not
recommendhe CPM to be installedat coreroutersmainly becaus€l) it is closeto neither ooding
sourceqor thevictim; (2) pacletsof the same o w couldtraversedifferentpaths;(3) it is not always
possibleto accuratelyclassify differenttransport-layepacketsat coreroutersdueto the possibleuse
of IPSec;and(4) it cannotdetectthere ected ooding attackg42] easily sincemaliciouspacletsare

diffusedbeforereachingthe corerouter



3.2 Structure of CPM

Installedat a leaf (ISP edge)router CPM consistsof two sniffers, one at the in-boundinterfaceand
the otherat the out-boundinterfaceof the router We referto thetrafc from the Internetto the stub
(customernetwork asin-bound andthetraf ¢ in theotherdirectionasout-bound Thein-boundsniffer
(out-boundsniffer) monitorstheincoming(outgoing)traf c. Figurel illustratesthe structureof CPM

placedataleafrouter

D Outbound Interface
Out-bound Sniffer

Stub Network:
. In-bound Sniffer

Oﬁ Inbound Interface

Oi

Figurel: Thestructureof CPM placedataleafrouter

Both sniffers are software-base@dgents.Eachsniffer consistsof threecomponentsa paclet clas-
si er, a paclet counter anda CUSUM detector The paclet classi er is usedto distinguishthe tar-
getedpacletssuchasTCP SYNsfrom theraw IP traf c. Large-scalgacletclassi cationmechanisms
[18, 30, 53] have beenproposedandimplementedmakingit possiblefor routersto differentiatethe
tagetedpacletsfrom othersat a very high speed.Therefore the CPM's capabilityto withstandary
ooding attacksdepend®n the ability of aleaf routerin classifyingandforwardingpaclets,typically
attherateof amillion pacletspersecond30]. The paclet counterincludesa few additionalvariables
thatareintroducedto recordthe numberof targetedpacletsat eachinterfaceof a leaf router No per
connectiorstateor statecomputatioris involvedin CPM. Unlike the otherNIDSesthat maintainstate
for each TCP connectionCPM doesnot have the cold-startproblen® mentionedn [19]. The CUSUM
detectortakesthevariablesof pacletcounterasits input,andexecutegshe CUSUM detectioralgorithm

givenin Section2.2.

3.3 Dual Roleof CPM

Eachleaf (ISPedge)routercanbeeitherthe rst-mile (egress)or thelast-mile(ingressyouter depend-
ing onthedirectionof traf c betweerthe stub(customernetwork andtheInternet. The CPM at a leaf

(edge)router therefore playsa dualrole in detectingooding attacks:

3A “cold start” refersto the situationwhena network intrusiondetectionsystembeginsto run, or afterit is restartedit
doesnt know how to dealwith theincomingTCPtraf ¢ thatbelongsto the connectiongstablisheearliet



asthe rst-mile (egress)CPM, it detectdhe ooding attacksoriginatedfrom its local stub(cus-

tomer)network andtracesthe ooding sourcesnsidethelocal stub(customernetwork; and

asthelast-mile(ingress)CPM, it detectsooding attackson a senerinsidethelocal stub(cus-

tomer)network, andissuesa warningsignalupondetectionof anattack.

The rst-mile (egress)CPM playsthe primary role in snifng a ooding attack,due mainly to
its proximity to the ooding sources. Oncean ongoingSYN ooding attackis detectedthe rst-
mile (egress)CPM's warningsignalautomaticallyindicatesthe ooding sourcedo beinsidethe stub
(customer)network to which the CPM is connected.However, the detectionsensitvity of the rst-
mile (egress)CPM may diminishasmore ooding sourcegarticipateandlocatein differentsites. In
alarge-scaleDDoS attack,the ooding sourcesanbe orchestratedothateach ooding sourcemay
causeonly aninsigni cant deviationfrom thenormaltraf ¢ pattern.

In contrastthelast-mile(ingress)CPM canquickly detectthe ooding attacksasall of the ooding
trafc streamsaremeigedat the last-mile(ingress)router Althoughit cannotprovide arny hint about
the ooding sourcesuponreceiptof the last-mile (ingress)CPM's warning signalfor an attack,the
defensesystemlike SynDefendef34] canbetriggeredto protectthevictim. To bring down thevictim
underprotection,the ooding sourceshave to increasetheir ooding ratessigni cantly, but this will
make it easierfor the rst-mile (egress)CPMto detectthe ooding attackandlocateits source(s)So,
thelast-mile(ingress)CPM playsanimportantcomplementaryole in detectingDoS attacks.

For easeof presentationn therestof thepapemwe only usethetermsof leafrouter rst-mile CPM
andlast-mile CPM, andstubnetworks. However, they areexchangeableavith ISP edgerouter egress

CPM andingressCPM, andcustomemetworks,respectrely.

4 DetectingSYN Flooding Attacks

As a casestudy we evaluatethe efcacy of CPM by detectingSYN ooding attacks. The recent
researchresultshave shavn that more than 90% of the DoS attacksuse TCP [37], and TCP SYN
ooding dominatesn the availableattackingtoolsandthe numberof DoS attacksknown to date[37].
TCPSYN ooding consistof astreamof spoofedTCPSYN pacletsdirectedto alisteningTCP port of
thevictim. Notonly theWebsenersbut alsoarny systenconnectedo thelnternetproviding TCP-based

network servicessuchasFTP or mail seners,aresusceptibléo TCPSYN ooding attacks.
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4.1 SYNandRe ected SYN/ACK Flooding

SYN ooding attacksexploit the TCP's three-way handsha& mechanismandits limitation in main-
taining half-openconnections.Whena sener recevesa SYN paclet, it returnsa SYN/ACK paclet
to the client. Until the SYN/ACK paclet is acknavledgedby the client, the connectionremainsin
half-openstatefor a periodof up to the TCP connectiortimeout,which is typically setto 75 seconds.
Thesenerhashbuilt in its systemmemoryabacklogqueugo maintainall half-openconnectionsSince
this backlogqueueis of nite size,oncethe backlogqueuelimit is reachedall connectionrequests
will bedropped.If aSYN pacletis spoofedthevictim senerwill neverrecevethe nal ACK paclet
to completethe three-vay handshak. Flooding spoofedSYN paclets can easily exhaustthe victim
sener's backlogqueue causingall theincomingSYN pacletsto bedropped.

While the corventional SYN ooding is an attackof “systemresourceconsumptiori, the recent
re ected SYN/ACK ooding attacks[16] virtually “disconnect’a victim sener from the Internetby
hoggingthe link bandwidthbetweenthe victim andits ISP with an excessve numberof SYN/ACK
paclets (a.k.a.bandwidthconsumptiorattack). It is a kind of Distributed Re ection DoS (DRDoS)
attackg42]. In re ected SYN/ACK ooding attacksalarge numberof innocentBGP routers(service
port179)andwell-known TCPsenersareexploitedasthere ectors. Theattacler“sprays”thespoofed
SYN paclets,whosesourcelP addressearefalsi ed asthevictim's IP addressacrossalarge number
of re ectors. Eachre ector aloneonly recevesa moderateux of spoofedSYN pacletssothatit can
easily sustainthe availability of its normal service. However, theseinnocentre ectors involuntarily
re ect andamplify the maliciousSYN paclets. Their SYN/ACK responsesyhich areaggregatedand
ooded to thevictim, areexcessve, exhaustinghelink bandwidthbetweerthe victim andits ISP

Notethatin re ected SYN/ACK ooding attacksall maliciousSYN pacletsfrom theattacler must
traversetheleaf routerthatconnectghe attacler to the Internet,in orderto reachthe Internetandthen
getsprayedacrossthe numerouge ectors. The CPM installedat this leaf routercandetectthe o w
of thesemaliciousSYNSs, sinceno SYN/ACKSs returnto the attacler andthe total numberof malicious
SYNsis still very large. So, the samemethodfor detectingSYN ooding attackscanbe appliedto
detectre ected SYN/ACK ooding attacks.To CPM, there ected SYN/ACK ooding attackis justa

variationof thecornventionalSYN ooding attack.
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4.2 DetectionMethods

Basedon the inherentprotocol behaior of TCP connectionestablishmenandteardavn, we utilize
two typesof paclet pairs— SYN vs. FIN andSYN vs. SYN/ACK pairs— to detectSYN ooding
attacks.Accordingto thetype of paclet pairsused,we devisetwo differentmethodsor SYN ooding

detection.

Client Server
LISTEN (passive open)

(active openiSYN_SENT SYN 3
\» SYN_RCVD
ESTABLISHED

ACK K+1
ESTABLISHED

(active close)FIN_WAIT1 W
CLOSE_WAIT (passive close)
FIN_WAIT1 EINN (passive LAST_ACK

TIME_WAIT

W
CLOSED

Figure2: TCPstatescorrespondingo normalconnectiorestablishmenandteardavn (from [54])

As shown in Figure2 which is borroved from [54], SYN andFIN pacletsdelimit the beginning
(SYN) andend(FIN) of eachTCP connectionn the samedirection.In contrastSYN andSYN/ACK
paclets signal the start of a TCP connectionestablishmenin two opposingdirections. Under the
normalcondition,oneappearancef a SYN paclet resultsin: (1) the eventualreturnof a FIN paclet
in the samedirection; and (2) the correspondingransmissiorof a SYN/ACK paclet in the reverse
directionwithin oneround-triptime (RTT). Thus,the differencebetweerthe numberof SYN andFIN
(or SYN/ACK) pacletscanbeutilized to detectSYN ooding attacks.

4.2.1 SYNvs.FIN pairs

The rst detectiormethodutilizestheSYN vs.FIN pairs.Becausea SYN pacletandthecorresponding
FIN passthrougha leafrouterin the samedirection(i.e., the samenterfaceasshown in Figuresl and
2),the SYN vs. FIN pair canbe monitoredby the samesniffer. No coordinationandcommunication
betweerthesetwo sniffersarerequired.The rst-mile CPM emplgys only the out-boundsniffer, while

the last-mile CPM usesthe in-boundsniffer only. Although SYN paclets canbe distinguishedrom
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SYN/ACK paclets,thereis noway to discriminateactive FINs from passve FINs, sinceeachend-host
behinda leaf routermay be eithera client or asener. So,the SYN vs. FIN pairsreferto both (SYN,
FIN) and(SYN/ACK, FIN). In thisdetectiormethod the SYN pacletsare“generalized’to includethe
pureSYN andSYN/ACK paclets.

Under a long-runningnormal condition, the TCP semanticshasthe one-to-onecorrespondence
betweenSYNsandFINs. However, in reality therecanalwaysbe a discrepang betweenthe number
of SYNsandFINs. Besideghesmallnumberof long-lived TCP sessionsthe othermajor causeof this
discrepang lies in the occurrenceof RST paclets. A singleRST paclet canterminatea TCP session
withoutgeneratingary FIN paclet, whichviolatesthe SYN vs. FIN pair's protocolbehaior. RSTsare
generatedor two reasons(1) passive or the RSTis transmitteduponarrival of a paclet at a closed
port; and(2) activg or the RSTis initiated by a clientto aborta TCP connectiorft Eachactive RSTis
associateavith the SYN from the samesessionandboth of themcanbe seenby the samesniffer. In
contrastapassve RSTcannotbeassociateavith ary SYN seerby thesamesniffer asthe passie RST
andits correspondingYN mustgo throughdifferentsniffers. Furthermorepassve RSTsmay even
have nothingto do with SYNs. For instanceate arrival of a datapaclet at the port thathasalready
beenclosedwill triggerthetransmissiorof anRST. We treatpassve RSTsasa backgroundoise.

In general,threetypesof SYN pairs are consideredas the normal behaior of TCP in the rst
detectionmethod:(SYN, FIN), (SYN/ACK, FIN) and(SYN, RST,tje)- Unfortunately CPM cannot
distinguishactve RSTsfrom passve ones. Therearetwo simple but extremewaysto resole this
problem: oneis to treatall RSTsas actve, andthe otheris to treatall RSTsas passve. The rst
approachdegradeghe CPM detectionsensitvity, while the secondaiseshe CPM falsealarmrate. To
malke atrade-of betweerdetectionsensitvity andfalsealarmrate,it is necessaryo setanappropriate
thresholdo Iter mostof thebackgroundhoise.Basedon our obsenation,underthenormalcondition:
(1) SYNsandRSTshave a strongpositive correlation;and (2) the differencebetweenthe numberof
SYNsandthatof FINsis closeto thenumberof RSTs.Thesemply thatpassve RSTsconstituteonly
asmallpercentagef theentireRSTs.So,we setthethresholdo 75%,i.e., threeout of four RSTsare
treatedasactive. Moreover, for thefollowing reasonCPM canwithstandthe negativeimpactof passve
RSTsthatareincorrectlyclassi ed asactve ones:at theendof eachobsenration period,the CUSUM
algorithmresetsary negative differencebetweerthe numberof SYNsandthatof FINs (RSTs)to zero,

sothe spike of backgrounchoiseis con ned to oneobsenation periodonly, preventingits cumulatve

4Active RSTsareissuedmostly by clients.In its own bestinterestasener rarelysendsRST pacletsto clientsoncethe
TCP connectioris established.

13



effects.

Theweaknes®f the SYN vs. FIN pairsschemdiesin its vulnerabilityto simplecountermeasures.
Oncetheattacleris awvareof thepresencef suchadetectiormechanismit canparalyzeéhemechanism
by ooding amixtureof SYNsandFINs (RSTs).Althoughonecanarguethatby doublingits ooding
trafc, the attacler increaseghe possibility of beingtracedback, one may still wonderif thereis a

betterway to overcomethis shortcoming.

4.2.2 SYNvs.SYN/ACK pair

Fortunately thereis analternatve thatis dif cult for anattaclerto counter In thenormalTCP three-
way handshag, an out-boundSYN inducesanin-boundSYN/ACK within a round-triptime. In con-
trast, for the ooded SYNSs, becauseheir spoofedIP sourceaddresseare randomizedmostof the
correspondingYN/ACKs will neverreturnto the ooding sourcesandhence cannotgo throughthe
sameleafrouterasthose ooding SYNsasshavn in Figure3 (mis-matchpart).
Thesecondletectiormethodmakesuseof SYN vs. SYN/ACK pairsto sniff ooding attacks.Since
SYN/ACK pacletsaregeneratedby thevictim sener, it is muchmoredif cult for the ooding sources
to evadethe CPM. Moreover, ascomparedo the SYN vs. FIN pair schemetheinterval betweenSYN
and SYN/ACK is boundedby one RTT, not by the durationof a TCP sessionthat hasmuch larger

variations.

SYN/ACKs

SYN/ACKs

\_/ SYN/ACKs

Buiwoou)

SYN Floods

Outgoing

|
i ,,,,,,,, i Stub Network
V

Figure3: Matchandmis-matchbetweerSYN vs. SYN/ACK pair ataleafrouter
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On the otherhand,therearetwo disadwantageof the seconddetectionmethod. First, unlike the
rst detectionmethod,the out-boundsniffer andthe in-boundsniffer mustbe coordinated.The out-
boundsniffer maintainsthe countof outgoingSYNs andthein-boundsniffer keepstrack of incoming
SYN/ACK paclets. At the endof eachobsenation period,the countinformationmustbe exchanged
betweenthe two sniffers. Second,the SYN vs. SYN/ACK pair schemes restrictedto be usedby
the rst-mile CPM only, which sniffs the ooding sourcednsidethe local stubnetwork. It lacksthe
capability to issuea timely last-mile ooding warningto the network administratorof the local stub
network thatis underattack. Thereasorfor thisis that: (1) eachvictim sener generatea SYN/ACK
in responsdo eachSYN it receved, regardlesswhetherit is spoofedor not; and (2) the incoming
SYN ood andthe outgoingSYN/ACKSs passthroughthe samelocal leaf router This phenomenon
is illustratedin Figure3 (matchpart). So, thereis no noticeabledifferencebetweenthe numberof
incomingSYN pacletsandthatof the outgoingSYN/ACKSs generatedy the victim senersuntil the
victim senersaretotally shutdown andno more SYN/ACKSs aregenerated.Therefore the last-mile

CPMwill still rely onSYN vs.FIN pairsfor timely detectionof anincomingSYN ooding attack.

4.2.3 CPM in DetectingSYN Flooding

As mentionedearlie; CPM playsa dualrole: oneasthe rst-mile CPM for snifng ooding sources,
andthe otherasthe last-mile CPM for issuingattackwarnings. To make CPM robust and powerful
in SYN ooding detectionpothSYN ooding detectionrmethodsareincludedin the CPM. The SYN
vs. SYN/ACK pair methodis employedby the rst-mile CPMto sniff ooding sourcesnsidethelocal
stub network, while the SYN vs. FIN pairs methodis usedby the last-mile CPM to detectincipient

ooding attacksandissueawarningto thelocal network administrator

4.3 RobustnessagainstNetwork Anomalies

While thereis no strictone-to-onanatch,underthenormalcondition,avery strongpositive correlation
betweenthe numbersof SYNs and FINs (RSTs)or SYN/ACKs doesexist asshavn in Section5.2.
The discrepang betweenthe numbersof SYN andFIN (RST) or SYN/ACK pacletsis dueto SYN
lossesand subsequentetransmissions.The SYN lossesare causedby variousnetwork anomalies,
includingnetwork congestionroutingloopsandlink failures.Clearly, thesenetwork anomalieseduce
thedetectionsensitvity of CPM.

Fortunatelythesenetwork anomaliesretriggeredoy unrelatedevents;andto date thereexistslittle

evidenceindicatingthat thesedifferentnetwork anomaliesare closelycorrelated. The recentinternet
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measuremergtudieshave shavn that: (1) thereis little congestionnsidethecoreof thelnternetwhere
thebandwidthover-provisioninghasbeenwidely usedandthelink utilization variesfrom 3 to 60%][5];
(2) the majority of routingloopslastshorterthan10 secondg22]; and(3) link failuresarefairly well
spreackvenin thetime scaleof minutes[20]. Thereforetheserandomly-occurringhetwork anomalies
canbe treatedaswhite noise. To offset the effect of white noise,a safetymaigin canbe addedwhen
thenormalupperbound,a, is set,withoutjeopardizinghe detectionsensitvity. Only aseverenetwork
congestionjong lasting routing loops,andbursty occurrenceof link failures— which rarely happen

— canconfusethe CPMto issuefalsealarms.

4.4 Parameter Speci cation

To usethe CUSUM algorithmfor SYN ooding detection,we only needto specifythreetunablepa-

rametersa, theupperboundof ¢, whichis themeanof f X ,g in normaloperationh, thelowerbound
of theincreasen f X,g= f X, agduringanattack;and,N, the ooding threshold.

The CUSUM algorithmrequirest (X,) < 0 beforethe changepoint,andE (X},) > 0 afterit, i.e.,
a> candh > a. Basedonthediscussionn Section2.2,to ensurealongfalsealarmtime andmalke it
independentf network sizeandtrafc patternwe seth = 2ain ourdesign.As thelast-mileCPMthat
utilizes SYN vs. FIN pairsfor ooding detectionmonitorsthe incomingtrafc, all the SYN ooding
pacletsconverge,andthereforealargedifferencebetweerthenumberof SYN andFIN (RST)paclets
is easilyobsenablewith h  c. In this casethe detectionis not sensitve to the choiceof a. With a
large safemaigin, we cansimply choosea = 1 andh = 2.

In contrast,asthe rst-mile CPM thatemploys SYN vs. SYN/ACK pairsfor ooding detection
monitorsthe outgoingSYN andincoming SYN/ACK trafc, only partof the ooding SYN paclets
canbeseenby eachdetectoibecausanattackmay beinitiatedfrom mary sitessimultaneouslyThus,
a properchoiceof a is moreimportant. To balancethe detectionsensitvity andfalsealarmrate,we
seta = 0:35andh = 0:7. Note that the choicesof a and h are insensitve to network size and
trafc pattern. In doing so, a universalfalsealarmrate canbe realizedfor easyimplementabilityof
our detectionmechanism.On the otherhand,in practice,the network administratorof the involved
edgeroutercanincorporatesite-speci cinformationsothatthealgorithmcanachieze higherdetection
sensitvity.

Basedonaandh, the ooding threshold\N canbespeci edasfollows: (1) assume& = 0,and can
thusbeobtainedrom Eq. (9); and(2) specifyatargetdetectiortime (i.e.,theproductof andN) such
thatthe ooding thresholdN is determinedoy Eq. (8). We choosety asthe designeddetectiontime
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for thelast-mileCPM, hence = 1andN = 1. In contrastwe choose3t, asthe counterparfor the
rst-mile CPM,hence = 2:86andN = 1:05° Comparedo thelast-mile CPM, the shortdetection
time of the rst-mile CPMis notsocrucialto thevictim: therevelationof the ooding sourcess more
valuable,althoughit may take longertime. Note thatthe valueof N is partially determinedby the
designedletectiorntime, soit maynot belargerthanthevalueof h.

It is worth notingthatour algorithmis to checkthe cumulatve effect of anattack.So, it candetect
attackswith the SYN ooding ratelessthanh at the expenseof a longerresponsdime. The actual

lower boundof detectionsensitvity in termsof SYN ooding rate,f i, , canbegivenas

R
fon = (@ © —: (10)

to
Furthermorethe detectioncapabilityis not sensitve to the ooding pattern:it candetectthe attacks
with both constantand bursty ooding rates. The effectivenessof CPM is evaluatedby trace-drven

simulations.

5 Performance Evaluation

To evaluateandvalidatethe CPM, we have conductedrace-drven simulationexperiments.Thetrace
datawe usedare collectedfrom four different sitesat differenttimes. The rst tracewas gathered
at DEC's (now HP) primary Internetacces$oint, which is an EthernetbMZ network. It containsan
hour'sworthof all wide-aredrafc betweerDEC WesterrResearch.abandthelnternetonMarch9th,
1995. The secondracewastaken on March 13th,1997on a 10 Mbps EthernetconnectingHarnard's
maincampugo theInternet,whichis a half-hourtrace.Thethird setwasobtainedoy placingnetwork
monitorson the high-speedink (OC-12,622 Mpbs)thatconnectghe University of North Carolinaat
ChapelHill (UNC) campusnetwork to the restof the world. The tracewascollectedon September
27th, 2000. The fourth setwas collectedat the Internetaccesdink that connectsthe University of
Aucklandat New Zealandto the restof theworld. Thetracingranfrom 14:36to 17:47on Thursday
Decembebth, 2000.

The tracesusedin our experimentsare summarizedn Table1. Note thatthe DEC andHarvard
tracesare mixed trafc collectionsin both directions, but the UNC and Auckland tracesare uni-
directional:UNC-in andAuckland-incollectedthetraf c datafrom thelnternetto the UNC andAuck-

land campusetworks, respectrely, while UNC-outand Auckland-outcollectedthe traf c datafrom

5N maynotseemnto belargeonthe absolutgerm,but it is largerelative to normal uctuations.
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Tablel: A summaryof thetracefeatures

| Trace | Startingtime | Trafc type |
DEC 2:00,ThuMar9, 1995 Bi-directional
Harvard 12:39,ThuMar 13,1997 | Bi-directional
UNC-in 19:30,Wed Sept27,2000 | Uni-directional
UNC-out 19:30,Wed Sept27,2000 | Uni-directional
Auckland-in || 14:36,Thur, Dec5, 2000 | Uni-directional
Auckland-out| 14:36,ThurDec5, 2000 | Uni-directional

the UNC andAucklandcampusetworksto the Internet,respectrely.

5.1 Data Sampling

We collectthe numbersof SYN, SYN/ACK, andFIN (RST) pacletsduring every obsenation period
to, which determineghe detectionresolution. In orderto relatethe SYN andFIN (RST) paclets of
the sameconnectionthe samplingtime of FIN (RST)is delayedby t4 after SYN is sampledwhere
ty is so chosenthat a signi cant portion of connectiongequestediuring the SYN samplingperiod
terminatein the corresponding=IN (RST) samplingperiod. Internettrafc measurement&6] have
showvn thatmostof TCPconnectionsast12—19secondssowe setthesamplingdelayt4 to 10 seconds.
In contrastsincemostRTTs arelessthan0.5 secondyve startthe collectionof SYNsatthe out-bound
sniffer andSYN/ACKSs at the in-boundsniffer simultaneouslyTo balancethe detectionresolutionand
thealgorithm's stability andaccurag, we setty to 10 secondsNote,however, thatbothparameterare

tunableandour algorithmis not very sensitve to this choice.

5.2 Normal Protocol Behavior

Thethreesetsof tracesrepresenthe normalprotocolbehaiors at the exchangepoints betweendif-
ferentstubnetworks andthe Internetat differenttimes. We parsethe tracesandextractthe TCP SYN,
SYN/ACK, FIN andRST pacletsfrom the TCPtraf c.

5.2.1 SYNvs.FIN Pairs

The dynamicsof “generalized”SYNs thatinclude SYNs and SYN/ACKSs, FIN and RST paclets at
the DEC site areillustratedin Figure4 (a), andthe correspondingesultfrom the Harnvard traceis
illustratedin Figure4 (b). Thosefrom UNC-in andUNC-outareplottedin Figures4 (c) and5 (a),and
Auckland-inandAuckland-outareshavn in Figuresb (b) and(c), respectrely. They clearlyshaov the
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Figure8: Thedynamicsof SYN andSYN/ACK pacletsat UNC andAuckland

consistensynchronizatiorbetweenSYN andFIN (RST) paclets. The consisteng indicatesthatthe
synchronizations aninherentprotocolbehaior andindependensf time andsites.

We have appliedthe CUSUM algorithmon all theavailabletraceswithoutinjecting ooding traf c.
Theteststatisticsf y,g, for all tracesareplottedin Figure6. For theHarvardandUNC tracesy, 'sare
constantlyzeros. For the Aucklandtraces morethan99%y,'s stayat zero. Theisolatedburstsin y,
arealwaysmuchsmallerthanthe thresholdN = 1:05: the maximalspikesof y, in Auckland-inand

Auckland-outare0.32and0.27,respectrely. So,no falsealarmsarereported.

5.2.2 SYN—SYN/ACK pair

Thedynamicsof SYN andSYN/ACK pacletsatthe DEC andHanardsitesareillustratedin Figures7
(a) and(b), respectirely. The outgoingSYNsandincomingSYN/ACKs from the UNC andAuckland
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Figure9: CUSUM teststatisticsundernormaloperationat: Harvard, UNC andAuckland

tracesareshavnin Figures8 (a) and(b), respectrely. As with SYN vs. FIN pairs,thesegures clearly
demonstrate consistenpositive correlationbetweenSYN and SYN/ACK paclets. The consisteng
indicateghatthestrongpositive correlationis alsoa distinctprotocolbehaior andindependentf time
andsites.Notethatin the gures of the DEC andHarvardtraces, SYNsandSYN/ACKs arecollected
from bothdirections,jnsteadof “OutgoingSYN” and“Incoming SYN/ACK” asshovn in theUNC and
Aucklandtraces.

Also, we have appliedthe CUSUM algorithmon the Harvard, UNC and Aucklandtraceswithout
adding ooding attacks.Theteststatisticsfy,g, for the Harvard andUNC tracesareplottedin Fig-
ures9 (a) and(b); thatfor the Aucklandtraceis plottedin Figure9 (c). As expectedfor all thetraces
tested,y,'s aremostly zeros. Among the isolatedspikesof y, in the Harvard trace,the maximumis
about0.05; the maximalspike of y,, in the Aucklandtraceis about0.26. Both aremuchsmallerthan
the ooding threshold\ = 1:05. So,nofalsealarmsarereported.

In summaryunderthe normalcondition,thedifferencebetweerthe collectednumberof SYNsand
FINs (RSTs)or SYN/ACKSsis verysmall,ascomparedo thetotal numberof TCPconnectiorrequests.
This obsenation holdsin spite of the fact that the total numberof TCP connectionrequestsnay be
bursty on a smalltime scale,andslowly-varyingon a large time scale.In otherwords,the correlation
betweenthe numbersof SYNsandFINs (RSTs)or SYN/ACKSs is not sensitve to the requestarrival
processTheconsistensynchronizatiometweerSYNsandFINs (RSTs)or SYN/ACKsis independent

of thesitesandtime-of-day
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5.3 SYN Flooding Detection

With theappearancef Trinoo, which only implementdJDP paclet ooding, mary toolshave beende-
velopedto createDDoS attacks.Most of them,suchasTribe Flood Network (TFN), TFN2K, Stachel-
draht, Trinity, Plagueand Shaft,generateT CP SYN ooding attacksandrandomizeall 32 bits of the
sourcelP addresq12, 13]. Although theseDDoS attacktools emplgy differentwaysto coordinate
attackswith the goal of achiezing robustandcovert DDoS attackstheir ooding behaiors aresimilar
in thatthe SYN pacletsarecontinuouslypombardedo thevictim.

UnderSYN ooding attacksthe ooding SYN trafc hassigni cant regularity andsemanticghat
canbe ltered out. Theexperimentswith SYN attackson commercialplatforms[39] have shavn that
theminimum ooding rateto overwhelmanunprotectedgeneris 500SYN pacletspersecond How-
ever, with a specializedre wall designedo resistagainstSYN ooding, a sener canwithstandan
attackwhose ooding rateis up to 22,000SYN paclets per second39]. To bring down the victim
sener for 10 minutes,for example,attaclers mustcollectively inject at least300,000SYN paclets.
During the sametime period, however, the numbersof countedFINs (RSTs)andSYN/ACKs remain
largely unchanged.Therefore therewill be muchmore SYNsthanFINs (RSTs)or SYN/ACKs col-
lectedduring the ooding period. The differencebetweenthe numbersof SYNs and FINs (RSTs)
or SYN/ACKs will increasedramatically and remainlarge during the whole ooding period, which

typically lastsfor severalminutes[37].

Normal traffic Flooding traffic

Leaf Router
In-bound Sniffer

Out-bound Sniffer

Normal traffic Flooding traffic
Sddoodd =

Figurel0: Thetrace-simulationooding attackexperiment

In the SYN ooding detectionexperimentsthe UNC and Auckland 2000 tracesare usedasthe
normal backgroundrafc. Amongthem,UNC-in or Auckland-inis usedfor incomingbackground
traf c, andUNC-outor Auckland-outis for outgoingbackgroundrafc. The ooding trafc is mixed
with thenormaltrafc, andthe CPM attheleafrouteris simulatedasshowvn in Figure10. Becausg¢he
non-parametric€CUSUM methodis usedfor detectionof ooding attacks,the ooding trafc pattern

or its transientbehaior (bursty or not) doesnot affect the detectionsensitvity. Rathey the detection
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Figurell: SYN ooding detectionsensitvity atthelast-mileCPM

sensitvity dependsonly on the total volume of ooding trafc. So, without loss of generality we
assumehatthe ooding rateis constant.

In DDoSattacksthe ooding trafc seerby the rst-mile andthelast-mileCPMsis quitedifferent.
The ooding trafc passingthroughthe last-mile CPM is the aggregationof the ooding trafc from
all distributed ooding sourcesallowing for mucheasierdetectionof anattack.However, the ooding
detectionat the rst-mile CPM is much moredif cult. In a large-scaleDDoS attack,the ooding
sourcescanbe so coordinatedhatthetrafc from each ooding sourcemay not be noticeableat all.
SupposeheminimumSYN ooding trafc to bringdownaTCPsenerisV pacletspersecond.Then,
the ooding rateat the last-mileCPM s V, but the ooding rateseenby the rst-mile CPM may be
muchsmallerthanthis.

We assumehatthe ooding traf c is evenly distributedamongdifferent ooding sourcesandthere
is only one ooding sourceinside eachstubnetwork. The ooding rate seenby the rst-mile CPM,
fi, equalsthe individual ooding rateinsidethe samestub network. Therefore,f; is determinedoy
Ais, whereAys is the total numberof the stub networks that contain ooding sources.This settingis
intendedto “hide” the attackfrom the rst-mile CPM. Thatis, thelessthe ooding sourcesnsidethe
stubnetwork, theless ooding trafc seenby the rst-mile CPM andthe harderto detectthe ooding
attack.The ooding durationin all experimentss setto 10 minutesatypical attackdurationobsenred
in thelnternef37]. Thestartingtime of ooding attacksn theUNC traceds randomlychoserbetween
1 and9 minutes but the startingtime in the Aucklandtracedies betweer83 and166 minutes.

We rst examinethe detectionsensitvity atthe last-mileCPM, which employs SYN vs. FIN pairs

asits detectionmethod. To demonstratehe high sensitvity of last-mile CPMto SYN ooding, the
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ooding rateV is setto its minimum, 500 SYNSs per second. The simulationresultsare plottedin

Figuresll (a) and(b), shaving thatthe cumulatve sumy, exceedshe ooding threshold‘1” in one
obsenation period,i.e., the fastestresponseanbe achieved, in the Aucklandand UNC tracecases,
respectrely. So,thelast-mileCPM of the Aucklandcasecandetectthe SYN ooding attacklessthan
10 secondsandsodoesthelast-mileof the UNC case.Oncethe ooding attackis detecteda defense
systemlike SynDefendercanbe triggeredto protectthe victim from the ooding attack. To paralyze
the defensesystemat the victim, attaclershave to increaseheir ooding rate,andthe rst-mile CPM

will thenbemorelikely to detectandlocatethe ooding sourcesnsidethe stubnetwork.

To examinethedetectiorsensitvity of the rst-mile CPM,whichemplog/sSYN vs.SYN/ACK pairs
to detectattackswe vary the ooding ratef; seenby the rst-mile CPM,i.e.,theindividual ooding
rateinsidethe stubnetwork. As thelast-miledetectionis mucheasierthanthe rst-mile detectionwe
only studythe detectionprobability and detectiontime for the latter. We conductthe SYN ooding

detectionexperimentson the UNC andAucklandtraces.

5.3.1 The UNC Case

Using the UNC tracesasthe backgroundrafc, we obsenre the dynamicsof y,. Figuresl2 (a), (b)
and(c) plot thedynamicbehaiors of y,, whenf; is setto 35,60and80 SYNspersecondrespecitrely.
The accumulatie effectsof SYN ooding areclearly shovn in these gures. In the casesf 60 and
80 SYNs persecondthe rst-mile CPM candetectthe SYN ooding attackin 4 and2 obsenation
periods,respectrely. However, in the caseof 35 SYNspersecondthe rst-mile takesa muchlonger
time (about24 obsenation periods,i.e., 4 minutes)to exceedthe ooding thresholdof 1.05. The
detectiorperformancef the rst-mile CPMin thecontet of theUNC tracess summarizedn Table2,
which lists the detectionprobabilitiesanddetectiontimesfor differentf; values.Notethatthe units of
detectiorntime aremeasuredn numberof the obsenationperiodty, whichis setto 10 seconds.
Clearly, larger ooding ratesleadto fasterandeasierdetectionof attacks.Accordingto Eq. (10),
thelowerdetectiorboundis about37 SYNspersecondn thissimulationscenariolf weimplementhe
sameCPM ata smallersubnetR — the averagenumberof incomingSYN/ACKs — will be smaller
sowe canachiese higherdetectionsensitvity. Thisis con rmed by the studyof the Aucklandtraces,

whichis presentedh thenext section.
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(a) 35 SYNspersecond (b) 60 SYNspersecond (c) B0 SYNspersecond

Figurel2: SYN ooding detectionsensitvity of the CPM atUNC

Table2: DetectionPerformanc®f the rst-mile CPMatUNC

| fi | DetectionProh | DetectionTime |

35 0.8 24.43
37 1.0 18.75
40 1.0 12.25
50 1.0 5.95
60 1.0 4.05
70 1.0 2.80
80 1.0 2.05
100 1.0 1.45
120 1.0 1.0

5.3.2 The Auckland Case

In the caseof Aucklandtracesthe dynamicbehaiors of y,, areillustratedin Figure13 whenf; is set
to 1.5,3 and4 SYNspersecondrespectiely. In the caseof 1.5 SYNspersecondihe rst-mile CPM
candetectthe SYN ooding attackin about27 obsenation periods. In contrast,atthe ooding rate
of 3 or 4 SYNspersecondthe rst-mile CPM takesa muchshortertime (3 or 2 obsenation periods,
respectiely) to detectthe ongoing ooding. The detectionperformanceof the rst-mile CPM for the
contect of Aucklandtracesis summarizedn Table3. SinceR of the Aucklandtraceis muchsmaller
thanthatof the UNC trace thelower detectiorboundis reducedsigni cantly from 35to 1.5SYNsper
second.
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(a) 1.5SYNspersecond

(b) 3SYNspersecond

(c) 4 SYNspersecond

Figure13: SYN ooding detectionsensitvity of the rst-mile CPM at Auckland
Table3: DetectionPerformancef the rst-mile CPM at Auckland

| fi | DetectionProb | DetectionTime |

15 0.65 27.1
1.75 1.0 13.8
2 1.0 8.0
2.5 1.0 4.1
3 1.0 2.5
4 1.0 1.5
5 1.0 1.0

5.3.3 Discussion

Fromthedetectableooding rate,we candetermingheef cacy of CPMin detectingdistributed ood-
ing attacks. To bring a protectedsener down, the aggreate ooding rateV shouldbe larger than
22,000requestgpersecond39]. In the UNC case thelower detectionboundis 35, andA4 canbeas
large as 628 stub networks like the UNC case. Consideringthe factthatthe UNC stubnetwork con-
sistsof over 35,000userg49], it clearlydemonstratethe utility andpower of CPM. In the Auckland
case the lower detectionboundis 1.5, andhence A4 hasto be aslarge as14,666medium-sizestub
networks like the Auckland case. Sourceaddresspoo ng requiresthat the attackingsoftware open
a raw network soclet, so the attacler musthave root accesson endhosts. Although the attacler can
simultaneouslynitiate the ooding attacksfrom (possiblymary) machinesn severalISPs,it is much
harderto launchattacksfrom hundredor eventensof thousand®f stubnetworksdueto accesdimit.
We setthe parametersndependentlyf network sizeandtraf ¢ patternput thenetwork administra-
tor of theinvolvedleaf routercanincorporatesite-speci cinformationsothatthe CPM algorithmcan

achieve a higherdetectiorsensitvity. For instancejn the UNC casewe canreducea, theupperbound
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Figurel4: Improvementof ooding detectionsensitvity

in caseof normaloperationfrom 0.35t0 0.2andN, the ooding threshold,from 1.05to 0.6 without
incurringadditionalfalsealarms.Then,thelower detectionboundf ., decreaseBom 35t0 15SYNs
persecondandthe detectionsensitvity is greatlyimproved. Thedynamicsof y,, for thecasef; = 15
is shovn in Figure14.

In summary CPM not only achievesfastdetectionandhigh detectionaccurag, but is alsoeasily

implementableandbroadlyapplicable.

6 RelatedWork

Overthepastsereralyears,a numberof countermeasurdsave beenproposedandimplementedo de-
tect,defenseandtrace-backDoS attacks.Defensemechanismsredeployed eitherat routersto block
theprorogatiorof DoStraf ¢, oratvictim senersto mitigate ooding attacks.Therouterbasednitiga-
tion systemsncludeDistributedPacket Filtering (DPF)[40], IngressFiltering [14], Pushback25, 35],
RateThrottling [61] andSAVE [33]. TherearecommerciaproductssuchasMazu's Enforcer[38] and
Arbor Network's Peak ow [23] to block the DoStrafc at eitherthe enterprise-netark perimeteror
the ISP edgerouters. In parallelwith these,mary defensemechanism$iave beeninstalledat victim
senersor their proximate re walls to withstandDoS attacks,suchas Client Puzzle[27, 59], Defen-
sive Programming44], Escort[52], Hop-countFiltering (HCF) [26], Path identi er (Pi) [60], Syn
cache[32], Syncookies[4] andSynkill [48]. Also, therearecommercialproductsavailableto defend
Internetsenersagainstthe ooding attacks,suchasCheckPoint SynDefendef34] andNetscreers
Synproxying[24].

Sincethesourceaddressesf ooding pacletsarespoofedijt is verydif cult to uncovertheorigin

of a ooding source.To identify thecompromisee@nd-hostshatdirectly generateooding pacletsand
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the network paththatthesepacletstake, varioustracebackechniqueg3, 7, 11,47,50, 51] have been
proposed.By markingpacletsat intermediaterouters,IP tracebacl47, 51] andICMP tracebacK3]

reconstructhe pathto the ooding source.Thecontrolled ooding techniquedevelopedby Burchand
CheswicK8] inferstheattackingpathby observingheimpactof selectvely exhaustingsomenetwork

links uponthevictim. Usingnoisy polynomialreconstructionPeanet. al [11] proposedan algebraic
approacho performinglP tracebackA hash-basetP tracebackechniqudg50] canidentify theorigin

of individual pacletswith reasonableverheadhroughthe useof Bloom Iters. Moreover, anoverlay
network with selectve reroutinghasbeenusedto trackandpreventDoStrafc [28, 55].

As the rst stepto thwart DoS attacks,an accuratefastand lightweight detectionmechanismis
essentiafor the defenseand tracebacksystems. Basedon traf ¢ behaiors, several DoS detection
mechanism$iave beendeveloped,including MULTOPS[17] and D-WARD [36]. Beingdeployed at
source-enchetworks, D-WARD [36] monitorstwo-way trafc betweenthe network and the rest of
the Internet. By comparingthe monitoredtrafc with normaltrafc models,D-WARD detectsand
throttlesthe ongoing ooding attacks.lts normaltraf c modelsaresimply basedon o w rates.In the
designof MULTOPS[17], atreeof nodesarebuilt to keeppaclet-ratestatisticsfor subnetsat different
aggreationlevels. Basedon the obsenation of a signi cant disproportionaldifferencebetweenthe
trafc o wing in andout of the victim, routersuseMULTOPSto detectongoingbandwidthattacks.
However, the burstinessof Internettrafc [31, 43] makesthis detectionof attacksmuchharder since
thereis no naturallengthof burstfor self-similartraf c. Furthermorethenormalinternettraf c pattern
is site- andtime-dependentWith the diversity of userbehaiors andthe emegenceof nev network
applicationsit is verydif cult to build arobustandgeneraimodelfor describinghenormaltrafc ow
rates.

Within the scopeof more generalintrusion detection,mary differentapproache$iave beenpro-
posedo detectanomaliessuchasmachindearning,neuralnetworks,statemachinanodelandMarkov-
chainmodel. In this paper we detectthe occurrenceof a DoS attackas an instanceof sequential
change-pointandapply non-parametri€CUSUM for detectingthe change-pointOtherchangedetec-
tion methodswhich directly applyto raw IP traf c without deriving protocolbehaiors for detecting
network anomalieshave alsobeenintroduced,e.g.,wavelet-basedl], spectrum-baseff1], sketch-
based29] andsignalprocessingpproachefs7].

Unliketheabove-mentionedchemesindcommerciaproducts CPM extractstheinherentprotocol
behaiors from theraw IP traf c anddetectsDoS attacksbasedon the protocolbehaiors. Sincethe

protocolbehaiors aremuchmorestablethanthoseof Internettrafc, CPM is muchlesssensitve to
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siteandtrafc patternshanthe otherschemesMoreover, no per o w stateis requiredby the CPM.
It only keepstrack of a few paclet counts. By applyingthe non-parametriCUSUM method,CPM
candetectthe ooding attacksin atimely mannemwith low computationabverheadasshowvn in our
trace-drvensimulations.Overall, therobustnes®f CPM resultsfrom its simplicity andrelianceon the
protocolbehaiors.

Notethatall of the otherdetectiondefenseandtracebacknechanismsleployedat routersor re-
walls wereusedsolely for counteringDoS attacks,anddo notimprove (somemay even degrade)the
end-to-endperformanceof clientsbehindrouters,thusgiving little incentive for wide deployment. In
contrast,CPM s, in somesensea by-productof the routerinfrastructurethat canprovide ne-grain
paclet classi cation andservicedifferentiation[58]. As CPM differentiatescontrol paclets (suchas
TCPSYNSs)from datapaclets,end-to-engerformanceanbeimprovedsigni cantly asshavnin [58].
Therefore CPM bene tsnotonly victim senersbut alsothe clientsinsidethe stubnetwork, makingit

attractve for wide deployment.

7 Conclusionand Futur e Work

We developedand evaluateda simple androbust mechanismCPM, to detectDoS ooding attacks.
CPM utilizes the inherentnetwork protocol behaiors that areinvariantundervariousarrival models
andindependenbf sitesandtime-of-day The distinct featuresof CPM include: (1) it is stateless
andrequireslow computationoverhead makingitself immuneto ary ooding attacks;(2) the non-
parametricCUSUM methodis employed, makingthe detectionrobust; and(3) it is insensitve to sites
andtrafc patternsCPM canbeinstalledateither re walls or leaf (ISP edge)routers.

As acasestudy theef cacy of CPMis evaluatedandvalidatedby detectingSYN ooding attacks.
Tracesfrom differentsitesand collectedat differenttimeshave clearly demonstratethe SYN pairs'
behaiors. Then,we conductedrace-drvensimulations.The experimentakesultsshov thatthe CPM
achieveshigh detectionaccurag andshortdetectiontime. Moreover, oncethe rst-mile CPM detects
theongoing ooding trafc, thisinformationcanhelprevealtheorigin of ooding sources.

Recentlymulti-homedASsbecomaettractveto improveavailability, reliability andload-balancing.
In sucha caseacustomenetwork is connectedo the Internetby multiple ISPs.As long asthe paclets
thatbelongto the samesessiorgo throughthe sameeaf (ISP edge)router CPM still works. However,
if the pacletsof the samesessiorgo throughdifferentleaf routers,we needa loosesynchronization

mechanisnbetweerthe CPMsin thesdeaf (ISP edge)routerswhichis the subjectof our futurework.
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