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Abstract

Because the network provides the wires that connect a grid,
understanding the performance provided by a network is cru-
cial to achieving satisfactory performance from many grid
applications. Monitoring the network to predict its perfor-
mance for applications is an effective solution, but the costs
and scalability challenges of actively injecting measurement
traffic, as well as the information access and accuracy chal-
lenges of using passively collected measurements, compli-
cate the problem of developing a monitoring solution for a
global grid. This paper is a preliminary report on the Wren
project, which is focused on developing scalable solutions for
network performance monitoring. By combining active and
passive monitoring techniques, Wren is able to reduce the
need for invasive measurements of the network without sacri-
ficing measurement accuracy on either the WAN or LAN lev-
els. Specifically, we present topology-based steering, which
dramatically reduces the number of measurements taken for a
system by using passively acquired topology and utilization to
select the bottleneck links that require active bandwidth prob-
ing. Furthermore, by using passive measurements while an
application is running and active measurements when none
is running, we preserve our ability to offer accurate, timely
predictions of network performance, while eliminating addi-
tional invasive measurements.

1 Introduction

Measuring and predicting the performance of a network is
critical to the performance of grid applications, as well as
many other uses of distributed computing. The importance
of this field is indicated by the tremendous number and range
of measurement tools that have been developed [6], including
active TCP-based probes, SNMP queries, and packet disper-
sion techniques. The number of options makes selecting and
administering the proper tool a daunting task for an end-user,
and furthermore, the wide variety of grid-based applications
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and endless combinations of machines on which they can run
dictate that no single solution, and no small set of measure-
ments, will adequately encompass the needs of all applica-
tions and users.

To simplify the process of taking measurements, and to ad-
dress the challenge of providing measurements as a stan-
dard service of a grid computing environment, several mon-
itoring systems have been developed. NWS combines host
and network measurements, primarily focused on WAN mea-
surements, into a system with advanced features for predic-
tion [27, 28]. Remos, which we participated in developing,
has similar goals but instead focuses on using SNMP queries
to obtain measurements of LAN and campus networks [8, 17].
Nimi was developed to run a variety of tools used by network
administrators [1]. These systems, and several others, do a
good jobs of making network measurement manageable. But
none of them does a complete job of scaling to the diversity
and complexity of grid environments and applications.

1.1 Application Requirements
We will discuss three application classes: bulk data transfer,
interactive visualization, and optimistic computation. Each
has a different set of requirements from the network, re-
quiring slightly different information to select resources and
adapt their behavior effectively. The applications include
long-term TCP data streams, high-bandwidth latency sensi-
tive messages, and latency-tolerant single-packet messages.

As diverse as the application requirements are, they require
equally diverse network and computing resources. In partic-
ular, the topology of the networks can be quite different and
can play an important factor in their performance. Most net-
work measurements taken today ignore topology—they sim-
ply measure the characteristics of the path between two end-
points. This approach works well in many cases, but in others
it may fail to provide sufficient information. For example,
a quick glance at the three applications would seem to im-
ply that bulk data transfer is least likely to be affected by
topology, being only a TCP connection between two end-
points itself, but that the other applications may be affected
by contention among their own messages depending on net-
work topology. However, even the simple bulk-transfer may



require some knowledge of topology. For example, if the
measurement between two sites on the Internet is taken from
different machines at those sites than those performing the
data transfer, there may be a bottleneck on the LAN that is
not measured by the measurement across the Internet (not un-
likely in today’s world of 100Mb to the desktop and 10Gb
research backbones). Therefore, even such a simple applica-
tion as bulk data transfer may require topology knowledge of
the LANs on which the two endpoints are located.

To meet the challenges of widespread grid computing, a mon-
itoring system must be able to respond to the diverse needs of
grid applications, both in terms of the range of traffic they will
generate and the variety of systems they may run on. Meeting
these challenges requires the measurement tools and support-
ing software to meet several requirements:

Portability Measurements of the same basic characteristic,
such as available bandwidth, must be interchangeable.
For example, it must be possible to compare 128K TCP
probes with 16K TCP probes.

Topology The measurement system must be aware of topol-
ogy to detect local bottlenecks, in the case of WAN
connections, and to predict contention, in the case of
parallel connections.

Scalability The measurement system must scale, both for
LAN and WAN connections.

To some extent, these requirements are met by various exist-
ing systems, but they have not been integrated into a single
system for providing information to grid applications. First,
significant results have already been achieved that address the
portability requirement. These results serve as a proof-of-
concept, but more work is necessary to ensure full portability
across multiple systems. Similarly,topologyinformation can
been captured for both LAN and WAN systems. This infor-
mation must be integrated into measurement systems so that it
is available to applications [7, 17]. Furthermore, topology in-
formation is vital to solving thescalabilityproblem, because
in complex systems, such as most campus networks and a
global grid with thousands of sites, it allows measurements to
be concentrated on bottleneck links, rather than blindly mea-
suringN2 pairs.

1.2 The Wren System
The principal feature of Wren’s approach to providing net-
work measurements that scale from clusters to WANs is
topology-based steering.Wren uses the topology informa-
tion we can gather to identify potential bottlenecks in the net-
work. Knowing where the bottlenecks are, and what traffic
will be affected by them, we then steer active measurement
techniques to measure only those links that may cause bot-
tlenecks between machines. Appropriate application of this
technique reduces the complexity of measuring the connec-
tions between nodes fromN2 to approximately logN.

Wren combines topology-based steering with techniques to
further reduce the measurement load by combining passive
and active measurements into one system. The concept is
simple—when a grid application is running, all measurements
are made passively. However, when no application is running,
or when the grid application is not sending sufficient traffic
between the desired pairs of machines, we use active band-
width probes. This capability hinges on the conversion from
the passive measurements to active measurements—it must
look like a continuous series of identical measurements for
most prediction systems to operate.

Section 2 will discuss the networking requirements of the
three application classes mentioned above. Sections 3 and
4 discuss the approach we are implementing in Wren to pro-
vide scalable network measurements. We finish the paper by
discussing important directions for deploying scalable mea-
surement services across grid environments.

2 Application Requirements

Before discussing the appropriate way to take network mea-
surements, we must discuss application requirements. There
are two components to this discussion—first the operations
that the application performs, and second, the environment in
which that application is generally run. These two factors dic-
tate the measurements that must be made to schedule or adapt
the application.

2.1 Bulk Data Transfer
Bulk data transfers, most notably for high-energy physics, but
also required for remote instrumentation and database collec-
tions such as medical, remote microscopy, and genetics re-
search, require moving large amounts of data between points
on a network. If there is no choice of data source or desti-
nation, then there is no purpose in measurement, except for
tuning the protocol parameters. However, when there is the
option of either retrieving the data from multiple sources or
processing it at different destinations, there must be quantita-
tively comparable measurements available so the application
can select the best sites for the transfer. Among the require-
ments for measurements in this situation are:

• The measurements must all be of the same type, or if
they are taken using different techniques, they must be
quantitatively comparable.

• Any shared bottlenecks must be reflected. For example,
retrieving in parallel one-quarter of the data from each
of four sites measured at 5Mbps will not be helpful if
that 5Mbps was a bottleneck at the destination site’s
connection to the Internet.

• The measurements must be valid for the machines per-
forming the transfer—if the machine taking the mea-
surement is in a university computing center, but the
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machine retrieving the data is in a separate department,
there must not be a more restrictive bottleneck along
the path to the retrieving machine than to the measur-
ing machine.

2.2 Interactive Visualization
Interactive visualization imposes a more demanding set of re-
quirements on the network. First, the location of the data
and the user dictate the sites to which the traffic must be di-
rected. However, measurements are still important because
there many parameters of such a visualization are flexible, in-
cluding video quality and frame rate. Additionally, the com-
putation itself may be parallel and relocatable, with only the
source and destination fixed, but the network and computa-
tional path used along the way open to adaptation.

Interactive visualization shares the measurement require-
ments of bulk data transfer, listed above, and adds additional
requirements:

• A parallel interactive visualization must deal with both
the connections between users as well as the perfor-
mance within whatever parallel resources are being
used for the computation.

• Short-term bandwidth is much more important to ap-
plication performance and adaptation than long-term
bandwidth.

2.3 Optimistic Computation
Conventional wisdom has parallel computations moving to
dedicated clusters, while naturally distributed applications,
where users or resources are already distributed, are run on
grids. However, new algorithms or ways of approaching old
problems sometimes open up new possibilities. We are cur-
rently exploring the use of optimistic computation for par-
allel mesh generation, previously regarded as a fine-grained
tightly-coupled application [4]. The optimistic approach to
the computation allows the application to tolerate latencies
and run efficiently on a variety of platforms, ranging from
well-designed clusters to resources distributed across the In-
ternet.

Although the application is designed to tolerate latency, it still
requires bandwidth and latency predictions about the environ-
ment in which it is running. Each message is very short, but
the rate at which messages can be sent is still determined by
bandwidth. Furthermore, the optimistic computation relies on
knowing when it can expect responses to previous messages
to come in. Those prediction are dependent on the latency
predictions available.

The nature of an optimistic, latency-tolerant application re-
quires, again, a different set of network measurements:

• The messages exchanged by this application are very
short (typically one packet), but frequent.

• It requires bandwidth and latency information to adapt
its optimism thresholds.

• For best performance, a different algorithm can be run
within each tightly-coupled cluster than is run between
the clusters. Such adaptation requires precise informa-
tion about each cluster it uses.

In summary, these three grid applications have messages
varying from gigabytes to one packet. The timescales they
care about vary from minutes to microseconds. The systems
vary from an Internet path to detailed information on the com-
munication within each cluster.Network monitoring systems
for grid applications must scale in all three dimensions just
as the applications do.

3 Combining Active and Passive Measurements

Our goal is to provide accurate, up-to-date measurements be-
tween any pair of machines on the network, while maintaining
the scalability of the system and without introducing unnec-
essary load on the system. Wren seeks to reduce the load
imposed by measurements by passively utilizing existing grid
traffic to obtain measurements that would otherwise require
invasive probes to be used. Other projects have also looked at
passive monitoring of application data [2, 14, 15, 19, 21]. In
the development of Wren, we are looking to expand on these
approaches by using both active and passive measurements,
as well as relying on measurement portability to allow differ-
ent measurement techniques to be chosen according to avail-
able traffic, while preserving what appears to be a series of
the same probe to other applications and services.

There are two challenges to implementing Wren’s approach.
The first is the conversion from one set of measurements to
another, while preserving enough accuracy that the numbers
can be used in the same time-series. The second challenge
is instrumenting the system such that we obtain enough in-
formation to implement this approach, without compromising
the efficiency of the application while running.

3.1 Measurement Portability
With the large number of projects and techniques currently
being used for taking measurements, sharing information, and
ensuring the portability of that information has become a sig-
nificant concern for many researchers. The Network Mea-
surements Working Group (NMWG) of the GGF was started
with the goal of bringing together experts in the field to work
on ensuring that measurements are labeled in such a way
that the exchange and conversion of network measurements
is possible. Its first work has been a taxonomy of measure-
ments [18]. Although simple in principle, the first step to-
wards converting between measurements is agreeing on defi-
nitions of what is being measured.
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The culmination of that work is still in the future. In the
meantime there have been several proof-of-concept works
that have indicated that it is possible to obtain useful quan-
titative predictions of one form of a network measurement
by using another measurement, and possibly a scaling func-
tion to map between them. As part of Remos, we have previ-
ously implemented system that predicted the performance of
bulk TCP data transfers by observing bottleneck link utiliza-
tions through SNMP queries [16]. In those experiments, we
used previous history correlating SNMP-observed utilization
to the bandwidth achieved by TCP bulk data transfers. We
found that even when the mapping function was built using
data obtained significantly in the past, the SNMP-observed
utilization was still able to accurately predict the future per-
formance of TCP bulk transfers.

More recently, Swany and Wolski have studied using short
TCP probes to predict the performance of longer TCP
probes [24]. They take the approach of using a previous
history of correlated short and long TCP probes to build a
mapping function to be used in the future. This work is quite
important, because there are significant differences in the
performance and behavior of short-term versus long-term
data transfers. In particular, Swany and Wolski observe
that even when the short TCP probes never fully open their
congestion window, their performance is still capable of
providing accurate predictions of future long-term TCP data
transfers using their correlation function.

As part of the Wren project, we have been exploring using
instrumented kernels on the machines performing data trans-
fers to observe their behavior at packet level. In particular,
our work has focused on using not only the long-term per-
formance of TCP transfers, which can be highly influenced
by how the application uses the network, but also on observ-
ing packet pairs to analyze network performance based on
packet dispersion techniques. Figure 1 shows results compar-
ing these techniques on the same network connection. In this
example, two hosts across a WAN are exchanging data at full
rate. We see a high correlation between the performance ob-
tained by the TCP transfer and that calculated by each of the
other techniques. This correlation indicates that we should be
able to transparently instrument the machines being used in
a computational cluster to obtain information while the grid
application is running. When the application terminates, or if
it is not sending sufficient data between the pairs of machines
we are interested in, we can use active probes to supplement
those data.

We are currently extending these experiments to en-
vironments where the host is not consistently sending
full-bandwidth communication. We expect that these results
will indicate how often we can take advantage of the natural
traffic sent by the application to provide essentially zero-cost
measurements of network performance while applications
are running.
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Figure 1: Available bandwidth calculated several different ways.
Packet pair ACKs calculates dispersion of ACK arrivals
on the sender’s side compared to data transmission.
Packet pair performs dispersion calculations using in-
strumentation on the receiver’s side. Client and server
benchmarks calculate data over time for the receiver and
sender, respectively. TCP window calculates the ex-
pected rate based on the congestion window size on the
sender’s side.

3.2 Kernel Instrumentation
The information necessary for our technique is gathered by
instrumenting the network stack within the 2.4 series of Linux
kernels. The connection, sequence numbers, and flags of each
packet are recorded with a timestamp as the packet is trans-
ferred to or from the network interface. This information is
then made available to the user level through an interface in
the /proc filesystem. Our implementation minimizes the over-
head imposed at kernel level during program execution, and
hopefully allows analysis to be scheduled when the applica-
tion is waiting for data. The overhead imposed by the user-
level code is minimal, and the data can be transferred to an-
other machine for processing, as necessary.

We have implemented several different techniques for cal-
culating available and achievable bandwidth using this in-
strumentation. The simplest is the bulk-transfer benchmark,
where we observe the amount of data TCP successfully sends
over a given interval of time, duplicating the functionality of
traditional user-level probes within the kernel. These tech-
niques are accurate as long as the application is sending suf-
ficient data. Our other techniques are based on variants of
the packet dispersion techniques. We have implemented tech-
niques using either instrumentation at one or both ends, using
data packets or ACK packets depending on which ends instru-
mentation is available.

Figure 1 illustrates the correlation in the numbers produced
by the different techniques in our implementation. We have
measured the overhead imposed by our instrumentation and
compared it with an uninstrumented kernel and the Web-100
instrumentation of the same kernel [26]. Our implementa-
tion is in between the two versions, adding a small amount
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of overhead necessary to achieve its specific purpose, but less
than the more general-purpose Web-100 code.

4 Topology-Based Steering

Enhancing measurement portability allows us to reduce the
number of measurements taken on a system by utilizing traf-
fic already on that network, but it does not address the funda-
mental issues of reducing the complexity of the measurements
taken fromN2. As discussed in Section 2, grid applications
depend on measurements of both WAN communication and
cluster communication. We believe the best way to provide
this information in a scalable manner is to use topology infor-
mation to determine when a measurement between one pair
of machines can be applied to another pair.

Consider a network such as the one shown in Figure 2. For
the purposes of our discussion, this network could be either
a LAN or WAN. To meet our requirement of obtaining mea-
surements for all pairs of machines, there are two naive ap-
proaches to this network:

• A completely naive approach is to take allN2 mea-
surement possible. Assuming that the measurements
are synchronized to prevent contention, this approach
could take measurements continually, consuming a sig-
nificant portion of the network, and as the number of
processors grows, still not perform measurements fre-
quently enough to provide up-to-date information.

• A somewhat more intelligent approach is to partition
the measurement by choosing a node within each clus-
ter to perform measurements across the WAN, and only
perform pairs of measurement across the LAN. NWS
uses this approach by organizing hosts into cliques [11].
Cliques are effective, but naively selecting the clique
representative can be problematic. If there are signifi-
cant differences in how the clique representative is at-
tached to the backbone and how the other nodes are
connected to the backbone, the measurements between
cliques will not be useful for the other machines.

Wren’s topology-based steering approach addresses these
concerns by using knowledge of the network’s topology to
determine the best machines to use to take measurements.
By combining the information available through various mea-
surement approaches, we can effectively reduce the number
of measurements that need to be taken without sacrificing ac-
curacy or frequency of measurement.

4.1 Detecting Topology
Although the discussion above assumed knowledge of the
topology in Figure 2, acquiring that information isn’t nec-
essarily trivial. There are two approaches to characteriz-
ing network topology: physical and functional. The physi-
cal approach determines the physical links that connect the

network together. By determining the connections between
links, along with their capacities, queuing algorithms, and
traffic load, the network can be modeled and its behavior an-
alyzed or predicted. Physical topology can be determined for
both LANs [3, 17] and WANs [12, 20].

The functional approach differs in that it makes use of end-
to-end information, under the assumption that such observa-
tions are more readily available and usable than modeling
low-level network behavior. Functional topology represen-
tations attempt to group and arrange network sites accord-
ing to their perceived closeness determined by traffic per-
formance, rather than according to the actual connections of
physical links. This approach may be taken across a variety of
sites distributed around the Internet, or using a single-source
tree [5, 13, 22, 25].

If the functional topology is accurate, it provide the same in-
formation that a physical topology does in terms of steering
what pairs of machines to take measurements between. The
accuracy of the functional topology will, of course, impact the
accuracy of the measurements taken, but a reasonable func-
tional topology should be good enough to significantly reduce
the needed number of measurements while maintaining most
of the accuracy.

4.2 Topology with Utilization
The SNMP queries that Remos uses cannot measure the
achievable bandwidth of a TCP connection directly. How-
ever, they can measure the capacity and utilization of each
link. Our goal is to use the utilization information to deter-
mine which links have sufficient competing traffic that active
probes must be used to measure the achievable bandwidth
against that traffic, and which are essentially free, and will
therefore not present a bottleneck.

While utilization is a good guide to achievable bandwidth, it is
certainly not the only factor. In particular, the type of the com-
peting traffic and the queuing discipline used on the switches
can have a substantial impact on the bandwidth an application
actually achieves. These properties make utilization most in-
teresting as a way to identify bottlenecks that must be mea-
sured, rather than as the sole measurement themselves. For
example, links that average below 1 percent utilization and
never are fully utilized are not nearly as important as links
that average 10 percent utilization and are frequently fully
utilized for short time periods. Identifying the portions of the
network where there is a potential for congestion and using
active probes to measure only those links is one advantage of
obtaining utilization information.

The LAN topology obtained through Remos makes it easy to
form accurate cliques by grouping the hosts attached to each
edge switch. After grouping the cliques, the next step is de-
termining the best representative for each clique. For this dis-
cussion, we will define the best representative as the one with
the highest achievable bandwidth to the edge switch connect-
ing the clique. A better technique would be to determine the
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capacity of the WAN link to be measured and select any node
(or multiple nodes if necessary to saturate a high-bandwidth
link) with as much available bandwidth as the capacity of the
upstream link from the edge switch forming the clique. For
our initial implementation, however, we are simply working
to select the node with the highest achievable bandwidth.

Low utilization can be a guide to which host to select as the
clique representative, but the best confirmation is an active
measurement among the hosts in the clique, or to other nodes
outside the clique. We are working on refining algorithms to
select the optimal representative by applying active probes,
but currently select the node with the highest unutilized band-
width.

Once clique representatives have been determined, the pairs
of measurements needed to probe the backbone can be de-
termined. In Figure 2, each of the links A, B, and C needs
only one measurement. Capacity and utilization may provide
enough information to know which pair of cliques 1–4 will be
able to effectively probe links B and C.

4.3 Topology without Utilization
Remos is designed to provide topology, capacity, and utiliza-
tion information for a LAN. Capacity and utilization may sim-
plify the process of identifying backbone links that need to be
measured, as well as identifying which nodes should be rep-
resentatives of each clique for measurements across the larger
network.

However, there are still many cases where bandwidth infor-
mation is not available through SNMP. It is rarely available
(especially in real-time) for WANs, and although Remos is
designed to acquire it from bridges and routers in LANs, im-
plementations of VLANs and trunking frequently prevent uti-
lization numbers from being collected effectively. Further-
more, in some networks no layer-2 topology can be deter-
mined, but the network subnets provide some basic topology
information that should be useful in partitioning the hosts.
Therefore, we must be able to use topology information to
jumpstart the process of identifying the appropriate links to
measure bandwidth on.

For small groups of leaf nodes, a straightforward approach
is to perform the fullN2 pairs measurements, and select the
node with the highest bandwidth. By performing these mea-
surements continually, as done by a monitoring system, the
representative selection can be based on the node most likely
to have the highest available bandwidth, and can change over
time.

Assuming that accurate topology is available, the number
of measurements taken could possibly be reduced by tak-
ing advantage of the fact that there are only two links, plus
the switch, involved in each exchange. This is, however, a
complex statistical question that we have not yet attempted
to solve, preferring instead to acquire utilization informa-
tion from the network. However, even in the absence of any
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Figure 2: A hypothetical network topology to consider for
topology-based steering.

other information, an examination of the topology in Figure 2
shows that link A can be handled by only one probe (although
possibly several hosts may need to participate simultaneously
to saturate it). With this knowledge, especially if combined
with packet dispersion techniques designed to determine ca-
pacity and availability [9, 10], we can still utilize the topology
information to scale the number of measurements required to
monitor the system.

5 Future Directions

Our assertion that grid environments require network moni-
toring at all levels of their architecture, from the WAN links
to intra-cluster links, is somewhat controversial—for years
the assumption has been that the bottleneck of a wide-area
distributed application is in the WAN portion. However,
several factors are coming together to support our position.
WAN bandwidths have increased dramatically over the past
few years, to the point that multi-gigabit ISP connections are
widely available. In that same time, other than those used
by network specialists, servers, and custom-designed clusters,
few nodes are receiving more than 100Mb Ethernet connec-
tions. As grid computing becomes more widespread, we an-
ticipate that the number of machines participating in a grid,
but not on a network designed to give them the full WAN ca-
pabilities at their institution will grow. Here at William and
Mary, we have three computational clusters in different de-
partments, only one of which was given any more than a reg-
ular 100Mb to-the-desktop network connection.
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The Wren project is focused on using techniques of both pas-
sive and active measurements to provide scalable measure-
ment services capable of providing information at all lev-
els of grid architectures. It harnesses passive techniques for
topology discovery, utilization monitoring, and traffic mea-
surement for application in steering and selecting the best ac-
tive probes to provide the information needed by applications.
By maximizing the information collected by a small number
of active probes, Wren will be able to achieve the goal of
scalable measurements. This paper has described the prelimi-
nary results and goals of two components of the Wren system.
Upon completion it will be usable standalone, or as a compo-
nent to provide information to other systems such as NWS
or systems supporting standardized interchange of monitor-
ing information.

Figure 1 was contributed by Marcia Zangrilli, who is imple-
menting the active-passive monitoring techniques. Section 4
includes contributions from Sam Small, who is working on
using Remos’ topology information for clique selection [23].
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