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Abstract

The HB problem first introduced by Blum and Hopper has been the basis for extremely
lightweight authentication protocols for RFID tags [18, 19]. In this paper we introduce a variant
of this problem which we call the strong HB problem. We analyze the strong HB problem and
give some arguments that support its hardness. We then use the strong HB assumption in two
applications of independent interest.

First, while the HB problem has been the basis of several lightweight protocols for RFID
authentication, none of these protocols have proofs of security against fully adaptive man-in-
the-middle attacks. We improve on the HB# protocol [15] using the strong HB assumption.
Our protocol is two rounds less than HB#, with similar efficiency otherwise, and can be proven
secure against man-in-the-middle attacks. In addition, we create a related-key secure non-
adaptive MAC based on our improved version of the HB# .

1 Introduction

In the learning parity with noise (LPN) problem [19, 18], an adversary attempts to learn the value
of a bit vector x, after being given many pairs (b, z;), where z; = (x, b;) ®e; where with probability
p, €; = 1, otherwise e; = 0. The LPN problem is NP-hard [17] and the task of solving the LPN
problem over a randomly selected set of pairs b;, z; has been the basis of many cryptographic
protocols [19, 18, 15, 6]. The HB problem, first introduced by Blum and Hopper [18], is equivalent
to this “random” LPN problem. In the HB problem, the adversary’s goal is to produce a correct
bit z* given a random b* after being given many pairs b;, z; for random vectors b;.

In this paper, we discuss a variant of the HB problem that we call the “strong HB problem,”
in which the adversary’s goal is to produce a correct (b*, z*) pair for an adversarially chosen b*.
This is a straightforward and natural extension of the HB problem, but its hardness, and its use
in cryptographic applications, are unexplored.

Hardness. We give several arguments to support the claim that the strong HB problem is hard,
although it remains open to reduce the SHB problem to another known assumption. First, we note
that the only difference between the SHB problem and the HB problem amounts to whether or
not the adversary is allowed to select its own challenge vector or not. The case of the adversarially
chosen input has been handled in the context of the polynomial reconstruction problem; and has
been shown to be useful for cryptography and is thought to be hard [23].

Next, we give a reduction from an adversary who can attack SHB very successfully (probability
near 1) to an adversary who can solve the random LPN problem. Furthermore, we consider a broad
class of algorithms, including all methods we are aware of for solving LPN / HB [5], and show that



no such method will be successful against SHB with a polynomial number of queries. Finally we
argue that the SHB problem is randomly self-reducible. On the basis of this evidence, we propose
that the hardness of the SHB problem is a reasonable assumption.

Applications. We present two interesting applications based on the SHB assumption which
demonstrate its utility. The first is a highly efficient, lightweight authentication protocol well-
suited to use by RFID tags. The second is a highly efficient related-key secure non-adaptive MAC.

Authentication protocols used by RFID tags are expected to guarantee both security and
anonymity. These issues are complicated by the fact that RFID tags have extremely limited com-
putational abilities. Thus, a strong authentication protocol must be capable of being implemented
using a small amount of memory and little computation whatsoever, yet still provide sufficient,
(and in some ways contradictory), security guarantees.

Blum and Hopper [18] created a very efficient protocol for anonymous lightweight authentica-
tion. Their protocol, and two subsequent ones for RFID tags [19, 15], were based on the hardness
of the HB problem. These protocols are very efficient, but are not proven secure against a fully
adaptive man-in-the-middle adversary. We show how to use the SHB problem to bridge the gap
in RFID authentication by presenting the HB® protocol, which is lightweight, requires two fewer
rounds' than HB#, and is proven secure against a fully adaptive man in the middle adversary.

In addition, we construct an XOR related-key secure, non-adaptive MAC in the standard model.
This MAC derives directly from the RFID authentication protocol; specifically, the fact that the
protocol uses only two rounds is key in converting it into a MAC and the MAC gains its related key
security from the simple algebraic structure of the SHB problem. We discuss possible additional
efficiency gains to both the RFID and MAC protocols in Appendix A.

2 Prior Work

Cryptography and computational learning theory are two avenues of theoretical computer science
which have affected each other. Various intractability results in computational learning theory
utilize cryptographic constructions in their proofs [29, 22, 1]. In addition, several learning problems
which are thought to be hard have been used to create cryptographic constructions [4, 22, 23, 15,
18, 19]. The two most prominent learning problems used to create cryptographic protocols are
the “learning parity with noise” problem and the “polynomial reconstruction problem”. These
problems are quite similar in nature. Both concern themselves with learning some target function
f, given many samples of the form f(z;), where each sample is perturbed with some probability.
For the LPN problem, the target function is linear, while in the polynomial reconstruction problem
the target function is a polynomial of fixed degree. The learning parity with noise problem and the
resulting HB and HB+ protocols have been the basis of several authentication protocols, [18, 19, 15]
as well as a public key cryptosystem [28]. Similarly, the polynomial reconstruction, (PR), problem
has been the basis of a public key encryption scheme as well as a commitment scheme and a
blockcipher [23, 2]. Attacks on the various constructions and the underlying learning problems
have been proposed. [24, 13, 9, 16, 5, 27].

RFID tags are extremely lightweight, extremely cheap computational devices which are capa-
ble of interacting with a remote reader. The lightest weight tags do not even contain their own

'Regarding the HB¥ protocol as effectively requiring four rounds, since RFID tags cannot initiate a protocol on
their own.



power sources, instead they are only activated by the signal from the reader. As these tags can
be remotely read, and are used for many applications such as product tracking, secure entry, elec-
tronic passports and other related protocols, issues of authentication and anonymity exist. Various
authentication protocols based off of standard cryptographic primitives have been developed, each
providing different efficiency /security guarantees [6, 20, 11, 31, 12, 8, 30, 7, 25]. These protocols,
such as the “randomized hash lock” scheme, can be shown to be secure against a fully adaptive man
in the middle attack. On the other hand, protocols based off of the HB problem do not require the
use of expensive primitives, and as such are very efficient, however they have not been shown to be
secure against the same class of adversaries. The original protocol, HB, is easily seen to be insecure
against and adversary who can act as a valid reader [18]. HB™, deals with this difficulty [19],
however HB™ has been shown to be insecure against an adversary who can modify messages sent
by a valid reader during an instance of the protocol, and who can see if that instance is accepted
by the reader. HB# is immune to this attack, however it was not proven to be secure against a
fully adaptive man in the middle adversary [15].

Previous work on related key security has been mostly concerned with demonstrating insecu-
rity /reduced security in protocols under related-key attacks, though some positive results have been
achieved. Many constructions have been shown to have a reduced level of security under related
key attacks, such as NMAC [10] and AES [34, 33]. Bellare and Kohno [3] demonstrate that it
is impossible to create many different cryptographic primitives that are secure under unlimited
related key assumptions. As a positive result, they demonstrate that under a weaker model of a
related key adversary, one can constuct a related key secure PRP or PRF in the ideal cipher model.
Lucks, in [26], gives a construction of blockcipher which is related key secure against an adversary
which can only change part of the key, as well some constructions of related key secure primitives
under certain number-theoretic assumptions.

3 Definitions

If f: N — R is a function, we say that f is negligible if for all ¢, there is an ng such that for all
n> n(]vf(n) < %

We use A to denote an adversary; adversaries are typically assumed to be probabilistic polynomial-
time.

If x, g are vectors of length k, let (x,g) denote the inner product of x and g. When the context
is clear, let z; denote the i’th bit of vector z. We denote x randomly selected from {0,1}* by
x « {0,1}*, and x sampled from a random variable B by x « B.

LPN problem. If given enough values, by, 21, ba, 29, ..., by, z,, where z; = (x,b;) one can find x
using standard linear algebra. However, if z; = (x, b;) @ e; where ¢; is a random bit which may be
1 or 0, finding x from this transcript is NP-hard. This is called the “learning parity with noise”,
(LPN) problem.

Let p be a fixed probability such that 0 < p < 1/2. Let B, be a random distribution that
outputs 1 with probability p, and 0 with probability 1 — p. Let B, be the distribution that
outputs a n-bit vector, each bit being a sample from B,,.

Let Ly, be the distribution which when sampled selects b « {0,1}* and e « B,, and outputs
(b, z) where z = (x,b) @ e. Let Lx )4 be the distribution which when sampled outputs outputs



q samples of Ly ,. We will denote one sample of Ly, , as a matrix A and a vector z: Jde « B, ,
where Ax ® e = 2.

Definition 3.1 (Random LPN problem) Define ADV pn(A, k) to be
Prix « {0,1}*;17 «— A(1%); (A,2) < Lypg; X — A(A,2) : X' = x]

We say that the (probability p) random LPN problem is hard if the mazimum advantage ADV pn (A, k)
over all probabilistic polynomial-time A is negligible in k.

Since the information provided to the adversary cannot be influenced by the adversary, our
definition simplifies the problem into an off-line problem, where the adversary merely specifies how
many pairs to receive.

HB problem. The HB problem is a simple variant of the random LPN problem, in which the

adversary is not asked to reconstruct x, but is rather asked to create z* correctly given a random
b*.

Definition 3.2 (HB problem) Define ADVyg(A, k) to be

1
Prix « {0, l}k; 17 A(lk); (A,2) «— Ly pq;b* — {0, 1}k;z* — A(A,z,b") : 2* = (x,b™)] — 3
We say that the (probability p) HB problem is hard if the mazimum advantage ADVyg(A, k)

over all probabilistic polynomial-time A is negligible in k.

It is known that the LPN problem is hard if and only if the HB problem is hard [18].

3.1 Strong HB Problem

In the HB problem, the adversary A is asked to compute the correct parity for randomly chosen
vectors. We can also allow the adversary to be partially adaptive and compute the parity for vectors
of the adversary’s choosing. With this in mind, we define the strong HB problem.

Definition 3.3 (Strong HB problem) Define ADVsug(A, o, k) to be PriWINspyg(A, k)] — (1 —
p — ), where WINsyg(A, k) is defined to be

Prix « {0,1}*;17 — A(1%); (A, 2) < Ly, q; (b*,2%) «— A(A,2) : 2* = (x,b*) and Vi,b* # bj]

We say that the (probability p) strong HB problem is hard if there exists a non-negligible v such
that the mazimum advantage ADVsyg (A, p', k) over all probabilistic polynomial-time adversaries A
1s negligible in k.

Our use of « in this definition may seem strange; why not upper bound the adversary’s advantage
to be negligibly close to random guessing? As we discuss in the next section, the SHB problem can
be solved with probability non-negligibly greater than 1/2 so we cannot use that lower bound. It is
sufficient for our purposes however, to guarantee that the adversary’s advantage is non-negligibly
less than 1 — p. As such we say the SHB problem is hard as long as the adversary’s success is close
to 1 — p — « where « represents this non-negligible gap. In the next section we conjecture that
the SHB problem is hard for & = p — 2p%. Any smaller, but non-negligible o will suffice for our
applications.



4 Hardness of the SHB problem

In this section we discuss the SHB problem. We give some arguments supporting our conjecture
that the SHB problem is hard, and analyze other aspects of the problem. Informally, our argument
that the SHB problem is hard consists of two parts. The first part gives an upper limit on the
probability that the adversary can solve the SHB problem, by showing a reduction from the modified
problem to LPN. The second part examines known (non-polynomial) attacks on HB, HB', and
LPN, and shows how these attacks cannot be generalized to an efficient attacks on SHB. Since we
have observed no known attacks on the SHB problem in previous literature, this demonstrates that
new techniques will be necessary to solve this problem. We also argue that the SHB problem is
randomly self-reducible.

Maximum success probability. We now give an upper limit on the ability for an adversary
to solve the SHB problem by giving a reduction from the modified SHB problem to the LPN
problem. Informally, this reduction is relatively simple. If, over different instances of the SHB
problem, A returns many solutions b}, z; for different vectors b}, and if each solution is correct
with overwhelming probability, with high probability these vectors form a basis, and thus we can
recover X using standard linear algebra. The difficulty is in that an adversary A may not return
distinct vectors b}. A may have a vector b* “hardwired” as it were. We demonstrate how to resolve

this difficulty.

Theorem 4.1 Let A be a probabilistic polynomial-time adversary such that Pr[WINspyg(A) =1 —
v(k) where v is negligible. Then there exists A" such that ADV pn(A', k) is non-negligible.

Proof. We define the operation of .A’. When A requests one sample of Ly p 4, A’ receives one sample
from Ly, 4, (A,z). A randomly selects a k x k matrix R and a matrix A’ : A’'R = A. A’ then
returns A’, z to A. This is a valid sample from Lrxpq because Ax de =z = (A'R)xde =
A’'(Rx) @ e. A will then return a pair b*, z* such that (b*, Rx) = z* with all but negligible
probability. Since (b*, Rx) = (Rx)Tb* = xTRTb* = (b*)T"Rx = (x, RTb*) we now have the inner
product of a randomly selected vector, (as R was randomly selected), and x. A’ then retrieves ¢
new samples and re-runs .4 until it has repeated this procedure 2k times. Note that the probability
that A returns even one answer that is incorrect is at most 2kv(k), which is negligible.

The 2k vectors returned by A, b, = R;b} are k distinct random vectors such that with over-
whelming probability A’x = z where A’ is the matrix where each row is an b/ vector, and the 7’th
bit of z is z;. With overwhelming probability, some k of these vectors will be linearly independent,
and thus A’ can solve for x using Gaussian elimination.

Thus, ADV pn (A, k) is near 1, which is non-negligible. O

Theorem 4.1 assures us that the SHB problem is hard to solve extremely well, but does not
give us a useable upper bound. Ideally, we would like to bound the adversary’s success in the SHB
problem to be negligibly close to 1/2, the same as the HB problem. The next theorem shows that
we cannot upper bound the adversary’s success probability to be that low.

Theorem 4.2 Let (b;,2;) be a sequence of pairs produced by Ly, q. For all sets of indices i
through is, (b, & ... ® by, X) = 2, ®, ..., Bz, with probability 1 + (1 — 2p)*.



Consider an adversary which takes two samples b;, z;, bj, z; and computes b; ©bj, z; ® z; as its
answer. Based on Theorem 4.2 this will be right with probability 1 —2p+2p? which is non-negligibly
greater than 1/2.

Known attacks. We now examine previous attacks on the LPN, HB and HB™ problems and see
how these attacks might be applied to SHB. Attacks which give lower bounds on the difficulty of the
LPN and HB problems [13, 9, 16, 5, 27, 14], (though they do not break it), work by attempting to
exploit the linear structure of the LPN and HB problems. They attempt to find many equations of
the vectors b;, each equation containing a small number of vectors, such that by ®bo®...&bs =c
where c is equal to a desired vector, usually a canonical basis vector. With many equations being
equal to the same ¢;, this can give us (c;,x) with high probability due to Theorem 4.2. The
algorithm then uses these vectors c; to find x. For instance, the attack of [5] on the LPN problem
attempts to create the canonical basis vectors, (vectors where all but 1 element is 0), using this
process. To solve the SHB problem, we do not need to find a set of specific solutions c;, (c;, x,) we
merely require any one vector, c. We now show that this methodology is incapable of providing a
poly-time attack on SHB.

Theorem 4.3 Let A receive q samples of the form b;,z; = (b;,x) @ e where a; « {0,1}* as part
of his attempt to break the SHB problem. The probability that two equations a;;, ® a;,®, ...,a;, =€
and ay, @ ... ay, = c exist, each of size s or less where s = O(polylog(k)) is negligible.

Proof. There are y_;_; (‘Z]) different equations of size up to s given ¢ samples. As an upper bound
to the probability, we assume that each equation produces a different value c;. From [32] we can

conclude that: .
> <q> < s<q> < s¢* < 528
7 S

i=1
where | = O(polylog(k)) as if [ is not poly-logarithmic then ¢ is exponential in k& which makes .4
exponential in the security parameter. The probability that two equations output the same value c
is 2% as the vectors a; are randomly selected. Thus the probability that two equations exist that
both equal a vector c is less 2~ F+2rolvlog(k) which is negligible. O

What this shows is that if the adversary’s plan of attack against SHB is to gather “votes” for
the value of (x,c), by finding equations of values that xor to c, and if the adversary has only
polynomially many samples, then either ¢ will have a short equation but very likely only one, or c
will be the result of multiple equations, but all such equations will have more than polylogarithmic
b; values involved. In the former case, Theorem 4.2 shows that the adversary, with a single equation,
has probability % + %(1 —2p)® < % + %(1 — 2p)? of success. In the latter, each equation gives a
negligible advantage over %, so the adversary would need to examine exponentially many such
colliding equations, which would be impossible for a polynomial-time adversary.

Thus, this argument shows that if an adversary can solve the Strong HB-Problem that adversary
will need to utilize a genuinely new technique as they cannot depend on amplifying the advantage
gained through any linear equations, the technique used by all other known attacks on related
problems.

This leads us to propose the following conjecture concerning the SHB problem:

Conjecture 4.4 (Hardness of the SHB Problem) The SHB problem is hard for o = (1—p)—
3+ 3(1-2p)° =p—2p°



Uniform hardness. In order to support the claim that the SHB problem is useful for cryptogra-
phy, we need to justify that it is hard on average. Our arguments so far do not establish this, but
we now argue that the SHB problem is randomly self-reducible. We call one sample from Ly 4, as
an instance of the SHB or LPN problems.

Lemma 4.5 (Random self-reducibility) Any instance A,z of the strong HB problem can be
transformed into an instance of the strong HB problem with random secret x and biased error vector
e, such that a correct solution of the resulting problem can be translated into a correct solution of
the original problem.

Proof. The proof is a similar technique as is used in the previous reduction. Given a SHB problem
instance A, z, select a random invertible matrix R and a matrix A’ : A’'R = A. The rows of
A’ and the corresponding entries of z are then randomly shuffled. Since R is a random invertible
matrix and x is a random vector, Rx is a new randomly selected vector. As such, A'(Rx) @ e = z
is a valid instance with a randomly selected vector Rx. The shuffling of the rows of A and the
entries in z can be viewed as randomizing the error vector e.

When an adversary A returns a result b*, z* : z* = (Rx,b*) we can change the result to
R”b*, z*, a correct solution to the original problem instance. O

Theorem 4.6 (Uniform hardness) Suppose A is a probabilistic polynomial-time adversary such
that Pr{WINsyg(A)|A, z] > po for some py and a non-negligible fraction of possible A,z pairs (over
all pairs and all x.) Then there exists a A’ such that for every A, z, Pr{WINsyg(A)|A,z] > po.

Proof. Let A’ be an adversary which receives an instance of the SHB problem, A, z where z = Ax®e
for some x and e. For each row of A, A’ takes n other rows at random and sums them together,
producing a new row of the matrix A’. The corresponding entry z; is computed by adding together
the corresponding n bits of z together. The noise rate is now set to be p’ = % — %(1 — 2p)ntl,
The resulting instance is a new, random instance of the SHB problem and thus with non-negligible
probability can be solved by A. Since the “random” instance of the problem utilizes the same secret

x vector as the “real” instance, the solution provided by A is a solution for the instance given to

A O

5 Fully Secure RFID Protocol

In this section we give a construction of a fully secure RFID protocol. Our protocol is very efficient,
requiring little more than the inner product of numerous bit vectors. Our definition of a fully secure
protocol is very similar to [20] and is stronger than the security model of the H B# protocol[15].
Before we give a definition of an RFID protocol we state our model describing how an RFID
protocol governs the interactions between readers and tags. This model consists of tags and a
single reader, all of which are PPT machines. We have that each tag 7; maintains a key K; as
well as a state SZQ . The reader R maintains a list of tag/key pairs 7;/ K; which is unavailable to
the adversary. Each reader R begins a protocol session, (using a function BeginReader), with a tag
7; by sending its first message a1, 0, where o is the session ID. Given a message a; and a session
identifier o, 7; utilizes the function TagResponse to return a message b;, 0. The reader responds to
b;, o with a;11, o utilizing the function ReaderResponse. It should be noted that we require that the



first message of an RFID protocol come from the reader. This is due to the fact that RFID chips
often do not contain their own power sources, and thus cannot send a message without receiving one
from the reader. We also allow both TagResponse and ReaderResponse to depend on the protocol
ID o, and all previous messages sent under that protocol.

We call any sequence of messages o,a1,by,...an,b,, where each a;/b; was sent during o, a
transcript and we denote a specific transcript via Sy, . The reader has a function Output, (which
has access to the list of tag/key pairs as well as previous sent/received messages), and which on
input S, , outputs 0 or a set of “valid” tag numbers. We say a transcript S, is accepting if the
reader began a session o and Output(Sy,) # 0. We assume that the reader has a fixed number n
such that after R receives n messages from a tag, it runs Output on the resulting transcript and
either accepts or rejects. With this model in mind, we define an RFID protocol P as the tuple of
functions BeginReader, TagResponse, ReaderResponse and Output.

Definition 5.1 (Accurate) We say an RFID protocol is accurate if with overwhelming probability
over the possible transcripts S, Output returns either 0, or a single number k.

In order to define the security properties of an RFID protocol, we now define the interactions
an adversary can have between the reader and a given set of tags. We allow any adversary A to
perform the following interactions between the adversary, the reader, and the tags:

1. BeginReader: A requests the reader to begin a protocol session o. The adversary records the

reader’s first message o, a;.
2. BeginTag(i,0,a1). A asks the tag 7; to begin a new session o and sends a; as the first message.
3. Corrupt(y, IC;», SJ’) The adversary receives key and state Kj, S; from 7; and 7; sets its key as
K} and state as S; (Note: K7, S} can depend on Kj, Sj).
4. ReaderMessage: A sends message o, b; to the reader, and receives o, a;41.

5. TagMessage(j,a;,0): A sends message o, a; to tag 7; and receives response o, b;.

It should be noted that A does not get access to the results of Output for any transcript. This
is a reasonable restriction, as for many RFID protocols, the results of a valid acceptance/rejection
of a tag cannot be observed by the adversary.

We now define the following two games.

Unforgeability Game:

In the first phase, A interacts between the tags and the reader by invoking the above inter-
actions up to ¢ times. Denote the set of tags that were not corrupted by A as Tincorrupted-

In the second stage, A is barred from sending sending any TagMessage, BeginTag and Corrupt
messages and sends a new BeginReader message to the reader. Denote all messages sent from
A to the reader in this stage as b} and all messages from the reader to A in this stage as a;.

The reader outputs Output(S; ,,) where S;,, = aj,b],...ap,, b;,. The adversary succeeds if the
output is ] 7& 0 and 7} € chorrupted'

Anonymity Game:

In the first phase, A interacts with the reader and tags ¢’ times. Denote the set of tags left
incorrupted by A as Tincorrupted-



A selects two tags 71, 7o € Tincorrupted- A random bit b is flipped and we denote 7, as 7*.

A again interacts with the reader and tags ¢” : ¢ = ¢’+¢” times utilizing the previous protocols
with the exceptions that it can no longer interact with 7y or 77, and cannot Corrupt(7™).

A outputs a bit and succeeds if the bit b = b.

We define ADVanon (P, A, g, t) as the probability an adversary which interacts ¢ times and takes
t time succeeds in the anonymity game, and we define ADVynrorg (P A, q,t) as the probability that
an adversary which takes t time and interacts ¢ times succeeds in the unforgeability game for a
given protocol P.

Definition 5.2 (Un-Forgeability) An adversary A is considered to have broken the unforgeabil-
ity property of an RFID protocol P if ADVynrorG(P, A, q,t) is non-negligible for some polynomial

q,t.

Definition 5.3 (Anonymity) An adversary A is considered to have broken the anonymity of an
RFID protocol P if ADVanon(P, A, q,t) is non-negligible for some q,t.

Definition 5.4 (Fully Secure) An RFID protocol is fully secure if it is both anonymous and
un-forgeable.

5.1 HB® Protocol

We now give a construction of a fully secure, accurate, RFID authentication protocol. Let the
reader R maintain a list of key tag pairs, 7;, KC; where K; = X, Y where X and y are random s(k)
by k matrices for some polynomial s(k). The protocol goes as follows:

e The reader R sends a k bit vector a to 7.

e 7 returns b, (c = Xa® Yb @ e) to R where e is an s(k) bit vector that has each bit set to 1
with probability p.

e R goes through its list of keys and if there is one key X;,Y; : || X;a@® Y;b @ c|| < u, where
|x|| denotes the Hamming weight of x and u =~ ps(k) R accepts the tag as 7;. Otherwise R
rejects the tag as a forgery attempt.

We prove the security of this construction in relation to the strong HB problem.

Theorem 5.5 (Un-Forgeable) Let A be an adversary which breaks the Un-Forgeability property.
Then there exists A" which solves the strong HB problem.

Proof. A’ has access to the distribution Ly, , and as such can be considered to have access to
the distribution Ly ,. A’ will create his “test” RFID key by selecting a pair of random matrices
X* and Y* where all but one row of Y* is defined. Denote the undefined row by j. A’ also
creates many other valid RFID keys X;,Y;. A’ will now act as a reader or as a tag, in response
to the various messages sent by A. When A’ receives BeginTag(j, a1, 0) for a never before seen
j from A, A’ either chooses to set the key for 7; as X;,Y; or to set the key as X*,Y* where
A’ makes the latter decision only once. Once A’ sets the key for a tag 7, as X*, Y*, A’ answers



TagMessage(*, a1+, 0) queries by selecting a vector b; from some tuple in Trans and returning z;
where Vi # j z; = (a1,5,%;) ® (b;,yi) @ e; where at most s(k) — u + 1 bits of e; are 1 and where
zj = (a1,0,Xi) @ g;. It is clear that for all messages where A’ responds using key X;,Y;, A’ responds
as a valid tag, and when A" uses key X*,Y*, A”’s response is the response of a valid tag using key
X*, Y* where the j’th row of Y* is x. A’ responds to BeginReader by selecting a random vector a;
and random id o. There is no ReaderMessage query to respond to as the reader sends one message in
the protocol. The correctness of A’ as a reader comes from the fact that its BeginReader responses
are identically distributed to the reader, and the fact that A’ always gives correct responses as a
tag. Thus A’ can simulate a valid reader and tag.

When A attempts to forge it returns b’, ¢ in response to A’’s message a’. A’ computes ¢ @
X*a' @ Y*b' for all bits except the j’th, and checks to see if less than wu bits are incorrect. If
that is the case, then A has created a successful forgery for 7,. If not, then A" discards all tuples
b;, (b;,x) @ e; that it received from Ly ,, and begins again. Since A can only interact with a
polynomial number of tags, (and cannot forge a tag that he has never interacted with), and A’
randomly selects a tag to use its “test” RFID key, the probability of A successfully forging the tag
needed by A’ is non-negligible.

If A" receives a successful forgery ¢ for 7, A’ can compute ¢ @ X*a’ = Y*b' @ €’ for some error
vector € where the j’th bit of this vector is (x,b’) with probability p’. We argue that p’ > 1 — p.
This follows from the fact that j is randomly selected without regards to any incorrect bits returned
by A in its forgery, and there can be at most u incorrect bits. Thus the probability that the j’th
bit of ¢ & X*a’ is equal to (b’,x) is equal to the probability that A “chose” that bit to be correct,
which is ~ S(Sk()k_)u =1-np.

Thus, when A returns a valid forgery on the “correct” tag, with probability * 1—p > 1—p—e,
A’ receives a correct inner product and thus solves the SHB Problem. O

Theorem 5.6 For all transcripts a,b,c and for all p, the probability that for two random keys
X, Y, X;,Y; there exist two correctly weighted error vectors e;, ej: X;a®Y;De; = X;adY;b®d
e; = c is negligible. Thus this protocol is accurate.

Proof. This comes directly from the un-forgeability property and the fact that only a polynomial
number of keys are stored in the reader’s database. If the theorem is false, then an adversary
could forge any tag that exists in the reader’s database by selecting a random key and answering
queries from the reader using that key. With non-negligible probability over random keys, there is
a correctly weighted error vector e; such that the transcript is a valid transcript from the tag in
the database. O

Before we show that this protocol is anonymous, we cite a theorem concerning the SHB distri-
bution from [21].

Theorem 5.7 (Pseudo-Random) For a randomly selected secret x, the distribution (b, z) : b «
{0,1}*,e « B,z = (b,x) @ e is pseudorandom.

Theorem 5.8 This protocol satisfies the anonymity property

Proof. This proof comes from Theorem 5.7, the randomness and independence of each row of X
and Y, and the fact that for each value X;a; ® Y;b; @ e;, either the a; or b; vector is selected
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randomly. Thus the c; vectors which are returned by either A or A’ are pseudorandom as each bit
is pseudorandom and independent. O

These theorems show that our protocol is fully secure, and accurate with a failure rate related
to the probability of more than w bits being set to 1 when each bit is selected with probability p.
In addition, this shows that if the SHB problem is indeed hard, the HB* protocol of [15] can be
run in two rounds, and is secure in the full model which solves two open questions of that paper.

6 HB°-MAC

We now construct HBS-MAC, a very efficient, related-key secure, non-adaptive nonce based MAC
whose security is based off of the SHB problem.

This construction is based off the HB?® construction described earlier. The main observation
is that in the earlier RFID protocol, the fact that the vector a’ sent by A’ was random, was never
used in the proof. Thus for any vector a’ it should be hard for the adversary to forge in the RFID
protocol. Thus we can use a as the message. This MAC is very efficient and similar in construction
to MAC’s which utilize a nonce, though in our case we require the nonce to be random.

Definition 6.1 (¢ Related-Key Secure Non-Adaptive MAC) A ® related key secure MAC
is a trio of functions KeyGen, MAC, Verify that possess the following properties (Denote My as the
oracle which, on input m returns MAC(m, K) and let v be negligible):

KeyGen(1%) returns key K.
MAC(m, K) returns a tag I
Verify(m, T, K) returns a bit, such that Verify(m, MAC(m, K)K) = 1.

Security: VA € PPT,3v negligible: Pr[K « KeyGen(1%); AMK — m T, f : Verify(m, T, f(K)) =
1] < v(k) where A never queries M on m and where Mg returns I' = MAC(m, f(K)) on input
(m, f) for function f € ®.

We call such a MAC “non-adaptive” in the sense that it does not necessarily provide security
against an adversary capable of arbitrary verification queries. Note that for a deterministic MAC,
in which re-computing the MAC constitutes verification, non-adaptive security implies “adaptive
security”, or the normal notion of security with regards to MAC protocols. However, this is not
necessarily the case for MACs that are not deterministic, such as ours.

We now restate our previous construction as a MAC.

MAC Construction
KeyGen(1*) = X, Y where X and Y are random s(k) by k matrices.

MAC(m,X,Y) treats m as a vector m, selects a random vector b, and a randomized vector
e where each bit of e is 1 with probability p and returns b, Xm @& Yb @ e.

Verify(m,I', X,Y) checks if c = Xm @ Yb @I has hamming weight < u. If so, Verify outputs
1, otherwise 0.
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Theorem 6.2 The above construction is a ® related-key secure MAC where ® = {f : f(z) = @ f}.

Proof. We first prove the construction is a secure MAC. The proof will follow similarly to the proof
of Theorem 5.5. Given A which violates the security of the MAC we construct A’ to solve the SHB
problem. A’ given a sample from Ly ,, will act as My. A’ creates a random key X,Y, where a
random row j of Y is undefined. When A’ receives a message m, A’ creates I' = Xm ® g @ e;
where g; = zj, is retrieved from Ly p, Vi # j, gi = (bg,y:) where y; is the i’th row of Y and where
e;j =0, Vi # j e; is one with probability p. It is easy to see that A is simulating M using key X,Y
where the j’th row of Y is x.

When A outputs m, b, T" A’ checks if I' & Xm & Yb', (leaving the j’th bit of Yb’ undefined),
has Hamming weight < w. If not, A’ discards the samples from Ly, it used in its simulation then
restarts A. If so, then T is a valid forgery of message m. Similarly to Theorem 5.5 we argue that
if I" is valid forgery, the j’th bit of I' is correct with probability p. This comes from the fact that
j is randomly chosen, independently of any actions by A and at most u & ps(k) positions of I" are
“incorrect”. Thus A’ solves the SHB problem.

We next prove that the construction is xor related-key secure by giving a reduction from an
adversary which breaks the xor related-key security, to one who breaks its security as a normal
MAC. Let A be the adversary which breaks the xor related-key security. For any string f, we
break down f into F,,F, to represent the offset matrices .A wants for each section of the key.
When A makes a query m, f, A’, the adversary which will break the normal MAC security of
the construction, queries its oracle on m, receiving m,b,I". A’ then computes I' ® F,m & Fyb =
XmdF,meYbdFybde= (X®F,)ma® (Y ®F,)b® e and returns this value to A. It is clear
that this is a valid MAC of message m under nonce b and key X ® F,,Y & Fy. When A returns
m,b, T, f, A’ computes I ® F,m @& Fyb which is a valid MAC of message m using nonce b and
key X0F, ®F, =X, Y®F,®F, =Y, as long as A creates a successful forgery.

O

It is interesting to note how we gain related key security in our non-adaptive MAC construction.
Our MAC is related key secure in that it has a certain type of related key insecurity. Namely, we
find that for a given message, nonce and tag tuple under one key, it is easy to find valid tags for
that message and nonce under and chosen offset of the key.

7 Conclusion

In this paper we defined the strong HB problem (SHB), a variant of HB for adaptive adversaries.
We gave arguments to support the claim that SHB is hard, although it remains open to reduce
SHB to another known assumption.

We further gave two highly efficient applications of the SHB assumption, both of which may be
of independent interest (see Appendix A for disucssion of efficiency). The HB? protocol is the first
protocol in HB family of protocols to achieve security against a fully adaptive man-in-the-middle
attack. In addition we create HB®-MAC, an xor related-key secure non-adaptive MAC proven
secure in the standard model.
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A Toeplitz Matrices and Efficiency

In the above RFID protocol/MAC constructions, the keys X and Y will contain thousands of bits
(as the dimension of each matrix will need to be hundreds of bits in length). This may make them
too bulky to be stored in an RFID chip. To solve this problem in the HB# protocol, a construction
was proposed that utilizes random Toeplitz matrices as the keys. Toeplitz matrices are matrices
M where M;; = M; j whenever j —i = j' —4’. Thus a Toeplitz matrix can be described by
vector containing its first column and row, which drastically reduces the memory requirements. In
addition, Toeplitz matrices have the following property [15].

Lemma A.1 Let P be the family of m by k Toeplitz matrices where Ps is the Toeplitz matrix
defined by the k+m — 1-bit vector s. For any vector a, aP is uniformly distributed over k. In fact,
aPs can be written as the inner product of s and a matriz derived from a which has rank k.

It is an open problem to prove that either our protocols, or the HB# protocol in [15] are provably
secure when the keys are random Toeplitz matrices.

If we use Toeplitz matrices, the key size for our MAC and our RFID protocol would be 2(m +
n — 1), otherwise, the key would be of length 2mn. Either way, computing the MAC or verifing it
(or computing any step in the RFID protocol) would require just two m x n matrix multiplications,
which is certainly feasible for RFID tags.
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