
Strongly Robust Fuzzy Extractors

Abstract
Fuzzy extractors are used to generate reliably reproducible randomness from a biased, noisy

source. Known constructions of fuzzy extractors are built from a strong extractor, and a secure
sketch, a function that transforms a biased noisy secret value into a public value, simultaneously
hiding the secret and allowing for error correction. A robust sketch is secure against adversarial
modification: no adversary can make a new valid sketch of a secret after seeing one valid sketch
of that secret. Prior constructions of robust sketches are proven secure against an unbounded
adversary that sees one and only one valid sketch of a secret.

In this paper we examine the notion of strong robustness, that is, robustness even when
the adversary receives multiple sketches of related secrets. Strong robustness can be used to
prove that a fuzzy extractor is secure in a fully adaptive setting (called “insider security” by
Boyen [3]). We demonstrate that previous secure sketches are not strongly robust, and give a
proof of impossibility which demonstrates that sketches cannot be strongly robust against an
unbounded adversary, for any reasonable set of perturbations. We then give two constructions
of sketches that are strongly robust against a computationally bounded adversary. The first
construction is proven secure assuming the existence of an xor related-key secure MAC in the
CRS model, while the second construction is proven in the random oracle model.

We show that our constructions can be adapted in the natural way into a strongly robust
fuzzy extractor, and we demonstrate that these strongly robust fuzzy extractors are insider
secure. It remains an open problem [3] to find a fuzzy extractor that is insider secure against
an unbounded adversary, but our impossibility result implies that one cannot achieve such an
extractor via robustness.

1 Introduction

Secure sketches and fuzzy extractors, first proposed by Dodis, Reyzin and Smith [10], allow cryp-
tographic protocols to rely on fuzzy secrets that are neither uniformly random nor exactly repro-
ducible. A secure “sketch” of a value keeps the value secret, yet allows for recovery from any “close”
value. A fuzzy extractor allows for the reliable (re)generation of a random key from a noisy, biased,
secret piece of information. All known fuzzy extractors are built by combining fuzzy sketches and
standard strong extractors.

Building from this foundational work, Boyen, Dodis, Katz, Ostrovsky and Smith [4] introduced
the idea of a robust sketch, a sketch where it is hard for an adversary to produce a new valid sketch
of a secret, after seeing one, and (only) one valid sketch. All prior work on robust sketches has
focused exclusively on this “one-time” notion.

In this paper, we consider the notions of strongly robust sketches and fuzzy extractors to be
sketches/extractors that are robust even in the presence of multiple valid sketches. This is an
important strengthening of the (one-time) notion of robustness for several reasons. First, it is
the most natural notion for robustness, and mirrors similar definitions for MACs and signature
schemes. Second, several prior schemes are easily attackable in this stronger model, which we
demonstrate in Appendix C. Third, many applications of fuzzy extractors either make artificially
strong assumptions or admit the use of multiple sketches (see Appendix B for analysis). Fourth,
the strongest notion of security for fuzzy extractors, the “insider security” notion of Boyen [3], can
be easily achieved through a strongly robust fuzzy extractor, and it is an open problem to find an
insider-secure fuzzy extractor without the random oracle model.



1.1 Our results

In this paper, we first formally define the notion of strong robustness. We then give an impossibility
result to show that no sketch can be strongly robust against an unbounded adversary , except with
long shared keys, for any reasonable class of perturbations. This implies that no prior robust sketch
is strongly robust. See Appendix C for a discussion of more efficient attacks on prior robust fuzzy
extractor schemes. We then give two keyless constructions of a fuzzy extractor which is strongly
post-application robust against computationally bounded adversaries, by adapting the construction
of Cramer et al. [7]. Our first construction is based on the assumption that xor related-key secure
MACs exist, and is proven in the CRS model. Our second construction is in a query-bounded
random oracle model, and can be viewed as an extension of Boyen’s construction [3] to provide
robustness. We finally show how our construction can be extended to an insider secure fuzzy
extractor, as long as our reusable sketch has a rather standard “linearity” property.

1.2 Prior work

Many methods to achieve secret key agreement from noisy or biased information (such as biometrics)
in an authenticated channel have been shown [2, 1, 12, 11, 14, 9].

Secure sketches and fuzzy extractors were first proposed in 2004 by Dodis, Reyzin and Smith [10]
as a methodology for turning noisy information into secure random keys over an unauthenticated
channel. Several different constructions of secure sketches have been given [10, 6, 5], for varying
choices of the underlying distance metric. Boyen showed that prior definitions are not adequate to
cases in which the fuzzy secret is used multiple times, and defines the notion of a reusable sketch
which addresses this problem [3]. In the same paper, Boyen defined the notion of an insider-secure
fuzzy extractor, which is secure in the presence of multiple sketches and “insider queries” that allow
an adversary to learn extracted keys.

When a fuzzy extractor is used for the purposes of authentication, there remains the possibility
of an adversary modifying the sketch as it is sent across the communications channel, which could
lead to a form of man-in-the-middle attack. To avoid this, Boyen et al. defined the notion of a
robust sketch: a sketch for which no adversary can produce a valid new sketch after seeing one [4].
Boyen et al. made a keyless1, statistically robust sketch in the random oracle model. Several
subsequent improvements have been described in the literature using the same basic “one-time
robustness” definition. Dodis et al. constructed a keyless, statistically robust sketch in the plain
model [8]. Cramer et al. [7] and Kanukruthi and Reyzin [13] give robust sketches that lead to fuzzy
extractors that produce relatively longer outputs for similar parameters; the former in the common
random string model, the latter in the plain model. So far we know, our results are the first on
multi-use robust sketches.

2 Preliminaries

In this section, we introduce notation and overview definitions that we use throughout the paper.
For a randomized algorithm F, we denote F(a; r) as F running on input a with randomness r. We
denote a random variable over a set W as W . We denote w ← W as an element of W sampled

1Note that if the sender and recipient of a secure sketch share a key, this would imply an authenticated channel.
So, only keyless constructions, or constructions with very short keys, are of any interest.
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according to W . We denote w ←W as w uniformly selected from W. If a setM is a metric space
then we denote the distance function onM as ||x− x′|| for x, x′ ∈M.

Definition 2.1 (Statistical difference) The statistical difference of two random variables W,W ′

over a common domain W as is defined as SD(W,W ′) = 1
2

∑
∀w∈W |Pr[w ←W ]− Pr[w ←W ′]|.

Definition 2.2 (Min-entropy) The min-entropy of a random variable W is defined as:

H∞(W ) = − log(max
a

Pr[a←W ])

Definition 2.3 (Conditional min-entropy) The average conditional min-entropy of a variable
W given W ′ is

H∞(W |W ′) = − log(Eb←W ′ [2−H∞(W |W ′=b)])

where E denotes expectation.

Definition 2.4 ((d, m)-pair) Two distributions W , W ′ over M are called a (d, m)-pair if they
have the property that the distance between any two points w ∈W , w′ ∈W ′ is ≤ d and H∞(W ) ≥
m.

Definition 2.5 We say that a f is negligible in n if, for all constants c > 0 there exists n0 such
that ∀n > n0, f(n) ≤ 1

nc .

2.1 Codes

An error-correcting code is a code C ⊂M along with a triple of algorithms (C,C−1,D) where: [3, 9]
1. C is the encoding function which takes elements of a domain of size 2k to C
2. C−1 is the inverse of C
3. ∃t : ∀m ∈ C, ∀m′ : ||m′ −m|| ≤ t, D(m′) = m.
We refer to the tuple (C,C,C−1,D) as an n, k, t error correcting code.
A [n, k, d] linear code is a code where C is a k-dimensional linear subspace of M of dimension

n, and where C has minimum distance d. As such C(x) = Cx for a generator matrix C. We note
also that all linear codes have a parity check matrix, a matrix H where HC(x) = 0.

An extractor uses a short, truly random seed and a longer biased source of randomness, to
produce an output statistically close to uniform.

Definition 2.6 An (n, m′, l, ε)-strong extractor is a randomized algorithm Ext{0, 1}n → {0, 1}l
such that for any random variable W with min-entropy m′ we have that SD(〈Ext(W ;R), R〉, 〈Ul, R〉) ≤
ε, where R is a uniform distribution independent of W and Ul is the uniform distribution on l-bit
strings.

Definition 2.7 A family of efficient hash functions F =
{
hi : {0, 1}n → {0, 1}l

}
is XOR-universal

if ∀x, y, a, Pri[hi(x)⊕ hi(y) = a] ≤ 2−l

From the leftover hash-lemma [10] we can conclude that if l ≤ m′ − 2log(1
ε ) + 1 then a XOR-

universal hash function family F which takes n bits to l bits is a (n, m′, l, ε) strong extractor.
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2.2 Sketches and fuzzy extractors

A sketch is a method of securely storing a value w such that it can be recovered by a user as long
as the user knows w′ which is “close” to w [10].

Definition 2.8 An (m,m′, d) sketch is defined by two algorithms Gen and Rec which have the
following properties:

1. For all random variables W where H∞(W ) ≥ m we have H∞(W |Gen(W )) ≥ m′.
2. For all w,w′ ∈ W such that ||w − w′|| ≤ d, Rec(w′,Gen(w)) = w.

From the definition alone, a secure sketch may not be sufficient when the adversary knows many
sketches Gen(w; r). However, a reusable sketch introduced by Boyen [3], hides the secret w even
when given many sketches. Since w is a fuzzy secret, each sketch is on a close variant of w. In order
to capture the worst case of these variations, we allow the adversary to receive sketches of δ(w)
for a perturbation δ of the adversary’s choice out of a set of perturbations ∆, a set of efficiently
computable functions fromM toM that (1) contains the identity function and (2) is closed under
composition. We will use ∆ as a parameter for our security definitions; it is known that reusability
for all ∆ is unobtainable [3].

Definition 2.9 A (m,m′, d,∆, ν) reusable sketch is an (m,m′, d) sketch such that for all state-
preserving adversaries A and random variables W such that H∞(W ) ≥ m,

Pr[H∞(W |P0, . . . , Pq) ≥ m′] ≥ 1− ν

where w ← W , P0 = Gen(w), and for each i, Pi = Gen(δi(w)) where δi ← A(Pi−1), and where
q is the number of perturbations A chooses to specify before halting.

Definition 2.10 Let C,C,C−1,D be an [n, k, d] linear code. Then GenC(w; r) is defined to be w ⊕
C(r), and RecC(w′, P ) is defined to be C(D(w′ ⊕ P ))⊕ P .

This sketch was shown to be an (m,m− (n− k), d) sketch by Dodis et al. [10] and was shown
to be reusable for ∆ = {δy : x 7→ x⊕y} and ν = 0 by Boyen [3]. We also note it is equivalent to the
deterministic linear sketch Hw, the syndrome sketch of Dodis et al. [9]. We note that in general, a
deterministic linear sketch is trivially shown to be reusable as one cannot get multiple sketches of
the same secret and all sketches of perturbed values are computable given a non-perturbed sketch
due to linearity.

Neither the definition of a sketch nor the definition of a reusable sketch preclude the adversary
from modifying sketches. A sketch is said to be robust if no adversary can produce a (new) valid
sketch after observing one valid one.

Definition 2.11 An (m,m′, d, ν) robust sketch is an (m,m′, d) sketch such that the maximum
advantage, ADV-ROBUST(A,Gen,Rec) over all adversaries and (d, m)-pairs is ≤ ν, where the ad-
vantage is defined as the probability that A succeeds in the following game:

Setup: w ←W , w′ ←W ′ where W and W ′ is a (d, m)-pair and A receives P = Gen(w).
Test: A(P ) outputs P ∗ 6= P and wins if Rec(w′, P ∗) 6=⊥.
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It is important to note that the definitions of robust sketches and reusable sketches provide
security assurances against unbounded adversaries.

Using fuzzy sketches, we can create a fuzzy extractor, a method of extracting a random-looking
string from a random variable W which can be re-constructed from a sketch [10].

Definition 2.12 A (m, l, d, ε) fuzzy extractor is given by two algorithms, Fsk and Rep with the
following properties:

1. Fsk is a probabilistic algorithm that on input w ← W where H∞(W ) ≥ m produces (R,P )
such that SD(〈R,P 〉, 〈Ul, P 〉) ≤ ε.

2. Rep(w′, P ) = w′′ is the reproduction procedure with the property that, ∀w,w′ : ||w − w′|| ≤ d
and R,P ← Fsk(w), we have Rep(w′, P )→ R.

A fuzzy extractor is very similar to a sketch: Fsk produces P , which can be regarded as the
sketch and Rep recovers a value derived from w using P and a value “close” to w.

Definition 2.13 A (m, l, d, ∆, ε, ν) reusable fuzzy extractor is a (m, l, d, ε) fuzzy extractor such that
for all state-preserving adversaries A and for all random variables W such that H∞(W ) ≥ m, for
all i,

Pr[SD(〈Ri, P0, . . . , Pq〉, 〈Ul, P0, . . . , Pq〉) ≤ ε] ≥ 1− ν

where w ← W , P0 = Gen(w), and for each i, Pi = Gen(δi(w)) where δi ← A(P1, · · · , Pi−1),
and where q is the number of perturbations A chooses to specify before halting.

In other words, a fuzzy extractor is reusable if the statistical difference ε applies even in any
attack scenario where multiple related sketches are revealed.

Definition 2.14 A (m, l, d, ε, ν) pre-application robust fuzzy extractor is a (m, l, d, ε) fuzzy extrac-
tor such that the maximum advantage ADV-ROBUSTfe−pre(A,Fsk,Rep) over all A and (d, m)-pairs
W , W ′ is ≤ ν, where ADV-ROBUST(A,Fsk,Rep) is defined as the probability that the adversary
succeeds in the following game:

Setup: w ←W and w′ ←W ′. A receives P where (P,R) = Fsk(w).
Test: A(P ) outputs P ∗ and succeeds if Rep(w′, P ∗) 6=⊥ and P ∗ 6= P .

Similarly, an extractor is post-application robust if in the setup phase A receives R and P .

2.3 Strongly robust sketches and extractors

In this section we introduce the idea of strongly robust sketches and extractors. Previously, the
definition of robustness allowed an adversary to see one and only one valid sketch before trying to
create a new sketch of a secret w. Strongly robust sketches extend this notion and require that an
adversary cannot create a new valid sketch, even after seeing many valid sketches of perturbations
of w.

Definition 2.15 Define A’s success probability in the following game with a sketch (Gen,Rec) as
ADV-ROBUST′(A,Gen,Rec,∆).

Setup: Two values are sampled from a (d, m) pair, w ←W , w′ ←W ′.
Queries: For i = 1...q, A selects a δi ∈ ∆, and receives Gen(δi(w)) = Pi.
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Test: A(P1, P2, ..., Pq) outputs P ∗, δ∗ where ∀i P ∗ 6= Pi and wins if Rec(δ∗(w′), P ∗) 6=⊥.

With the previous definitions in mind, we formally define the notion of both a statistically
strongly robust sketch as well as a strongly robust sketch. The difference is that the former is
strongly robust against an unbounded adversary, while the latter is only computationally strongly
robust.

Definition 2.16 An (m,m′, d,∆, ν) statistically strongly robust sketch is an (m,m′, d) sketch
where for all A and all (d, m) pairs, ADV-ROBUST′(A, Gen, Rec,∆) is ≤ ν.

Definition 2.17 An (m,m′, d,∆, ν) strongly robust sketch is an (m,m′, d) sketch where for all
probabilistic, polynomial-time A and for all (d, m) pairs, ADV-ROBUST′(A,Gen,Rec,∆) is ≤ ν.

We can extend the notion of a strongly robust sketch to a strongly robust extractor.

Definition 2.18 An (m, l, d, ∆, ε, ν) strongly pre-application robust fuzzy extractor is an (m, l, d, ∆, ε, ν)
reusable fuzzy extractor such that the maximum advantage ADV-ROBUST′fe−pre(A,Fsk,Rep,∆) ≤ ν.
We define ADV-ROBUST′fe−pre(A,Fsk,Rep,∆) as the maximum probability over all (d, m)-pairs of
A succeeding in the following game:

Setup: w ←W , and w′ ←W ′ for a (d, m) pair W,W ′.
Queries: For i = 1, . . . , q, A(P ) makes a query δi ∈ ∆ and receives Pi where (Pi, Ri) =
Fsk(δi(w)).
Test: A outputs P ∗ and succeeds if Rep(w′, P ∗) 6=⊥ and P ∗ 6= Pi for any i.

Definition 2.19 An (m, l, d, ∆, ε, ν) strongly post-application robust fuzzy extractor is an (m, l, d, ∆, ε)
reusable fuzzy extractor such that the maximum advantage ADV-ROBUST′fe−post(A,Fsk,Rep,∆) ≤
ν, where we define ADV-ROBUST′fe−post(A,Fsk,Rep,∆) as the maximum probability over all (d, m)-
pairs of A succeeding in the following game:

Setup and Test are as in Definition 2.18.
Queries: For i = 1, . . . , q, A(P ) makes a query δi ∈ ∆ and receives (Pi, Ri) where (Pi, Ri) =
Fsk(δi(w)).

3 Impossibility results

In this section we prove several impossibility results. Specifically, we show that it is impossible
to construct a keyless or logarithmic-key, statistically strongly robust sketch under “reasonable”
∆. Our impossibility results easily extend to show that it is impossible to construct keyless or
logarithmic-key strongly (pre-application) robust fuzzy extractors for such ∆.

Specifically we consider a set of perturbations ∆ to be reasonable if: (1) There is a Λ ⊂ ∆ such
that Λ is a group of isometric permutations, that is, permutations such that ||w − w′|| = ||δ(w)−
δ(w′)||, and (2) there is a δ1 ∈ Λ such that for all x, ||x − δ1(x)|| = 1. We feel these assumptions
represent any reasonable choice for ∆. Boyen notes certain degenerate types of perturbations
for which reusable sketches are impossible, and restricts his general observations about reusable
sketches to ∆ that contain a group of isometric permutations. As for δ1, recall that the adversary’s
ability to specify δ ∈ ∆ to apply to w is meant to be a worst-case emulation of variance in w; as
such, it would be unreasonable to expect that a low-difference perturbation such as δ1 cannot be
specified.
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We first give a review of results originally developed by Boyen [3]. Let Gen∗(w) be the set
{P : ∃r : P = Gen(w; r)}. Let E ⊂ W be any subset, and let Gen∗(E) be the union ∪w∈EGen∗(w).
For a sketch P , let Gen−1(P ) = {w : ∃r : Gen(w; r) = P}. Similarly, if S is a set of sketches, let
Gen−1(S) = {w : ∃r Gen(w; r) ∈ S}.

Lemma 3.1 (Boyen [3]) Let Gen and Rec be an (m,m′, d,∆) reusable sketch where Λ ⊂ ∆ is a
group of isometric permutations. Then:

1. The reusable sketch Gen and Rec divide M into at most 2m−m′
equivalence classes, Ei where

w,w′ ∈ Ei iff Gen∗(w) = Gen∗(w′).
2. ∀δ ∈ Λ, ∀i, δ(Ei) = Ej for some j.
3. These classes Ei are determined by the sketch protocol alone.
4. For all i, j, |Ei| = |Ej |. (As such, let |E| be the size of any class E).

To prove that it is impossible to construct a statistically strong robust sketch, we show that any
reusable sketch is not statistically strongly robust. The conclusion follows as statistically strongly
robust sketches must be reusable else an adversary can view multiple sketches, recover w and make
a valid sketch.

We first give the following inefficient attack, which suffices to prove our main impossibility result
in the keyless case:

Theorem 3.2 Let Gen, Rec be a reusable sketch for ∆ which contains a group of isometric per-
mutations, and also includes a δ1 such that ∀x, ||x− δ(x)|| = 1. Then Gen, Rec is not statistically
strongly robust for d > 1.2

Proof. Let W,W ′ be a (d− 1,m)-pair, which is always a (d, m)-pair.
The attack is relatively simple. We simply obtain, through queries, the entire class Gen∗(w).

(We make queries until, with high probability, every random tape for Gen will have been used at
least once.) Gen∗(w) uniquely determines Ei, the equivalence class containing w. Find δ1(Ei). By
Lemma 3.1, there is some Ej = δ1(Ei). Select w′′ ∈ Ej and find a P ∗ ∈ Gen∗(w′′) such that P ∗ /∈
Gen∗(Ei), and let δ∗ be the identity. We know we can find such a P ∗ because ||w − δ(w)|| = 1 < d,
and the minimum distance between values in Ei is ≥ d (this follows from the fact that Ei can be
thought of as a code, by Lemma 3.1). We know that P ∗ 6= Pi for any previous i, since all previous
sketches were in Gen∗(Ei).

As such, Rec(w′, P ∗) will output δ(w) as long as ||w′ − δ(w)|| ≤ d as Rec(w,P ∗) must correct d
errors. Since ||w′−w|| ≤ d− 1 by our choice of W ′, by the triangle inequality, ||w′− δ(w)|| ≤ d. 2

This attack works in that it is easy (for an unbounded adversary) to determine the “correct”
equivalence class for a given secret w ∈ W given all the sketches of w. While this attack is adequate
to prove impossibility against an unbounded adversary, it is inefficient for any sketch that is not
(nearly) deterministic. In Appendix C we discuss attacks on specific previous constructions and
also describe a more efficient general attack. We also note that this attack demonstrates that if an
adversary can uniquely determine the correct equivalence class for a given secret w, we need make
no additional assumptions on ∆ beyond those made by Boyen in [3].

Note that this attack pertains to sketches that do not use a secret key. If a sketch protocol uses
a secret key µ then Gen may take that key as input and affects this attack.

2If d = 0, our proof may not apply; the construction may be “robust” simply because there exists no different P ∗

that could be output.

7



Theorem 3.3 Let Gen and Rec be a sketch which utilizes a secret key µ, where |µ| = O(log|w|).
Then if (Gen, Rec) is reusable for ∆ that contains a group of isometric permutations including a
δ1, it is not robust.

Proof. The attack proceeds similarly to the attack in the previous theorem, with the addition
that the adversary guesses at the secret key µ. If A successfully guesses the key, then A can run
the previous attack and thus break robustness. The probability of A selecting the correct key is
non-negligible in |w| because of the size of µ. 2

We do not give any results concerning a statistically strongly robust sketch which utilizes a
secret key larger than logarithmic in size of the secret. This is because sketches are relatively
uninteresting when authenticated channels are assumed, as many techniques for key agreement
using noisy secrets over an authenticated channel are known.3

3.1 Impossibility results on fuzzy extractors

Our impossibility results imply that no strongly (pre-application) robust fuzzy extractor against
unbounded adversaries can be built in the standard way, where part of P can be considered a
sketch, and part of Rep consists of recovering w. Validity in such a construction is limited to
validity of the sketch, so unless the sketch is strongly robust, the extractor will not be strongly
pre-application robust. In addition, we can extend our proof to show the general impossibility
of strongly pre-application robust fuzzy extractors against unbounded adversaries, under some
additional assumptions about ∆. See Appendix A for details.

4 Strongly robust fuzzy extractors

In this section we give a construction of a strongly post-application robust fuzzy extractor. Our
construction is very similar to [7], extending their construction to achieve reusability and strong
robustness.

We construct our fuzzy extractor in the common random string (CRS) model. While it would
be preferable to construct a fuzzy extractor without resorting to a common string, we note that
the only properties we require out of our string is that it is common to all parties involved, that it
is random, and that it is resistant to modification by the adversary. Similarly to [7] our common
string need only be chosen once when the system is designed, can be hard coded into all software
implementing the system or can be chosen by the parties involved in using the sketch, and can be
observed (though not modified) by the adversary. We do not believe that this significantly increases
the amount of trust required, a view shared by Cramer et al.

Before we define our construction we define the notion of an xor related-key secure MAC.

Definition 4.1 A family of functions MACrel
k : {0, 1}∗ → {0, 1}n is an xor-related key secure MAC

if the maximum advantage ADV-MACRK(A,MACrel, n) is negligible in n, where ADV-MACRK(A,MACrel, n)
is defined to be

ADV-MACRK(A,MACrel, n) = Pr[k ← {0, 1}n; (x, σ, δ)← AOrel
k : MACrel

k⊕δ(x) = σ]

Where x was not a query made to Orel
K and where Orel

k returns MACrel
k⊕δ(x) on input (x, δ).

3Assuming the existence of exponentially hard cryptography, a polylogarithmic key suffices against any polynomial
adversary.
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Our first construction makes use of an xor related-key secure MAC. While there has been little
theoretical work on constructing provably related-key secure primitives, we do note that some
papers (including Cramer et al. [7]) make use of MACs that are related-key secure but one-time.
The problem of constructing a multi-use xor related-key secure MAC is an open problem. There
is reason to believe that certain blockciphers such as AES are resistant to xor related-key attacks,
which suffices for xor-related key security of a MAC based on such a blockcipher.

We now give our construction. Let M = {0, 1}n under the Hamming metric. Let Gen be a
deterministic linear sketch. As such, Gen(w) = Hw for some n−k×n matrix H. Note, the syndrome
sketch described earlier is such a sketch. Let l be a parameter such that l ≤ dm′ − 2 log 1

ε e. Let S
be a random matrix such that H

S is an n× n matrix of full rank4. Let SM be the first lMAC rows
of S and let SK be the remaining lKEY rows, so lMAC + lKEY = l. Let MACµ be an xor-related
key secure MAC using key µ. We now construct a strongly pre-application robust fuzzy extractor.

Definition 4.2 (Fsk(w))
1. Let µ = SMw.
2. Let Q = Gen(w) = Hw.
3. Let R = SKw.
4. Let τ = MACµ(Q)
5. Output P = (Q, τ), R

Definition 4.3 (Rep(w′, P ))
1. Run w′′ = Rec(w′, P ).
2. Set µ′ = SMw′′ and R = SKw′′.
3. Set τ ′ = MACµ′(Q).
4. If τ = τ ′ output R else output ⊥.

We now prove some theorems bounding the entropy loss on w due to an unbounded adversary
seeing multiple sketches. As indicated footnote 4, H and S can be properly created from the
common random string with overwhelming probability 1− α.

Lemma 4.4 Let Ei be an equivalence class of the sketch Gen. Then if H
S is of full rank, S is a

bijection from Ei to {0, 1}l.

Proof. We first show that S is injective. If it is not, then for some X, X ′ ∈ Ei such that SX = SX ′,
we show that H

S X = H
S X ′. We know that HX = HX ′ by the fact that the equivalence classes Ei are

defined to be all strings which have the same set of sketches. Thus H
S is not full rank. Subjectivity

comes from the fact that S is injective and that H
S is n by n and of full rank. 2

Corollary 4.5 SM can be thought to partition each class Ei into a partition of “subclasses” T z
i

where X ∈ T z
i if X ∈ Ei and SMX = z.

Theorem 4.6 Let Fsk∗(w) = {δ,Fsk(δ(w))|δ ∈ ∆}. H∞(W |Fsk∗(W ),S′Mw) ≥ m′ − lMAC .

4We consider our CRS to be of length about 2n2, so that with overwhelming probability 1 − α, we can use the
first n linearly independent rows as H

S
.
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Proof. We prove this theorem by bounding the min-entropy for δ = δ0, then showing that by the
linearity of this construction no further min-entropy is lost for δ ∈ ∆⊕ 6= δ0. With overwhelming
probability we may assume H

S is of full rank.
By the reusability of Gen we know that Gen divides M into equivalence classes Ei such that

Gen(wi) = Qi for all wi ∈ Ei. By the previous lemma we can say that S divides each class Ei into
subclasses T µ

i where ∀w,w′ ∈ T µ
i , Gen(w) = Gen(w′), SMw = SMw′. Since SM is a permutation

on each class, for each class Ei, there are 2lMAC classes T µ
i per Ei. As such, by Lemma 3.1 and

the previous sentence there are at most 2m−m′+lMAC equivalence classes and by setting m = n, the
maximum entropy, each class is of size 2m′−lMAC .

We now consider an adversary who makes queries to Fsk(δ(w)) where δ 6= δ0. Since the sketch
is deterministic and linear we know that Gen(δ(w)) can be calculated directly from Gen(w) and
δ. We also know that if µ = SMw, then µδx = SMδx(w) = SMw ⊕ SMx. As such, the adversary
can pre-calculate the values of Q and τ before making the query and as such the query adds no
additional information. 2

Theorem 4.7 (Fsk,Rep) is an (m, lKEY , d,∆⊕, ε, α) reusable fuzzy extractor.

Proof. This comes from the fact that Sw is a linear extractor for ∆⊕ and as such SKw is statistically
close to random, even given τ . We maintain the advantage for SKδx(w) as ∆⊕ is a group and as
such any adversary capable of calculating SKδx(w) can calculate SKw. 2

Theorem 4.8 (Fsk,Rep) is a strongly post-application robust fuzzy extractor for ∆ = ∆⊕ and
ν = (maxA∈PPT (ADV-MACRK(A, MAC, lMAC))+ 2−m′+lMAC + α against all polynomial-time ad-
versaries.

Proof. Before giving the reduction, we note that since we are selecting S randomly, Sw is a universal
hash function. Thus, by the leftover hash lemma we can consider µ to be random, even given S.

We now transform an adversary A who violates post-application robustness to an A′ which
defeats the related-key security of the MAC. A′ plays the part of the challenger, using his oracle to
help him create sketches. A′ first selects a (d, m)-pair W , W ′ and samples them to obtain w, w′.
When A requests a sketch Fsk(δi(w)), A′ computes Qi, Ri = Fsk(δi(w)), µi = SMδi, and asks for
τi = Orel(Qi, µi). A′ then returns Pi = (Qi, τi) to A. Eventually A returns a sketch (Q∗, τ∗), δ∗ and
A′ outputs Q∗, τ∗ as its forgery under the key offset Scδ

∗.
The main difficulty in the proof is that when A′ makes a sketch P of a query w, and asks for

a MAC of P , the MAC will, with high probability not be using the key SMw and will rather be
using a key K.

To overcome this difficulty we note that for the sketch Q there is a secret w′ such that SMw′ = K
and that Q = Gen(w′). This comes from the fact that SM divides each equivalence class Ei into
subclasses, and there is one subclass for each value K, (because SM is surjective). Moreover,
the subclass of the secret w is information theoretically hidden just given the sketches. Thus the
sketches produced by A′ can be considered valid sketches of an appropriately chosen secret w′, and
thus A receives a consistent transcript of values. Therefore, A′ forges with the same probability as
the chance that A breaks reusable robustness, unless A happens to guess the correct value w, or H

S

is not of full rank a probability which is bounded by 2−m′+lMAC +
∏k−1

i=0 (1− 1
2k−i ).

By this bound on ADV-ROBUST′fe−post and Theorem 4.6, we have that (Fsk,Rep) is strongly
post-application robust. 2

10



4.1 Alternative construction using random oracles

Boyen gives an insider-secure fuzzy extractor in the “q-limited” random oracle model [3]. In this
model, the adversary is computationally unlimited, but is limited by q in the number of random
oracle queries it can make, both directly, and through its requests to learn sketches. We give a
strongly post-application robust extractor in this same model; it differs from our prior construction
in that it makes use of any reusable sketch.

Assume O is a random oracle giving l-bit outputs, and let lTAG + lKEY = l. Let (Gen,Rec) be
any (m,m′, d,∆) reusable sketch.

Definition 4.9 (Fsk(w))
1. Compute Q = Gen(w).
2. Select a random value r.
3. Compute X = O(w,P, r). Denote the first lTAG bits as τ , the last lKEY bits as R.
4. Output P = (Q, τ), R.

Definition 4.10 (Rep(w′, P ))
1. Compute w′′ = Rec(w′, Q).
2. Compute τ ′||R′ = O(w′′, P, r), where |τ ′| = lTAG.
3. If τ = τ ′, output R′, else output ⊥.

Theorem 4.11 (Fsk,Rep) is a (m, lKEY , d,∆, 2(lKEY −m′+log(1−q22−m′
))/2, O(q2)/2m′

) reusable fuzzy
extractor in the q-limited random oracle model.

Proof. Since Gen and Rec are a reusable fuzzy sketch, the min-entropy of w given all Qi values
received by the adversary is m′. Consider each tuple (Qi, τi, ri, Ri). We claim that the additional
values τi, Ri do not substantially reduce the min-entropy of w.

Let S be the set of values w such that there is a Q and an r such that the adversary queries
O(w,Q, r), and let T be the set of δ for which the adversary learned a sketch δ(w). Note that since
each δ queried requires a O query in Fsk, |T |+ |S| ≤ q. Unless δ(w) is in S for some δ ∈ T (which
happens with probability at most O(q2)/2m′

), all that is learned from these random oracle queries
is that w /∈ S. This information eliminates at most |T ||S| values, each with probability at most
2−m′

given the known Q. Thus, H∞(W |(Qi, τi, ri),O(S)) ≥ m′ − log(1 − |T ||S|2−m′
). We denote

m′ − log(1− q22−m′
) as m′′.

A random oracle represents an optimal randomness extractor [3, 15], and thus for each i, and
r, SD(〈O(w,Q, r), r,Q〉, 〈Ul, r,Q〉) ≤ ε where ε =

√
2lKEY −m′′ = 2(lKEY −m′′)/2. 2

Corollary 4.12 The min-entropy of w, given Fsk(w) = Qi, τi, ri, Ri is ≥ m′′ with overwhelming
probability, given only a polynomial number of sketches.

Theorem 4.13 Fsk and Rep is a (m, lKEY , d,∆, 2(lKEY −m′+log(1−q22−m′
))/2, 2−m′+log(1−q22−m′

) +
2−lTAG + O(q2)/2m′

) strongly post-application robust extractor.

Proof. The probability that the adversary makes a successful forgery is the probability that the
adversary can either guess the correct w, or that the sketch Q′, r′, τ ′ is such O(w,Q′, r′) = τ ′. By
Corollary 4.12 the min-entropy of w given the tuples Qi, τi, ri, Ri is m′′. For any tuple Q′, τ ′, r′

the probability that for a given w, O(w,Q′, r′) = τ ′ is 1
2lTAG

. Thus, the forgery probability of the
adversary is 2−m′′

+ 2−lTAG . 2
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5 Applications to insider security

Boyen [3] introduced the notion of an “insider secure” fuzzy extractor – a fuzzy extractor which
is secure even when the adversary is allowed to see the extracted values for adversarily generated
sketches and permutations. We prove that our strongly robust fuzzy extractor is insider secure.

Definition 5.1 (Insider security) A fuzzy extractor Fsk and Rep is considered to be insider se-
cure for an adversary A if ADV-INSIDE(A,Fsk,Rep,∆) is negligible, where ADV-INSIDE(A,Fsk,Rep,∆)
is the probability of A winning in the following game:

Setup: The challenger samples W to obtain w.
Pre-challenge Queries: The adversary A presents up to q queries to the challenger where
each query is either a public or private query.

Public Queries: A selects δi ∈ ∆ and receives Pi where Fsk(δi(w)) = Pi, Ri.
Private Queries: The adversary selects δi ∈ ∆ and a public sketch P ′i and receives
Rep(δi(w), P ′i ) = Ri.

Challenge: The adversary selects any public sketch P ∗ that was returned via a public query,
under the constraint that for all private queries δi, P

′
i such that P ′i = P ∗, δi must have the

property that for all w ∈M, ||δi(w)− w|| > d.
Post-challenge Queries: The adversary may make further private and public queries, with
the stipulation that no private query δi, P

∗ can be made unless ||δi(w)− w|| > d for all w.
Test: The adversary succeeds if he outputs R∗ such that Rep(w,P ∗) = R∗.

We give a construction of an insider secure fuzzy extractor in Appendix D. As a summary,
our construction is the construction of Section 4, using the code offset construction of Gen and
Rec. This allows us to give a construction where the adversary may simulate all of its private
queries. As such, we need only consider adversaries which make only public queries. In such a case,
ADV-INSIDE can be bounded by ε, since Fsk,Rep is a reusable fuzzy extractor.

Boyen remarked that it was an open problem to create a fuzzy extractor that is insider-secure
without the random oracle model [3]. If xor-related key secure MACs exist in the plain model, then
our constructions solve this open problem.

6 Conclusion

In this paper we developed the notion of a strongly robust sketch, a sketch that maintains its
robustness property even given multiple sketches. While both reusable sketches and robust sketches
exist in the literature with statistical security properties, we have proven that a statistically strongly
robust sketch cannot exist for reasonable ∆ without using long secret keys.

We then gave a (computationally) strongly robust sketch based on the Hamming distance metric,
in the CRS model. We proved our sketch secure under the assumption of a related-key secure MAC.
We then showed how a strongly robust sketch can be used to create a strongly robust fuzzy extractor,
and we demonstrated that this strongly robust fuzzy extractor was computationally insider secure
in the plain model.
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A Strongly robust fuzzy extractors

In this appendix, we expand on a remark we made earlier about combining reusability and robust-
ness in fuzzy extractors, namely extending our impossibility results on strongly robust sketches to
show that strongly robust extractors are impossible.

It is easy to see how this is the case for all “standard” fuzzy extractor constructions, construc-
tions where Fsk outputs a sketch Gen(w) for some sketch that is later used to recover w by Rep.
As the validity of Fsk is based on the validity of the sketch Gen, we can utilized all the results of
Lemma 3.1. However, for general constructions, it may not be the case that we can use the results
of Boyen with regards to fuzzy sketches. Most notably, we do not know if δ ∈ Λ maps pre-image
sets to pre-image sets, and we do not know if the preimages induced by Fsk form a code.

We can utilize Claims 11.1, 11.2, 11.3, and 11.4 from Boyen to demonstrate that Fsk must split
up M into equivalence classes, and that δ ∈ Λ must map classes to classes as the proofs of these
claims generalize to reusable fuzzy extractors as the claims only rely on the fact that there must be
some min-entropy remaining in w, even after seeing all conceivable sketches of w which we know
must be the case, else an unbounded adversary could easily break the strong robustness of the fuzzy
extractor.

However, if Rep(w,Fsk(w)) = Rep(w′,Fsk(w′)) for w,w′ : ||w − w′|| ≤ d, then it may be the
case that the equivalence classes induced by Fsk do not form an error correcting code. As long as
we allow that there is a δk, k < n such that δk maps one class to a different class then we can
maintain both of the assumptions necessary for Theorem 3.2 and as such break strong robustness
of that extractor.

We also note that as long as the fuzzy extractor has the property that we need not see every
sketch of a secret w before we can find the equivalence class Fsk−1(Fsk(w)), then we need make no
assumptions about δ at all as our more efficient attack in Appendix C will be able to find a valid
sketch of w, without having to see all possible valid sketches.

B Protocols utilizing fuzzy sketches and extractors

In this section, we go through previously designed protocols that have utilized fuzzy extractors in
order to demonstrate both the utility and necessity of strongly robust sketches and extractors.

Past protocols which utilize fuzzy extractors can be divided into two types, both types involving
a single client and server:

Protocol 1:
1. The server stores a sketch P of the client. The server may or may not store the key R

extracted from P as well.
2. The client requests P , and uses w,P to regenerate R.
3. Some protocol utilizing the key R is begun between the client and server.
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Protocol 2:
1. The client and server have closely correlated secrets w and w′.
2. The client creates a sketch Fsk(w) = P and sends that to the server.
3. The client and server regenerate a key R from their close secrets and the sketch P .
4. The client and server begin a protocol utilizing the key R.

Protocols of type 1 can be seen, for instance, in [3]. Protocols of type 2 can be see in [8].
In protocols of type 2, we note that each time the protocol is being run a new sketch is being
generated. If the sketch is completely deterministic and the client’s w is consistently stored, this is
not an issue, however sketches for fuzzy extractors must contain at least one randomized component,
namely the random seed for the extractor. In protocols of type 1, it is not immediately clear that
strong robustness is necessary, as the server stores one, and only one sketch of the client. If a client
interacts with multiple servers however, multiple sketches will be created. In addition, consider a
man in the middle adversary. In both types of protocols, such an adversary is capable of sending
test sketches to the client multiple times, and interacting with the client running the protocol on
the resulting key.

For all these reasons, it is reasonable to consider the issue of strong robustness and reusability in
fuzzy sketches and extractors. We reiterate that we do not need to consider the issue of a strongly
post application robust extractor due to the fact that we do not consider our extractor to maintain
security against an unbounded adversary. Since most primitives hide their key to computationally
bounded adversaries we may assume that the adversary attacking the robustness of the sketch
protocol does not see the key R.

C Further attacks

Our impossibility results in Section 3 demonstrate that previous constructions cannot be statisti-
cally strongly robust. In this section, we extend this result and show that previous constructions
are not strongly robust even in a computational sense. We give an attack that works on the
constructions of [13, 8].

We first give the construction of a robust fuzzy extractor that is found in [13, 8]. Let SS(w)
be a deterministic, linear sketch. As such, there is a matrix S such that SS(w) = Sw. Let S′ be
a matrix such that S

S′ has full rank. Let SS′(w) = S′w. For c = SS′(w), let a be the first half
of c, b the second half, where both a and b are viewed as elements of F2n′/2 . Set L = 2 k

n′ . Let
s = SS(w). Pad s such that |s| = Ln′/2 and then split s into L bit strings of size n′/2. Define
fs,i(x) = xL+3 + x2(sL−1x

L−1 + sL−2x
L−2 + ... + s0) + ix. Fsk is now defined as Fsk(w) = (s, i, σ)

where i is randomly selected, σ is the last v bits of fs,i(a) + b and where R is the remaining bits of
fs,i(a) + b.

We give two attacks. The first attacks the post-application robustness of this scheme, the second
attacks the pre-application robustness.

• A makes two public queries where δ = 0, receiving s, i, σ,R and s′, i′, σ′, R′ (A receives R and
R′ due to the fact that it is a post-robustness attack).

• A denotes X = R||σ and X ′ = R′||σ′.

• A computes X−X ′ = (i−i′)a due to the fact that SS(w) is deterministic and for both queries
δ = 0.
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• A finds a = (X −X ′)(i− i′)−1 = (i− i′)−1(i− i′)a = a.

• A finds b = X − fs,i(a).

Once A finds both a and b and given that SS′ is linear and SS is linear, A can easily compute a
new sketch for any δ 6= 0 and any i.

This next attack demonstrates that this protocol is not pre-application robust, so as such the
adversary does not receive the extracted key R.

• A makes two public queries where δ = 0, receiving s, i, σ and s′, i′, σ′.

• A computes σ − σ′ = fs,i(a) + b]v1 − (fs′,i′(a) + b)]v1 = (i− i′)a]v1.

• A makes a new public query where δ = 0, and receives s′′, i′′, σ′′.

• A creates a new sketch where s∗ = s′′, i∗ = (i− i′) + i′′ and σ∗ = σ′′ + σ − σ′.

Due to the fact that for all these public queries, δ = 0 we have that s = s′ = s′′ = s∗. We have
fs,i∗(a) = fs,i′′(a) + (i− i′)a = fs,i′′(a) + σ − σ′ as such σ∗ = σ′′ + σ − σ′ and so the s∗, i∗, σ∗ is a
valid sketch.

Next, we describe a general attack that should be more efficient than the one given in our
general impossibility result.

Attack. We note that we can break all sketches into two cases: 1) Gen−1(P ) = E∗ is true for only
a single class E∗ and 2) Gen−1(P ) = Ei1 ∪ · · · ∪ Eik for some k equivalence classes k ≥ 2. In case
1, we simply apply the attack from Theorem 3.2. However, for sketches in case 2, we may find a
more efficient attack.

If |Gen∗(Ei1)∩· · ·∩Gen∗(Eik)| ≥ 2 then there exists another sketch P ∗ such that P ∗ ∈ Gen∗(Ei1)∩
· · · ∩ Gen∗(Eik), P ∗ 6= P , P ∗ ∈ Gen∗(E∗) and as such P ∗ is a valid sketch of w, and we are done.

Therefore, we assume that this is not the case and |Gen∗(Ei1) ∩ · · · ∩ Gen∗(Eik)\P | = 0. A then
requests another sketch of w, receiving a new P not equal to any prior P . By Lemma 3.1, if it is
true that Gen−1(P2)∩Gen−1(P ) = Ei′1∪· · · Ei′k′ where k′ < k, and Ei′j ⊂ Gen−1(P ) for all j otherwise
we contradict our assumption that Gen∗(Ei1) ∩ · · · ∩ Gen∗(Eik) contains only P .

Thus, for every sketch that we see, we are able to eliminate at least one equivalence class from
the set of possible classes. Denote the current set of q sketches seen by A as Pq. A continues by
examining the current intersection of the images of the possible equivalence classes, excluding all
sketches in Pq. If this set is non-empty, then a new valid sketch of w was found, and we are finished.
Otherwise, A requests another sketch, removing at least one equivalence class from consideration.
This process continues until we have found either a valid sketch of w, or have determined the correct
equivalence class E∗ and as such we can run the attack from Theorem 3.2.

D Proof of insider security

In this section we state our construction of an insider secure fuzzy extractor. Our construction is
similar to the construction in Section 4 with the exception that instead of a deterministic linear
sketch, we use the code offset sketch of Definition 2.10. Let Gen and Rec be the codeoffset sketch
using a code with parity check matrix H. Let SM and SK be defined as in Section 4 with respect
to this H.
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Definition D.1 (Fsk)
1. Q = Gen(w).
2. µ = SMw.
3. τ = MACµ(Q).
4. R = SKw.
5. Output P = (Q, τ) and R.

Definition D.2 (Rep(w′, P ′))
1. Let w′′ = Rec(w′, Q′).
2. µ′ = SMw′′

3. τ ′ = MACµ′(Q′)
4. If τ ′ = τ output SKw′′ else output ⊥.

Theorem D.3 Our construction in Section 4, replacing Gen and Rec by the code offset sketch is
an insider secure fuzzy extractor.

Proof. This extractor can be shown to be reusable via the same techniques in Theorem 4.5,
Theorem 4.4 and Theorem 4.6. We demonstrate how any adversary playing the game defined for
the advantage ADV-INSIDE can simulate its private queries. Once we do that, we can limit ourselves
to adversaries which make only public queries. The rest of the proof follows from the idea that if
an adversary makes only public queries, the game defined for advantage ADV-INSIDE is the same
as the reusability of the fuzzy extractor.

There are two cases. If A makes a private query with a Q never returned from a public query
he can simulate the result by outputting ⊥. This is because if A can create a new Q, τ pair that
will not return ⊥, then ADV-ROBUST′(A,Fsk,Rep,∆) is non-negligible.

We now deal with the case where A makes a private query using a Q, τ, δy tuple returned in a
public query. The first time this occurs, A can simulate the output by selecting a random lKEY

sized bit string R. For all subsequent private queries of this type, if the associated public query
was made with δx, then A knows the output of Rep will be R ⊕ SK(x ⊕ y) due to the linearity of
the extractor.

We next deal with the case where A makes a private query using a Q, τ, δx that was returned in
a public query, while also specifying a different δx′ . In this case, then Rec(w ⊕ x′, w ⊕ x⊕ C(r)) =
w⊕x⊕C(r)⊕C(D(x′⊕x⊕C(r))). If x⊕x′ has weight less than d, then C(D(x⊕x′⊕C(r))) = C(r)
and as such Rec recovers w⊕x and as such we are in the previous case. If x⊕x′ has weight greater
than d, then C(D(x′⊕x⊕C(r))) = C(r′), a different codeword, if the error correcting program D can
run at all. As such Rec outputs w⊕x⊕C(r⊕r′). We know that τ = SM (w⊕x) and as such we can
calculate SMC(r) = τ⊕SMQ. This allows us to calculate SMC(r′) = SM (w⊕x⊕C(r⊕r′))⊕SMQ.
As such we know the linear offset between the old value τ , and the new τ ′ produced by this query,
namely SM (C(r ⊕ r′)). As such, any adversary who can produce a valid τ ′ has broken the xor
related key security of the MAC.

As this covers all the possible private queries, our proof is complete. 2

We note that the main reason why we needed to use the code offset sketch was that we required
that Rec(w ⊕ x′,Gen(w ⊕ x)) produce a known offset of w ⊕ x, based only on x and x′. Such a
“linearity” property is common to all known reusable sketches, including the code offset sketch,
its equivalent sketch the “syndrome” sketch, and the generic reusable sketch made by Boyen all of
which were shown to be reusable in [3].
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