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Abstract. We propose a new cryptographic primitive, the “tweakable
block cipher.” Such a cipher has not only the usual inputs—message and
cryptographic key—but also a third input, the “tweak.” The tweak serves
much the same purpose that an initialization vector does for CBC mode
or that a nonce does for OCB mode. Our proposal thus brings this feature
down to the primitive block-cipher level, instead of incorporating it only
at the higher modes-of-operation levels. We suggest that (1) tweakable
block ciphers are easy to design, (2) the extra cost of making a block
cipher “tweakable” is small, and (3) it is easier to design and prove
modes of operation based on tweakable block ciphers.
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1 Introduction

A conventional block cipher takes two inputs—a key K € {0,1}* and a message
(or plaintext) M € {0,1}"—and produces a single output—a ciphertext C €
{0,1}". The signature for a block cipher is thus (see Figure 1(a)):

E:{0,1}F x {0,1}" — {0,1}" . (1)

On the other hand, the corresponding operators for variable-length encryp-
tion have a different signature. These operators are usually defined as “modes of
operation” for a block cipher, but they may also be viewed abstractly as another
set of encryption operators. They take as input a key K € {0, 1}’“, an initial-
ization vector (or nonce) V € {0,1}7, and a message M € {0,1}* of arbitrary
length, and produce as output a ciphertext C' € {0,1}*. The signature for a
typical encryption mode is thus:

£ :{0,1}* x {0,1}" x {0,1}* — {0,1}" .
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