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Abstract

Oblivious DNS over HTTPS (ODoH) enhances DNS privacy by
routing queries through a proxy so that no single party can link a
client’s IP address with its DNS queries. However, because ODoH
encrypts each query individually, the proxy cannot cache responses.
We present CODoH (Cacheable Oblivious DNS over HTTPS), a
cacheable extension to ODoH that reduces DNS resolution latency
while preserving ODoH’s separation of knowledge. CODoH places
a proxy-side cache inside a trusted execution environment—namely,
an Intel SGX enclave—and uses end-to-end encryption to ensure
that the proxy never learns plaintext queries or cached responses. To
prevent caching from becoming a new inference surface, CODoH
defends against cache-state probing and set-difference (bracket-
ing) attacks with (i) cover responses supplied by the resolver, (ii)
batched cache updates that mix many clients’ inserts, and (iii) an
oblivious RAM (ORAM) backend that hides cache access patterns.
CODoH also enforces correctness and freshness of cached records
via resolver authorization and replay protection. We implement
CODoH as extensions to CoreDNS and outline an evaluation plan
that quantifies latency, overheads from SGX and ORAM, and the pri-
vacy—-performance trade-offs induced by batching, cover responses,
and padding.

Keywords

DNS, ODoH, caching, trusted execution environments, Intel SGX,
ORAM

1 Introduction

The Domain Name System (DNS) [35, 36] is a critical piece of Internet
infrastructure: nearly every application session begins by translat-
ing human-readable domain names into IP addresses. DNS’s original
design emphasized performance and deployability, relying heav-
ily on caching and hierarchical delegation, but it provided neither
security nor privacy. Although mechanisms such as DNSSEC [22]
improve integrity and authentication, they do not conceal who is
querying or what is being queried. Encrypted transports such as
DNS-over-TLS (DoT) [23] and DNS-over-HTTPS (DoH) [21] pro-
tect DNS traffic from passive observers on the network path, but
they still concentrate sensitive information at the resolver, which
learns both the client’s network identifier and the plaintext domain
name. This concentration matters in practice because a small num-
ber of large public resolvers serve a significant fraction of global
DNS traffic [17, 41], creating powerful vantage points for profiling,
censorship, and monetization.
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Oblivious DNS over HTTPS (ODoH) [27, 42] eliminates the resid-
ual privacy gap in encrypted DNS by splitting trust between two
roles: an oblivious proxy that learns the client’s identity but not
the plaintext query, and an oblivious target resolver that learns
the query but not the client. Apple’s iCloud Private Relay [3] uses
ODoH for DNS resolution, where Apple operates the proxy, and a
partner such as Cloudflare operates the target [16]. This separation,
however, comes at a cost: ODoH forfeits one of DNS’s primary
performance advantages: shared caching near clients. Each query
is encrypted end-to-end to the target, which prevents the proxy
from caching plaintext responses. The resulting lack of proxy-side
caching increases latency, raises upstream load, and limits deploya-
bility, particularly for popular domains and latency-sensitive appli-
cations [25, 45]. Restoring proxy-side caching without reintroduc-
ing linkability would preserve ODoH’s privacy guarantees while
recovering much of DNS’s practical performance benefits.

Caching introduces new side channels. Caching, however,
fundamentally changes the security story. A cache introduces per-
sistent, query-dependent state at the proxy, and that state becomes a
side channel even if the proxy cannot decrypt queries. In the ODoH
setting, an adversarial proxy can manipulate scheduling and con-
currency, inject probe traffic as a client, restart cache components to
create “fresh windows," and selectively omit cache inserts—all with
the goal of learning something about a victim’s query from how
cache state changes over time. Worse, naive caching enables classic
bracketing (set-difference) attacks in which the proxy isolates a
victim request, compares cache state before and after, and infers
which name was inserted. These attacks do not arise in baseline
ODoH because ODoH traffic remains intentionally non-cacheable;
they arise precisely because caching creates state. Any solution
therefore must (i) keep the proxy from learning plaintext queries
and responses, (ii) ensure cached answers remain authorized and
fresh, and (iii) prevent cache behavior itself—hits, misses, inserts,
and access patterns—from becoming a reliable distinguisher under
an active proxy adversary.

This paper. Our key insight is that ODoH can support caching by
isolating only the cache inside a small, remotely attestable trusted
component co-located with the proxy, while masking cache-induced
side channels so that even an active proxy cannot link a client’s
query to specific cache state changes. We present CODoH (Cacheable
Oblivious DNS over HTTPS), an extension that reduces DNS latency
while preserving ODoH’s separation of knowledge. CODoH places
the cache inside an Intel SGX enclave [24, 33] alongside the proxy
and introduces a protocol that allows the target to authorize cache
inserts without revealing cache contents.

To address cache-specific inference risks, CODoH combines three
techniques: (1) it structures responses to avoid exposing explicit
cache hit/miss signals, (2) it expands and mixes cache updates us-
ing cover responses and batched commits to prevent attribution to
any single request, and (3) it hides cache access patterns with an

59
60

61

63

64

65

66

67

68

69

70

71

72

73

74

75

76

77

78

79

80

81

82

83

84

85

86

87

88

89

90

91

92

93

94

95

96

97

98

99

100

101

102

103

104

106

107

108

109

110

111

112

114

115

116


https://creativecommons.org/licenses/by/4.0/
https://doi.org/XXXXXXX.XXXXXXX

117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

150

160
161
162
163
164
165
166
167
168
169
170
171
172
173

174

Proceedings on Privacy Enhancing Technologies YYYY(X)

oblivious RAM (ORAM) [19, 43] backend to block architectural leak-
age. Together, these mechanisms recover caching’s performance
benefits while maintaining ODoH’s trust split.

Contributions. We make the following contributions:

e Design: We design CODoH, a cacheable extension to ODoH
that places proxy-side caching inside an Intel SGX enclave
while preserving ODoH’s separation between client identity
and query contents.

e Security mechanisms: We develop cache-specific defenses
against active proxy attacks, including cover responses, batched
cache updates, restart/omission handling, and ORAM-backed
oblivious caching to mitigate set-difference and cache-probing
inference.

e Correctness and freshness: We enforce that cached answers
remain authorized and fresh via target-authenticated cache
inserts and replay protection compatible with SGX’s time limi-
tations.

e Prototype and evaluation plan: We implement CODoH as
extensions to CoreDNS [5]—a graduated Cloud Native Comput-
ing Foundation (CNCF) [14] project—and outline experiments
to quantify end-to-end latency and the overhead of the added
privacy mechanisms.

Paper outline. The remainder of this paper is organized as fol-
lows. In §2 we review background material and motivate CODoH
in the context of prior DNS privacy work. In §3 we state CODoH’s
goals, assumptions, and threat model, emphasizing the stronger
proxy-side adversary introduced by caching. §4 presents our CODoH
design and defenses, while §5 presents a security analysis of these
defenses. §6 describes our prototype implementation and §7 evalu-
ates performance and overhead. We conclude in §8.

2 Background and Motivation

2.1 ODoH

ODoH mitigates resolver-side linkability by decoupling client iden-
tity from query contents. It introduces two roles: a proxy that relays
encrypted messages and a target resolver that decrypts and an-
swers them. Using Hybrid Public Key Encryption (HPKE) [6], the
client encrypts each query under the target’s public key and sends
it through the proxy, which sees only ciphertext and the client’s
IP address, while the target sees the plaintext query but only the
proxy’s IP. As long as the proxy and target do not collude (or an
attacker does not compromise both), neither can link a user to
a query. This design, however, comes at a cost: ODoH encrypts
each exchange with fresh randomness, preventing the proxy from
caching responses and thereby sacrificing one of DNS’s primary
performance advantages: serving popular records from a nearby
shared cache.

2.2 Intel SGX

Trusted execution environments (TEEs) protect code and data from
a potentially hostile software stack on the same machine. Intel
SGX [24, 33] is a TEE that extends the x86-64 architecture to support
isolated execution in protected regions called enclaves, allowing
user-space applications to run securely even in the presence of a
malicious operating system or hypervisor, as well as some physical

Anon.

attackers. SGX encrypts and integrity-protects enclave memory
when stored in DRAM and decrypts it only within the trusted CPU
package, preventing privileged software from observing or modify-
ing enclave state. Although SGX minimizes the trusted computing
base by isolating only selected portions of an application, it can
introduce compatibility challenges with legacy software, which
middleware frameworks [4, 7, 20, 46] help mitigate. Like other
TEEs, SGX’s security guarantees can be weakened by side-channel
attacks [8, 9, 29-31, 47, 48].

A core feature of SGX is remote attestation, which enables a
remote party to verify that specific software is running inside a gen-
uine enclave on authentic hardware. During attestation, the proces-
sor signs a measurement of the enclave’s initial state (MRENCLAVE)
and the identity of the signing entity (MRSIGNER), producing a ver-
ifiable quote. The enclave can also bind runtime data (such as a
public key) to this attestation by including it in a signed user-data
field. Clients can verify the quote to confirm both the integrity
of the enclave code and the authenticity of the hardware before
trusting it with sensitive operations.

2.3 Prior Work on DNS Privacy

CODoH builds on a long line of DNS-privacy research that tries to
break the link between who a client is and what name it resolves,
without making DNS too slow or too expensive to deploy. Prior sys-
tems typically trade among three levers: (1) hiding a query among
many (with range queries / cover queries), (2) hiding the sender
among many (mix networks), and (3) hiding the query from the
infrastructure (using trusted hardware or cryptography). CODoH
builds directly on these ideas: it preserves ODoH’s low-latency,
proxy-based separation of identity and query contents while restor-
ing proxy-side caching using techniques that dilute and obscure
per-query observables, without incurring the deployability con-
straints or high latency of earlier approaches.

Range queries and cover traffic. Early privacy-preserving DNS
systems used range (dummy) queries [10, 50, 51] to hide a user’s true
lookup among additional queries, thereby creating an anonymity
set in which an observer cannot distinguish the real query from
decoys. In practice, these approaches incur significant bandwidth
and latency overhead (since the client must wait for all resolu-
tions), and require carefully chosen dummy hostnames to avoid
revealing inter-query dependencies. CODoH avoids such overheads
and client-side concerns by forgoing dummy queries and instead
injecting only dummy responses.

Mix networks Mix networks [11] address a complementary prob-
lem by concealing a query’s origin through delayed and shuffled
forwarding across multiple relays. This design offers strong resis-
tance to traffic analysis but incurs substantial latency, making it
impractical for DNS, where even small delays degrade user expe-
rience. Onion-routing approaches such as DNS-over-Tor [1, 37]
similarly impose comparatively high latency for DNS workloads.
Hybrid designs [18] therefore often reserve mixing for long-tail
queries while serving popular names locally using alternative mech-
anisms, sometimes including broadcast-style techniques. CODoH
pursues the same underlying intuition—make any single query
hard to isolate—while keeping a low-latency proxy path. Rather
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than introducing multi-hop mixing or broadcast, CODoH approxi-
mates this blending effect through cache-centric mechanisms that
aggregate and mask cache state changes.

Trusted execution environments for DNS. PDoT [39] takes
a different approach by running the resolver inside an Intel SGX
enclave to limit what the operator can observe, while using remote
attestation to assure clients that the they are communicating with
the protected code. PDoT also highlights an important residual-
leakage issue for recursive resolution: even if the recursive resolver
is protected, traffic to authoritative name servers can reveal infor-
mation. CODoH draws two lessons from this line of work. First,
TEEs can help enforce privacy properties even when a machine
owner is not fully trusted. Second, minimizing the trusted com-
puting base matters: instead of placing an entire resolver inside
a TEE, CODoH uses trusted execution only for narrowly scoped
stateful functionality associated with caching, and composes it with
ODoH’s proxy-target separation.

Private Information Retrieval. Private Information Retrieval
(PIR) [12] offers an appealing “cryptography-only" approach: a
client retrieves a record from a server’s database without reveal-
ing which record it requested. Applied to DNS, PIR can prevent a
resolver from learning query contents even without a proxy. How-
ever, PIR-based DNS designs [34, 49] face practical friction: DNS
data are dynamic (TTL expiration, frequent updates), caches are
not fixed databases, and handling misses and updates tends to re-
quire additional protocol machinery. Moreover, PIR can impose
significant computation and bandwidth costs at resolver scale, and
many proposals rely on specialized hardware acceleration to be-
come cost-effective. These challenges make PIR an informative
point of comparison, but not the primary design basis for CODoH’s
approach.

Summary. Taken together, this prior work suggests a recurring
design pattern: systems that provide strong privacy rely on either
(i) large anonymity sets created by aggregation (range queries /
mixing), or (ii) strong server-side opacity (TEEs or heavy cryptog-
raphy). CODoH’s goal is to combine the spirit of these ideas while
preserving the deployability and latency properties of modern en-
crypted DNS. In the rest of the paper, we show how CODoH adapts
these ideas to the ODoH caching setting.

3 Goals, Assumptions, and Threat Model

CODoH inherits ODoH’s goals, assumptions, and baseline adversary
model, and then adds new requirements and adversarial capabilities
that arise specifically from caching.

3.1 ODoH Goals and Assumptions (Inherited)

ODoH privacy goal. ODoH aims to prevent any single non-
colluding party from learning both (i) a client identifier (i.e., IP
address) and (ii) the plaintext DNS query/response. It achieves this
separation by splitting roles between a proxy and a target resolver.

ODoH adversary model. ODoH assumes a powerful active net-
work attacker that can observe, replay, delay, drop, and inject mes-
sages, but that cannot break standard cryptographic primitives.

Proceedings on Privacy Enhancing Technologies YYYY(X)

ODoH further assumes compromise of either the proxy or the tar-
get may occur, but not both simultaneously (equivalently, the proxy
and target do not collude).

ODoH operational assumptions. ODoH makes the following
operational assumptions:

o Clients obtain and authenticate the target’s public key material
(the bootstrapping mechanism is out of scope of the specifica-
tion).

e The proxy and target operate under independent administrative
control; if they collude or are jointly compromised unlinkability
is lost by design.

e Proxies do not add client-identifying information when for-
warding requests (e.g., Forwarded headers), and clients do not
send identifying state (e.g., cookies) to proxies.

o The target follows the protocol and does not intentionally in-
troduce client-specific identifiers (e.g., via cilent-unique config-
uration) that would enable linkability.

3.2 CODoH: Added Requirements and Stronger
Adversary (New)

Caching introduces persistent state at the proxy and makes cache
behavior a potential side channel. CODoH therefore adds both a
performance requirement and cache-specific security goals.

Performance requirement. CODoH should reduce client-perceived

latency for cacheable DNS records relative to baseline ODoH, with-

3
out requiring changes in the client’s trust assumptions about proxy-target

separation. Client latency for uncached DNS records should be sim-
ilar to that with ODoH.

Stronger proxy-side adversary. Beyond ODoH’s baseline model,
CODoH assumes the proxy may be actively malicious in ways that
specifically exploit caching. In particular, an adversary controlling
the proxy can:

(1) Deviate arbitrarily from the protocol (drop, replay, reorder, delay
cache insertions)

(2) Control scheduling and concurrency at the proxy (e.g., queue
other clients).

(3) Initiate arbitrary probe queries as a client to influence or test
cache state.

(4) Restart the cache component to reset or perturb its state.

This model is strictly stronger than baseline ODoH because CODoH
must remain safe even when the proxy uses caching behavior as
an active attack surface.

Primary cache-specific attack vector. A cache enables state-

based inference attacks that do not exist in baseline ODoH because

standard ODoH traffic is intentionally non-cacheable. The canonical

example is a set-difference (bracketing) attack in which a malicious

proxy:

(1) Learns (or approximates) the current cache state.

(2) Allows exactly one victim query to proceed while queuing other
traffic.

(3) Learns the cache state again.

(4) Computes the difference to isolate which entry was added,
thereby narrowing (and potentially identifying) the victim’s

query.
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CODoH'’s security goals below target this class of attacks and re-
lated cache-manipulation strategies.

Security goals. CODoH targets the following goals in addition
to ODoH’s baseline unlinkability:

G1 Authorized and fresh cached answers. A malicious proxy must
not be able to cause clients to accept cached DNS answers that
the target did not authorize, or that are no longer valid. This
goal rules out cache poisoning, tampering, and stale-answer
replay that would create split views or incorrect resolutions.

G2 Cache-state indistinguishability under active probing and schedul-
ing. The proxy must not be able to learn meaningful information
about a particular client’s query by manipulating or compar-
ing cache state across time—e.g., via set-difference/bracketing,
cache priming, selective withholding, restart-based “reset win-
dows," or similar strategies that rely on proxy-controlled sched-
uling and concurrency.

G3 Query equality and profiling resistance. The proxy must not be
able to determine whether two client requests correspond to
the same DNS query (or otherwise build per-client/per-group
query profiles) from cache behavior, beyond what is already
available from observing client network identifiers and coarse
traffic features (as allowed by the out-of-scope items in §3.3).

Threat model. CODoH retains ODoH’s non-collusion assump-
tion. Within that assumption, CODoH considers the following in-
scope adversary capabilities:

o Network control at the proxy: Observe, delay, drop, replay, re-
order, inject protocol messages on proxy-facing links.

e Active proxy deviation: Arbitrary protocol deviation to bias
cache behavior (e.g., priming, withholding inserts, selective
forwarding).

o Scheduling control: Manipulate concurrency and queuing at the
proxy to amplify inference (e.g., isolate a victim in an “epoch").

e Cache lifecycle control: Restart the cache component to reset
state.

o Proxy-as-client probing: Send probe queries to try to enumerate
or test cache contents.

CODoH also considers architectural leakage channels that arise
from the cache component’s externally observable behavior, includ-
ing:

e Page-level access patterns visible via architectural mechanisms
(e.g., page faults / paging activity).

e Timing differences between different logical cache operations.

o Message size differences.

CODoH aims to prevent these channels from enabling G2/G3-style
inferences.

3.3 Out of Scope Threats and Limitations
CODoH inherits several limitations from ODoH and encrypted DNS

protocols more broadly, and it makes additional scoping choices
for clarity.

Traffic correlation and website fingerprinting. Asin ODoH,
CODoH does not attempt to defeat global traffic-analysis adver-
saries that can correlate flows across multiple network vantage

Anon.

points or over long time horizons (e.g., by combining DNS ob-
servations with application-layer behavior). In particular, CODoH
assumes client-side indistinguishability at the network layer. Dis-
tinctive client traffic patterns—such as bursts of dependent queries
and characteristic timing—may still enable website fingerprinting
or related correlation attacks by an observer at or near the proxy.
Salari et al. [40] demonstrate this risk for ODoH: using deep learning
over encrypted traffic features (packet sizes, counts, and timing),
they show that a passive adversary near the proxy can identify
visited websites with high accuracy, and they propose TLS-level de-
fenses based on padding, fragmentation, and dummy traffic. CODoH
is complementary to this line of work: whereas Salari et al. ana-
lyze and defend against fingerprinting in ODoH, we address the
privacy and deployability challenges introduced by adding caching.
CODoH can (and does) incorporate traffic-perturbation techniques
such as padding and cover traffic to reduce protocol-level distin-
guishers, but it does not by itself claim to eliminate inference driven
by higher-layer client behavior.

Microarchitectural attacks on trusted hardware. CODoH
does not defend against microarchitectural side channels or fault
attacks [38] against the cache’s trusted-execution substrate (e.g.,
transient-execution attacks such as Spectre/Meltdown-class issues [28,
32, 47], or other CPU-level leakage). We assume either that com-
modity mitigations suffice for these threats or that they fall outside
our attacker model. Our in-scope side-channel model is limited to
architectural channels as described in §3.2.

Malicious target and proxy-target collusion. As in ODoH,
CODoH does not ensure DNS correctness against a malicious target,
and it does not address active deanonymization in which a malicious
target crafts answers to elicit identifying client behavior. Finally, if
the proxy and target collude (or are jointly compromised), ODoH’s
privacy goal fails by construction; CODoH cannot prevent this and
instead relies on operational separation between the two roles.

4 Design

In this section, we incrementally develop the CODoH protocol,
introducing additional mechanisms as needed. Figure 1 shows the
system architecture, and Algorithm 1 presents pseudocode for the
main steps.

4.1 Syntax and Notation.

We use the following notation for HPKE, which consists of algo-
rithms for creating an HPKE context, and then context methods for
sealing, opening, and deriving (exporting) keys with that context.
We use $ — to denote randomized algorithms and — for determin-
istic algorithms.

HPKE.SetupS (pkg, info) $— (enc, ctxg): Createsasender con-
text ctxs and an encapsulation enc for receiver public key pkr
under domain separation string info.

HPKE.SetupR(skg, info, enc) — ctxg: Creates the matching re-
ceiver context ctxg given private key skpg, info, and enc.

ctx.Seal(aad, pt) $— ct: AEAD-encrypts plaintext pt with asso-
ciated data aad using the context’s internal key/nonce schedule.

ctx.Open(aad, ct) — pt | L: AEAD-decrypts and authenticates.
On authentication failure, returns the error symbol L.
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Figure 1: CODoH architecture. Prior to issuing queries, the client retrieves and verifies the target’s certificate and the enclave’s
attestation quote (binding their respective public keys). In this diagram, the target is co-located with a recursive resolver.

ctx.Export(label, ) — k: Deterministically derives ¢ bytes of
key material from the context using an exporter label (domain
separation within context).

We assume nonces are unique per key, and that ciphertexts include
the AEAD authentication tag.

Finally, let H : {0,1}* — {0, 1}¢ denote a cryptographic hash
function that maps arbitrary bit strings to strings of ¢ bits.

In ODoH, the client invokes HPKE.SetupS and ctx.Seal to en-
crypt a DNS query end-to-end to the target’s public key, while the
target invokes HPKE.SetupR and ctx.Open to decrypt the query.
The domain-separation string info ensures that keys derived for
different purposes are cryptographically independent, preventing
cross-protocol or cross-use key reuse; for example, ODoH uses
the fixed value "odoh query" when deriving keys for query en-
cryption. In both ODoH and CODoH, the aad field binds unen-
crypted protocol metadata—such as nonces and cryptographic suite
identifiers—to the encrypted payload.

4.2 Base Protocol

Bootstrap. As in baseline ODoH, we assume that clients securely
obtain the target’s public key pkt before issuing queries. In addi-
tion, upon startup the enclave generates a public-private key pair
(pke, skg) and produces an attestation quote that cryptographically
binds the public key pkg to the enclave’s measurement as user-data.
Clients retrieve the enclave’s public key and validate its attestation
quote before use. The mechanism for discovering and distributing
this keying material is outside the scope of this paper, but likely
involves fetching it from a well-known service.

Query. CODoH uses two independent HPKE exchanges per query:
one to the target and one to the enclave, resulting in ciphertexts
Q7 and Qg, respectively.

Response. Upon receiving a request, the proxy forwards Qg to
the enclave, which decrypts it to recover the query and checks
its in-memory cache. The enclave derives a response key from
the request’s HPKE context via Export, encrypts either the cached
response or a cache-miss indicator under that key, and returns the
resulting ciphertext to the proxy, which forwards it to the client.

In tandem to forwarding the request to the enclave, the proxy for-
wards Qr to the target. The target responds as in baseline ODoH by
encrypting the DNS response to the client, forming Rc. In addition,
it constructs a cache-insert bundle Rg encrypted to the enclave’s
public key pkg. This bundle contains the DNS response plus its TTL
and timestamp (see §4.4), and is authenticated with the target’s sig-
nature. Upon receiving the reply, the proxy forwards the baseline
ODoH response Rc to the client and delivers the enclave-encrypted
R to the enclave.

As in baseline DNS, the response includes the original question,
which allows the enclave to unambiguously associate each response
with its query. The enclave decrypts Rg, verifies the target’s sig-
nature, extracts the query from the DNS response, and inserts the
resulting (query, response) pair into the cache.

Message padding. Differences in size (and processing time) be-
tween cache-hit and cache-miss responses could reveal cache status
to the proxy or a network observer. To prevent this leakage, CODoH
pads responses to fixed-size buckets (e.g., the next 1 KB, 2 KB, or
4 KB boundary), and performs the same HPKE operations on the
resultant message regardless of whether the enclave’s response is
a cache hit or miss message. Since this padding also helps miti-
gate website fingerprinting attacks, (such as those demonstrated
by Salari et al. [40]), CODoH likewise pads the query messages.

4.3 Preventing Set-Difference Attacks

Returning both a cache response and a resolver response prevents
the proxy from trivially determining whether a query caused a
cache hit or miss. However, this mechanism does not stop a set-
difference attack: the proxy can still (1) enumerate the cache, (2)
process a single victim query while queuing all other queries, (3)
re-enumerate the cache, and (4) compute the difference between
the two states, uncovering the victim query.

Cover responses. A first step in mitigating set-difference attacks
is to inject cover responses into the cache so that cache state changes
are larger and harder to attribute to a single query. Since the enclave
cannot generate responses on its own, CODoH uses the resolver as
a source of cover traffic. For each query, the cache-insert bundle
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Algorithm 1 Base Protocol

function Client. MakeQuery(pkr, pkg, query, aad)

> Encrypt to target <
(encr, ctxt) «$ HPKE.SetupS(pkr, “odoh query”)

ctt < $ ctxt.Seal(aad, Pad(query))

Qr « (encr, ctr)

> Derive target response key <
k¢ « ctxt.Export(“odoh response”, f)
> Encrypt to enclave <

(encg, ctxg) «$ HPKE.SetupS(pkg, “codoh cache query”)
ctp «$ ctxg.Seal(aad, query)
Qg « (encg, ctg)

> Derive enclave response key <
ke < ctxg.Export(“codoh cache response”, ¢)
> Return the two HPKE ciphertexts and response keys <

return (Qr, k¢, Qg, ke)

function Enclave.Lookup(Qg, aad)

> Decrypt client query <
ctxg < HPKE.SetupR(skg, “codoh cache query”, Qg.enc)
query « ctxg.Open(aad, Qg.ct)

> Derive response key <

ke « ctxg.Export(“codoh cache response”, ?)

> Lookup response in cache <

resp < Cache.Get(Unpad(query))

> Encrypt response <

Rc «$ ctxg.Seal(aad, Pad(resp))

> Return ciphertext for client <
| return Rc.

function Target.Resolve(Qr, aad)

> Decrypt client query <
ctxt « HPKE.SetupR(skt, “odoh query”, Qr.enc)

query « ctxy.Open(aad, Qr.ct)

> Derive client response key <
k¢ « ctx.Export(“odoh response”, £)

> Resolve query <
resp < Resolve(Unpad(query))

> Encrypt client response <
Rc «$ ctxy.Seal(aad, Pad(resp))

> Return response for client <
yield R¢c

> Resolve k cover response <

covers < ResolveCovers(k)
bundle « (resp, covers)

> Sign the cache-insert bundle <
o « Sign(skr, H(bundle))
> Encrypt the cache-insert bundle <

(encg, ctxg) «$ HPKE.SetupS(pkg, “codoh cache insert”)
ctg «$ ctxg.Seal(aad, bundle || o)

Rp « (encg, ct)

> Return response for enclave <
return RE

Qf that the resolver returns contains not only the real response,
but also k cover responses for randomly selected domains.

Anon.

Critically, cover domains must be indistinguishable from real
queries. If the resolver samples covers uniformly from a “Top 1M”
list while the real query targets a long-tail domain, a proxy could
identify the long-tail entry as genuine during a set-difference attack.
To prevent this, the resolver should draw covers from a mixture dis-
tribution that spans both popular and long-tail names. Formally, the
cover distribution D should approximate the empirical query distri-
bution Q, for example by bounding the likelihood ratios Q(x)/D(x)
across domain names.

A natural alternative is to cache only an allowlist of popular
domains. This reduces cache-state sensitivity but limits utility and
adaptability: it misses long-tail reuse, wastes capacity when pop-
ularity shifts, and may not match the popularity distribution of
specific client populations.

Batching cache updates. Even with cover responses, a set-difference

attack remains possible because a single victim query produces
only a small cache update. CODoH mitigates this by delaying inser-
tions and committing them in batches for a configurable number of
queries B, so that each victim’s entries are mixed with many others.
The enclave accumulates candidate insertions from recent queries—
B real responses and their Bk associated covers—and applies them
atomically in batches of size B(1 + k).

Batch boundaries define the “epoch” over which cache state
changes. If the proxy can force or precisely predict these epochs,
set-difference attacks become significantly easier. For example, if
commits occur exactly every B arrivals, the proxy could queue other
clients, allow a single victim query to enter a fresh batch, and fill
the remaining B — 1 slots with its own probes, reducing uncertainty
about the inserted entries. It could also align cache enumeration
with commit times to minimize noise and improve attribution. To
prevent this, the enclave selects commit points independently of
proxy-controlled events (e.g., probabilistically choosing a commit
point around B).

To prevent TTLs from expiring due to low traffic volume, CODoH
defines batching using both size and time thresholds: the enclave
commits when either (1) the batch reaches (around) B queries, or
(2) a maximum delay Tnax elapses since the first pending insert.
This ensures large batches and strong mixing under high load,
while avoiding excessive delay that would reduce TTL utility under
low load. If traffic is too low to form a safe batch (fewer than By,
distinct client queries within Tnax), the enclave temporarily disables
cache hits and reverts to baseline ODoH, preventing small, easily
isolatable cache updates.

4.4 TTLs and Replay Protection

As in baseline DNS, each cached record carries a time-to-live (TTL)
that determines how long it remains valid. However, Intel SGX does
not provide a trusted clock, since all time sources originate outside
the enclave. This limitation complicates safe cache expiration and
replay protection.

CODoH addresses this challenge by requiring the resolver to
include a signed timestamp with every cache insert. Inside the
enclave, CODoH maintains a monotonic notion of time by tracking
the largest timestamp accepted so far, denoted #|,¢est. The enclave
evaluates expiration and freshness relative to this value. To defend
against replay attacks—such as a malicious proxy attempting to
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reinsert stale records to maintain incorrect answers or create split
views—the enclave rejects any cache insert with timestamp ¢t <
Hatest — O, Where § is a small, configurable tolerance window (e.g.,
a few seconds) that accounts for benign network delay or message
reordering.

4.5 Restart Handling

A malicious proxy can restart the enclave to clear its state and create
fresh cache windows that simplify set-difference attacks. To limit
this risk, the enclave generates a new key pair (pkg, ski) on restart
and produces an attestation report that cryptographically binds the
new public key pk to the enclave’s measurement. Publishing a
new key enables accountability, since clients and the resolver can
detect frequent restarts.

After a restart, the enclave rejects messages encrypted under
the old key pkg and returns a key error. The enclave then enters a
warm-up period during which it performs enough batch insertions
to refill the cache to a configurable threshold before serving cache
hits. During this period, the enclave always returns a cache miss,
effectively reverting to baseline ODoH.

4.6 Cache Omission Attacks

A malicious proxy can withhold resolver responses from being
inserted into the cache. While this mainly harms performance and
accountability, it also creates a privacy risk: by selectively omitting
inserts, the proxy can keep the cache in a controlled, predictable
state. For instance, during an enumeration attack, the proxy could
suppress the responses for its probing queries to avoid polluting
the cache with those entries and their associated cover responses,
making cache-state changes easier to isolate.

To mitigate this threat, the enclave tracks queries for which it
has not received matching resolver responses. If the number of
outstanding queries exceeds a threshold, the enclave enters the
same defensive mode used during a restart warm-up, temporarily
disabling cache hits and reverting to baseline ODoH behavior.

4.7 Oblivious Caching

Even if the proxy cannot read cache contents, it may attempt to
infer whether two client requests correspond to the same query by
monitoring which entries are accessed, how often, or in what order.
Such signals could strengthen enumeration or correlation attacks
by turning the cache into a query-equality oracle.

Although SGX protects the confidentiality and integrity of cached
data, it does not conceal memory access patterns from a malicious
host that can observe page faults or other architectural side chan-
nels. CODoH thus implements the cache inside the enclave using
ORAM. ORAM addresses this gap by making memory access pat-
terns computationally indistinguishable across different logical
queries, up to leakage of the total number of accesses. As a result,
the proxy cannot determine which logical cache entry was accessed
or whether accesses repeat.

5 Security Analysis

This section argues that CODoH meets its cache-specific security
goals (G1-G3) against the stronger proxy-side adversary introduced
by caching. We structure the analysis around these three goals,
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namely: (G1) authorization and freshness of cached answers, (G2)
resistance to cache-state inference (with an explicit bound for set-
difference attacks as a function of batch size B and number of cover
responses k), and (G3) resistance to query equality / profiling via
cache behavior. Our arguments assume standard cryptographic
security of HPKE and authenticated encryption, unforgeability
of the target’s signature on cache inserts, and the access-pattern
indistinguishability of the ORAM construction used for the enclave
cache.

5.1 Authorized and Fresh Cached Answers (G1)

Authorized cache answers. CODoH ensures that the proxy can-
not cause clients to accept a cached DNS response that the target did
not authorize. Concretely, the target produces a cache-insert bundle
R encrypted to the enclave’s public key and authenticated with a
target signature. The enclave verifies this signature before inserting
(query, response) into the cache. Under EUF-CMA unforgeability
of the target’s signature scheme, a malicious proxy cannot generate
a new cache-insert bundle that the enclave will accept without the
target’s signing key. Under IND-CCA security of HPKE and the
authenticated encryption protecting this ciphertext, the proxy also
cannot tamper with a valid cache insert—such as modifying the
embedded response—without detection during verification. Conse-
quently, any answer served from the enclave cache must originate
from a target-authorized DNS response.

Freshness and replay resistance. A malicious proxy could re-
play stale cache inserts to retain outdated records or create incon-
sistent views. CODoH prevents such replay—even without a trusted
clock—by requiring the target to attach a signed timestamp to each
cache insert and by maintaining a monotonic “latest accepted time"
within the enclave. Let tj,test denote the largest timestamp accepted
so far. The enclave rejects any insert with timestamp t < t|,est — 0,
where § allows for minor reordering and network delay. Since the
proxy cannot forge the target’s signature, it cannot create fresh-
looking stale records; it can only replay old inserts, which fall
outside the acceptance window as t|,test advances. This limits re-
play to a bounded window of size § and prevents indefinite stale
reinsertion. If the proxy restarts the enclave and clears its state,
the enclave generates a new key pair (pkg,ski) on restart, thus
rejecting any stale inserts encrypted under the old key.

5.2 Cache-state Indistinguishability under
Active Probing (G2)

We analyze CODoH’s primary cache-specific threat: a set-difference
attack in which a malicious proxy attempts to isolate a victim
query by comparing cache state across time. CODoH reduces the
value of any cache-state snapshot by ensuring that each “commit
event" changes cache state by many entries whose identities remain
unknown to the proxy.

Model. CODoH’s policy is to commit a batch to the cache only
when it can form a safe batch (at least By, unique client queries
within Tinax). When the enclave cannot form a safe batch within
Tmax, it disables cache hits and reverts to baseline ODoH; in this
mode, the proxy does not obtain a cache-hit oracle. Let Begf > Bpin
denote the number of effective queries in the batch commit.
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Worst-case adversary scheduling. CODoH explicitly considers
a proxy that can queue traffic and inject its own queries. In the
worst case, the proxy causes a batch to contain exactly one victim
query and Beg — 1 adversary-chosen queries. The proxy knows the
domains it queried for those Beg — 1 adversary queries, but it does
not know any of the k cover domains selected by the target (for
either victim or adversary queries), because covers appear only
inside the target-to-enclave encrypted bundle.

Let S denote the inserted-domain multiset produced by the batch
commit, and let the proxy remove from S the B.g — 1 known adver-
sary real domains. The remaining candidate multiset S’ contains: (1)
the victim’s real domain (one element), and (2) the Begk cover do-
mains. Ignoring accidental duplicate domains (we discuss collisions
below), |S’| = 1 + Begk.

Identification bound under indistinguishable covers. If cover
domains are indistinguishable from real queried domains from the
proxy’s perspective (i.e., they follow the same effective distribution
once padding removes obvious size-based cues), then the victim’s
real domain is exchangeable with the Begk cover domains in $’. In
this case, no adversary can identify the victim domain from S” with
probability better than random guessing:

1
1+ Begk
P

~ 1+ Bpink

This bound captures the core privacy—performance knob: increasing
Bmin (mixing more queries per commit) and/or increasing k (adding
more covers per query) decreases the proxy’s best-possible success
probability even under highly adversarial scheduling.

Pr[proxy correctly identifies victim domain]

IA

Membership testing and false positives. A proxy may instead
try to test whether the victim queried a particular target domain d*.
In the worst-case cache-delta model, the proxy can check whether
d* € S’. However, cover inserts intentionally induce false positives:
even if the victim did not query d*, covers may include d*. If covers
are sampled independently from distribution D, then the probability
that d* appears at least once among the Begk covers is:

Pr[d* appears in covers] = 1 — (1 — D(d*))Befk.

Thus, increasing Begk increases the rate at which any specific do-
main appears as a cover, directly reducing the proxy’s confidence
in membership testing.

Collisions and effective anonymity. Domain collisions among
covers reduce |S’| and therefore weaken the 1/(1 + Begk) bound.
In practice, collisions remain rare when the cover-domain universe
is large and Bgk stays moderate, but the system can also sample
covers without replacement within a batch or enforce deduplication
inside the enclave when constructing S’. Either approach increases
the number of distinct candidates and strengthens the anonymity
set.

Target misbehavior. Our set-difference analysis assumes that
the target draws cover domains from a distribution D that is not
readily distinguishable from the system’s empirical query distri-
bution Q (e.g., D approximates Q in the sense that likelihood ra-
tios Q(x)/D(x) remain bounded). This assumption is necessary
for covers to be exchangeable with real inserts from the proxy’s

Anon.

perspective; if the target instead biases covers toward a narrow
population (e.g., only highly popular domains), then covers become
distinguishable and the proxy can increase its inference accuracy
by treating “out-of-distribution” inserts as more likely real. Such
bias can therefore weaken CODoH’s privacy bound even without
explicit proxy-target collusion, because it invalidates the indistin-
guishability condition on which the bound relies.

In contrast, if the target provides incorrect freshness metadata—
such as inaccurate TTLs or timestamps—this primarily impacts
correctness and cache effectiveness. Stale timestamps cause inserts
to be rejected, while extreme forward jumps can prematurely age
out otherwise valid entries, reducing hit rates and potentially dis-
abling caching. These behaviors do not enable the proxy to learn
plaintext queries, but they can reduce the mixing benefit of batching
by suppressing inserts and thus shrink the effective anonymity set.
We therefore treat correct cover selection and freshness metadata
as part of the target’s trusted behavior.

5.3 Query Equality and Profiling Resistance
(G3)

A malicious proxy may try to infer whether two client requests
correspond to the same query by observing cache behavior (e.g.,
hit/miss patterns, timing differences, or access-pattern leakage).
CODoH addresses these channels in two ways. First, CODoH avoids
exposing an explicit hit/miss signal to the proxy by ensuring that re-
quests still trigger resolver activity and by structuring client-visible
behavior so that the proxy cannot trivially distinguish cache hits
from misses. Second, CODoH uses ORAM to hide cache access
patterns from a malicious host: even if the proxy can monitor page
faults, memory traffic, or other architectural signals outside the
enclave, ORAM makes the access pattern computationally indis-
tinguishable across different logical queries (up to leakage of the
total number of accesses). Together, these mechanisms prevent the
proxy from turning caching into a query-equality oracle.

6 Implementation

We implement CODoH as a set of plugins for CoreDNS [5], an ex-
tensible DNS server written in Go. CoreDNS’s plugin architecture
lets each protocol variant—plain DoH, ODoH, and CODoH—run as
a distinct plugin configuration, enabling controlled comparisons
under identical server infrastructure. The enclave component runs
as a standalone binary built with EGo [44], a framework for de-
veloping Intel SGX enclaves in Go. On the client side, we extend
Cloudflare’s odoh-client-go library [15] with CODoH support.
Our prototype comprises approximately X k lines of Go across the
three components.

6.1 System Architecture

CODoH deploys as three processes: a proxy, an enclave, and a tar-
get. The proxy and target are CoreDNS plugins (codohproxy and
codohtarget); the enclave is a standalone EGo binary co-located
with the proxy.

The proxy communicates with the enclave over a Unix domain
socket using a compact binary IPC protocol with a narrow interface:
forwarding encrypted client queries, delivering signed cache-insert
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bundles, and retrieving the enclave’s public key. If the enclave is
unreachable, the proxy degrades gracefully to baseline ODoH.
The target operates as a standard ODoH resolver. When it re-
ceives a query relayed through a CODoH proxy (indicated by the
presence of the enclave’s public key in the request), it additionally
resolves k cover domains, assembles the real and cover responses
into a signed bundle, encrypts it to the enclave’s public key, and
POSTs the resulting blob back to the proxy’s cache-insert endpoint.
This asynchronous path runs after the ODoH response has already
been sent to the client, so it does not add latency to the critical path.

6.2 Cryptographic Instantiation

We instantiate the HPKE suite as DHKEM(X25519, HKDF-SHA256)
with HKDF-SHA256 and AES-128-GCM, matching the mandatory-
to-implement ciphersuite in RFC 9180 [6]. Cache-insert bundles are
signed with Ed25519. The target signs the SHA-256 digest of the
plaintext bundle before HPKE encryption, and the enclave verifies
this signature after decryption, ensuring that the proxy cannot
forge or tamper with cache contents.

The per-query response keys (ke and ki) are each a 16-byte
value derived via the HPKE Export interface. The enclave encrypts
cached responses under k. using AES-128-GCM with a random 12-
byte nonce. On a cache miss, the enclave instead returns a dummy
payload of identical size (284 bytes: 12-byte nonce, 256-byte random
fill, and 16-byte authentication tag), which is indistinguishable from
a real encrypted response after bucket padding.

6.3 ORAM Cache

We implement the oblivious cache using Path ORAM [43] with a
bucket size of 5 and constant-time mode enabled to prevent timing
side channels on individual accesses. Each cache entry is serialized
into a fixed-size ORAM block containing the canonical query, the
DNS response, an insertion timestamp, and a TTL.

TTL expiry is lazy: on each lookup, the enclave checks whether
the entry’s insertion time plus its TTL exceeds the current logical
time #|,test, and treats expired entries as misses. Batch insertions
use the ORAM library’s batch-write interface, which amortizes path
reads and evictions across multiple writes within a single commit.

For baseline comparisons, we also provide a non-oblivious LRU
cache.

6.4 Cover Responses

For each query, the target samples k cover domains and resolves
them alongside the real query. Cover domains are drawn from the
Cisco Umbrella Top-1M list [13] using a two-tier mixture: with
probability p, a domain is sampled from the popular top-N tier,
and with probability 1 — p, from the remaining long-tail tier. Cover
domains are resolved in parallel over UDP. If a cover response re-
turns NXDOMAIN, the enclave applies RFC 2308 [2] negative caching
rules and derives the TTL from the zone’s SOA record, using the
minimum of the SOA record’s TTL and its MINIMUM field, capped
by an enclave-defined upper bound to prevent excessively long
lifetimes.

The real response and k cover responses are serialized into a sin-
gle bundle, encrypted to pkg, and signed with the target’s Ed25519
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key. The enclave receives and processes the bundle atomically, so
individual entries are never exposed to the proxy.

6.5 Padding and Wire Format

All queries and responses are padded to fixed-size buckets to prevent
the proxy from distinguishing messages by length. The padding
format is a 2-byte little-endian length prefix followed by the original
data and random fill bytes to the bucket boundary. Both Qr and
Qr are padded to a single 256-byte bucket. Responses from the
enclave—whether real cache hits or dummy payloads—are padded
to a single 2048-byte bucket, chosen to accommodate the largest
HPKE-encrypted response observed across the top-10k Umbrella
domains (approximately 1616 bytes).

6.6 SGX Attestation and Key Provisioning

On startup, the enclave generates a fresh HPKE key pair and obtains
aremote attestation quote from the SGX hardware that binds pkg to
the enclave’s measurement (MRENCLAVE) via the quote’s user-data
field. The proxy caches this public key and serves it to clients at a
well-known endpoint.

Before the target will send cache-insert bundles, it must verify the
enclave’s identity. The target fetches the attestation quote, verifies it
against Intel’s attestation infrastructure, checks that the MRSIGNER
matches the expected enclave signer, and extracts pkg from the user-
data field. Once verified, the target provisions its Ed25519 signing
public key to the enclave, completing the mutual key exchange
needed for authenticated cache inserts.

6.7 Client

The client extends the Cloudflare odoh-client-go library [15]
with CODoH support. For each query, the client constructs two
independent ciphertexts: Q7 via the standard ODoH encryption
path, and Qg by HPKE-encrypting the canonical query string (e.g.,
"example.com") to the enclave’s public key. The client sends Qr as
the HTTP POST body and Qf as a Base64-encoded X-CoDOH-Query
header, both padded to 256 bytes.

The proxy returns the enclave and target responses as tagged
chunks that identify their source, and the client accepts the first
valid response. If the target’s response arrives first, the client still
attempts to decrypt the enclave’s chunk to detect key rotation (e.g.,
after an enclave restart). Specifically, the proxy signals rotation
via the X-CoDOH-Key-Rotated header, which alerts the client to
refetch pkg before issuing its next query.

7 Evaluation

7.1 Parameter Selection

Padding bucket sizes.

To motivate our choice of padding bucket sizes, we query the top
700k domains for A records and record the size of the response. Typ-
ically, this response includes the question, one or many A records
and, sometimes, a chain of CNAME records.

Figure 2 shows the sizes of these responses as compared to our
proposed bucket sizes of 1 KB, 2 KB, and 4 KB. Only 53 of these
responses exceeded 1 KB, and only 7 exceeded 2 KB.

Batch interval.
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Table 1: Benchmark configurations. Configs 1-2 are standard

0.9 protocol baselines. Config 3 is a strawman caching proxy that
08 adds an enclave-based cache to ODoH without CODoH’s de-
0.7 fense mechanisms. Configs 4 and 5 are CODoH deployments:
y 0 . Config 4 runs the cache as a plain process, while Config 5 is
o 05 Top 700k Domains . ..
© o4 the full CODoH system with the cache inside an SGX enclave.
03
02 # Name Procs Cache Covers Batching SGX
0'(1) ‘ ‘ ‘ 1 DoH 1 - - - -
100 1000 10000 2 ODoH 2 - - - -
DNS Response Size (bytes) 3 Cached ODoH 2 LRU
4 CODoH-noTEE 3 ORAM
Figure 2: CDF of sizes of responses to A requests for top 700k 5 CODoH 3 ORAM

domains (log scale).

7.2 Macrobenchmarks

We evaluate CODoH’s end-to-end latency overhead relative to stan-
dard DoH and ODoH. Our experiments answer three questions:
(1) What latency does naive caching add to ODoH, and how much
further overhead do CODoH’s defense mechanisms (covers, ORAM,
batching) impose? (2) What is the total cost of CODoH relative to
standard ODoH? (3) How much of CODoH’s overhead is attribut-
able to the TEE runtime versus the protocol-level defenses?

Testbed. We deploy the system across three Azure VMs in sepa-
rate regions to capture realistic wide-area network latencies: the
client in US North Central, the proxy in US East, and the target
in US Central. The proxy runs on a Standard DC4s v2 (4 vCPUs,
16 GiB) with Intel SGX support, the target on a Standard D2s v3
(2 vCPUs, 8 GiB), and the client on a Standard D2alds v6 (2 vCPUs,
4 GiB). All VMs run Ubuntu 24.04 LTS with Go 1.25. The enclave is
built and signed with EGo 1.8.1.

Upstream resolver. The target VM runs a local Unbound re-
cursive resolver on port 5353, configured with default caching.
Between each workload, we flush Unbound’s cache (using the com-
mand unbound-control flush_zone .)to ensure independent
measurements across workloads.

Domain lists. We draw query domains from the Cisco Umbrella
Top-1M popularity list. We pre-filter the list to retain only domains
that resolve successfully (return at least one A record), producing a
10,000-domain list for cold and cover workloads and a 1,000-domain
subset for Zipf workloads.

Configurations. We compare five configurations, summarized
in Table 1. Each successive CODoH configuration adds protocol
complexity, enabling us to attribute overhead to specific defense
mechanisms.

Config 1: DoH. A single CoreDNS instance serves DNS-over-HTTPS

(RFC 8484), forwarding queries directly to the upstream resolver.
This configuration provides the best-case latency without any
oblivious encryption and serves as a performance ceiling.

Config 2: ODoH. A standard Oblivious DoH deployment with two
CoreDNS instances: an ODoH proxy and an ODoH target. The
client encrypts queries end-to-end to the target via the proxy,
which cannot observe query contents. This is the privacy base-
line against which we measure CODoH’s overhead.
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Config 3: Cached ODoH. A strawman caching proxy that adds
an SGX-hosted LRU cache to the ODoH proxy without any of
CODoH’s defense mechanisms: no cover responses, no ORAM,
and no batched insertions. The enclave runs as a combined
proxy—cache process: it terminates the client’s HTTPS con-
nection, performs HPKE decryption to check the cache, and
forwards the ODoH-encrypted query to the target. This two-
process architecture (proxy and target) reflects the simplest vi-
able caching design—before the defense mechanisms described
in §4 necessitate the three-process split used in Configs 4 and 5.
Comparing Configs 2 and 3 isolates the benefit of adding a cache
to ODoH, while comparing Configs 3 and 5 shows the cost of
CODoH’s full defense stack over naive caching.

Config 4: CODoH-noTEE. The full CODoH protocol with all de-
fense mechanisms—ORAM cache (N=1024), cover responses
(k=3), batched insertions (B=10, commit probability p=0.1), and
bucketed response padding—but with the cache process running
as a plain userspace process rather than inside an SGX enclave.
The cache process and proxy communicate over a Unix domain
socket; the proxy and target communicate over a remote TLS
connection. Comparing Configs 4 and 5 cleanly isolates the
performance cost of SGX hardware, since both share identical
defense mechanisms and code paths.

Config 5: CODoH. The complete CODoH system: identical to Con-
fig 4 but with the cache process running inside an Intel SGX
enclave via EGo. On startup, the enclave produces a remote
attestation quote binding its HPKE public key; the target ver-
ifies this quote before provisioning its Ed25519 signing key.
This is the production configuration as described in §4 and §6.
Comparing Configs 4 and 5 measures the cost of TEE isolation;
comparing Configs 2 and 5 gives the total overhead of CODoH
over standard ODoH.

Workloads. For each configuration, we measure latency under
three workloads that span the cache-performance spectrum:

Cold. 10,000 unique domains queried in rank order from the pre-
filtered Umbrella top-10k list. Every query is a cache miss, re-
quiring full upstream resolution. This workload represents the
worst case for CODoH, where the cache provides no benefit
and all defense overhead (cover resolution, ORAM writes, en-
cryption) is fully exposed.
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Zipf. 10,000 queries drawn from a Zipf distribution (s=1.0) over
1,000 domains. This models realistic DNS traffic, where a small
number of popular domains account for most queries [26]. Un-
der this workload, the CODoH cache absorbs repeated queries,
and the cache-hit ratio determines how much latency is saved
relative to ODoH.

Warm. 10,000 queries for a single domain (google. com). After
the first query populates the cache, all subsequent queries are
cache hits, measuring the pure protocol overhead of CODoH
with no upstream resolution on the critical path.

Measurement methodology.

Client tool. We use a custom Go benchmarking client that issues
sequential HTTPS requests and records per-query wall-clock
latency (from request initiation to response receipt). TLS ses-
sions are reused across queries within each workload. For each
workload, the client writes a CSV of individual query latencies
and a JSON summary with percentile statistics (p50, p95, p99),
mean latency, and throughput.

Isolation protocol. Between configurations, the orchestrator ter-
minates all server processes and performs a clean restart. Be-
tween workloads within a configuration, the orchestrator flushes
the upstream Unbound cache to prevent cross-workload contam-
ination. Workloads run in order: cold, Zipf, warm. The enclave’s
internal cache is not flushed between workloads, so the warm
workload benefits from entries inserted during prior workloads.

Sensitivity analysis. To evaluate the impact of key defense pa-
rameters, we re-run Config 5 with varied ORAM capacity (N €
{256,512, 1024, 2048}) and cover count (k € {1,3,5}), holding
all other parameters at their default values.

7.3 Microbenchmarks
7.4 Page Load Benchmarks

In addition to the macro and microbenchmarks above, we also
evaluate CODoH’s impact on real-world page load times. We use
Playwright [] to automate page loads for a set of popular websites
under DoH, ODoH, and CODoH. Our testbed uses the same Azure
VMs as the macrobenchmarks, with the client running Playwright
and other VMs configured according to the three protocols. Each
page load is repeated 10 times to account for variability, and we
report the average load time for each site under each protocol.

Our results, summarized in Figure ??, show that CODoH adds
an average of XX ms to page load times compared to ODoH, with
the impact varying based on the number of DNS queries and cache
hit rates for each site.

8 Conclusion
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