Cyher-Security & You:
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on the Internet
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Greatness seeks new chaIIenges, rather than resting on its laurels
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My connections with W&M go back 100+ years!
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Top 5 Cyber Risks
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Top 5 Cyber Risks

1. Cyber-Physical
System Compromise
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PAY UP. —

Honda halts production at some plants after being
L DZRE IR THE TIMES OF ISRAEL

Security researchers suspect outage is the result 0

Cyber attacks again hit Israel’s water system,

DAN GOODIN - 6/9/2020, 8:11 PM

Cyber attacks again hit
Israel’'s water system, shutting
agricultural pumps

Incident follows more serious April attack attributed to Iran that officials
said could have poisoned hundreds with chlorine
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Top 5 Cyber Risks

2. Supply Chain

Enduring & Emerging RiSKS

US Secret Service warns about increased cyberattacks against MSPs

Reveal(x) i @ ExtraHop

SaaS-based Security Rise Above the Noise.
from Edge to Core to Cloud

f )lin (¥ | =
by Lance Whitney in Security N\ on July 8, 2020, 5:30 AM PS

The US Secret Service has warned organizations about a rise in hacks of MSPs and offers advice on how to

beef up security.
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Top 5 Cyber Risks

3. Ransomware Breach
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Technology

How hackers extorted $1.14m from University of
California, San Francisco

By Joe Tidy
Cyber reporter

® 29 June 2020 f © W [ <« Share

Coronavirus pandemic
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Report Cyber Issue

FBI AND CISA WARN AGAINST CHINESE TARGETING OF COVID-19
4. Protected / RESEARCH ORGANIZATIONS

CO n fi d e nti a | Original release date: May 13, 2020

Data B rea Ch WASHINGTON - The Federal Bureau of Investlgatlon (FBI) and the Cybersecurlty and Infrastructure Security Agency (CISA) |ssued a
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Top 5 Cyber Risks

5. DeepFakes




“Protecting Yourself Online
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THE SECRET TO
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THE SECRET TO CYBERSECURITY

A SIMPLE PLAN TO PROTECT YOUR FAMILY AND BUSINESS FROM CYBER CRIME

www.thesecrettocvbersecurity.com



http://www.thesecrettocybersecurity.com/

Protecting YIIIII'SG" Online

* Beware of “phishing”
attacks
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* Beware of “phishing”
attacks

* “"Problems” with
paCkage de|lvel‘y, Dear Customer,

b ] I I [ ng , etc . It has come to our attention that your account Billing Information records are out of
date. That requires you to update your Billing Information. Failure to update your
records will result in account termination.

Click on the reference link below and enter your login information on the following
page to confirm your Billing Information records...

Click on http://store.apple.com to confirm your Billing Information records.

Thanks,
Apple Customer Support




Protecting Yourself Online

* Beware of “phishing”
attacks

A\ n” .
¢ Pro b I e m S Wlth Click on http://store.ap ie.c‘gﬂ;_gg confirm your Billing Information records.

. Wy
paCkag e del IVE I‘y, Thanks, http:// 107.27/~risi/s/APPLE/apple.htm

M- Apple Customer Support
billing, etc. -

date. That requires yo your Billing Information. Failure to update your
records will result in a¢ ymination.

Click on the reference i elow and enter your login information on the following
page to confirm your Bil'g Information records...

Click on http://store.apple.com to confirm your Billing Information records.

Thanks,
Apple Customer Support

Always think (& double-

check) before you click
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« Don’t fall for online
scams

DONTBEAN )
INTERNET
SCAM VieTIM )
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« Don't fall for online S SO —
scams

* “Tech support” A WARN'NG'

YOUR COMPUTER MAY BE INFECTED:

System Detected (2) Potentially Malicious Viruses: Kootk .Sirefef.Spy and Trojan.FakeAV-
) id. Your Personal & Financial Information MAY NOT BE SAFE.

To Remove Viruses, Call Tech Support Online Now:

1(866) 627-4049

IP Agdress 216.37.72.238 | Cenentes on 03.11.2014 | Pricnty Urgen

!) Error Please install Flash Player HD to continue (Required) ——
Watch HD movies online  Support for full screen mode with multiple monitors  Bug fixed and security enhancements

Updating takes under a minute No restart is required
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 Don’t fall for online
scams PROTECT YOURSELF
AGAINST JURY DUTY SCAMS

DID YOU KNOW?

Court officers will never ask
for payment, a credit card or
social security number for
failure to appear for jury duty.
Report suspicious activity
immediately to your local law

« Jury duty fines

enforcement agency.

DO

DON'T GIVE OUT

PERSONAL INFORMATION
BY PHONE OR EMAIL
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« Don’t fall for online
scams

Never pay to
get a prize.

That’s a scam.

lottery “winning” ftc.gov/fakeprizes

« Sweepstakes &

' FEDERAL TRADE

:g\\, COMMISSION #FTCTopFrauds ReportFraud.ftc.gov




Protecting Yourself Online

verizon’

SCams

TOEDA T WSS AL S T T AL IO T e T T Wy T L SIS MRTE . AT IS B

SCAM ALERT)

« Special deals on
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« Don’t fall for online
scams

Anything that sounds too good

(or bad) to be true is a scam..
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« Watch out for elder HOW M U(’:'H SCAMS

SCams

ARE COSTING SENIORS ANNUALLY
$36.5 BILLION

TRUST ABUSE . @
) Azfi'fv“j,,"V"[ Dt g 5
cam money from senior

BILLION : EXPLOITATION
°
$'I7
BILLION

----- *$12.8
BILLION




« Watch out for elder
sCams

e “"Grandchild” in need

Protecting Yourself Online

Grandchild Imp ster
SCAM ALERT

e Hang up the phone!

/ * Call a family member or
: friend to verify.
 Don't send cash, gift

cards, cryptocurrency,
or wire transfers.

Contact CAP to report scams!
(800) 649-2424 | ago.cap@vermont.gov
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- Watch out for elder -
S C a m S How are you doing?

Not too bad. How are you?

* Long-lost friend or

CO | | e a u e Good to hear from you. I'm ok, just keeping busy at home but with good
g things thanks. | was going to ask if you noticed a letter in your mailbox at

home from the CSBG...77

MNo. What is that?

It the community Service Block Grant (CSBG) that gives out money to
help both the young, old, retired, employee,

unemployed, workers and all citizens of the states for them to maintain
good standards of living and eradicate poverty also to set up a business
and for buying house....have you heard from them?

i'm so happy | got $170,000 cash from them, | saw your name on there
winner's list when the fedex came to deliver to deliver my winning money;,
| think the name was nicked at random from facebook
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- Watch out for elder o <t oo D

To
Ce

Sca I I lS Sent: Sat. Feb 1, 20250 1004 PM

Sub Claim Benefits

6 Social Security

Important: Apply for Your Social Security Benefits Starting in 2025

tThes tter finds you well. We

aches, we want to make 3

» Social security ———
benefit payments —

I you have any Questions Of 1

Than! k you 101 yOur attention 0 this important matter. We are cager 1O a9
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« Watch out for elder
scams -h.}

Trust nothing & no one online!



Protecting Ynurseli Online

* Protect your data &
your identity
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* Protect your data & I'TS TIME TO CHOOSE
your identity YOuR NEW PASSWORD,

 Choose passwords
wisely

WAIT, ITS NOT
LITERALLY THE
WORD PASSWORD]'

OK, THIS

CouLDp BE
YOUR

PASSWORD.
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* Protect your data &
your identity

« Enable multi-factor
authentication
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* Protect your data &
your identity

7 (Credit
- Freeze
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Consider putting a “freeze” on your own credit!!




Parting Thought
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