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s OF AUTOMA

APPROACHES FOR MO

D TESTING

BILE APPS

« Model-based

INput generation

» Random-based Input generation

» Record and replay

» Others (Manual Testing Frameworks)
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Tool Name

A
A
A
N
A
A
A
x A
h
A
A
§ h
A
A
\ A
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A
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p.

Dynodroid

GUI Types of C
Exploration Events Re

rash Replayable Test NL Crash Emulators,
silient Cases Reports Devices
Yes No No No

EvoDroid

AndroidRipper

A3E Targeted

ACTEve

VANARSena

Thor

QUANTUM

AppDoctor

ORBIT

SPAG-C

JPF-Android

MonkeyLab

CrashDroid

CrashScope

Yes Guided/Random | System, GUI, Text

No System/Evo GUI No No No N/A
Yes Systematic GUI, Text No No No N/A
Yes Model-Based GUI, Text No Yes No N/A
Yes Systematic GUI No No No Yes
Yes Model-Based GUI No No No Yes
Yes Model-Based GUI, Text N/A No No Yes
Yes Programmable | System, GUI, Text N/A No No Yes
Yes Systematic GUI N/A No No Yes
Yes Random System, GUI, Text Yes Yes No N/A
Yes Test Cases | Test Case Events N/A N/A No No
Yes Model-Based | System, GUI N/A Yes No N/A
Yes Multiple System, GUI, Text Yes Yes No N/A
No Model-Based GUI N/A No No N/A
No Record/Replay GUI N/A N/A No No
No Scripting GUI N/A Yes No N/A
No Model-based GUI, Text No Yes No Yes
No Manual Rec/Replay GUI, Text Manual Yes Yes Yes
No Symbolic GUI, Text N/A Yes No N/A
No Systematic | GUI, Text, System Yes Yes Yes Yes




THE CURRENT STATE OF AUTOMATED
MOBILE APPLICATION TESTING

Emulators,

What are the Iimrtations of current
automated approaches?

.IIIIIIII



LIMITATIONS OF AUTOMATED MOBIL
[ESTING AND DEBUGGING

| ack of detalled, easy to understand testing results for faults/

crashes'
No easy way to reproduce test scenarios*
Not practical from a developers viewpoint

Few approaches enable different strategies capable of
oenerating text and testing contextual features

1S, R. Choudhary, A. Gorla, and A. Orso. Automated Test Input Generation for Android: Are we there
yet! In 30th IEEE/ACM International Conference on Automated Software Engineering (ASE 2015), 2015



PAST STUDIES OF MOBIL
CRASHES AND BUGS

* Many crashes can be mapped to well-defined, externally

inducible faults®

 Contextual features, such as network connectivity and screen
rotation, account for many of these externally inducible faults*

* [hese dominant root causes can affect many different user

execution paths®

1 Ravindranath, S. Nath, J. Padhye, and H. Balakrishnan. Automatic and scalable fault detection for mobile applications. MobiSys ' |4

2R N.. Zaeem, M. R. Prasad, and S. Khurshid. Automated generation of oracles for testing user-interaction features of mobile apps, ICST '[4



OUR SOLUTION: CRASHSCOP

» Completely automated approach
» Generates detailled, expressive bug reports and repayable scripts

* A practical tool, requiring no instrumentation framework, or
modification to the OS or applications

» (Capable of running on both physical devices and emulators

» Differing execution strategies able to test contextual features



CRASHSCOPE DESIGN
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Script Generator Script Replayer

®

GUI-Ripping Engine

!

Physical Device or Emulator
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CRASHSCOPE DESIGN
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(1) Contextual Feature Extractor

.apk

> decompiler
(if necessary)

l }

Manifest File

Parser API Extractor

Android v v
Application
App and
Rotatable Activity Level
Activities Contextual
Features

Physical Device or Emulator

(2 GUI Ripping Engine

—

—Touch Event

—GUI Component

—Screenshots

P

nformation

Android
UIAutomator

\—

Event Execution
Engine
(adb input &

telnet)

No

Crash after
last step?

Execution
Information

Continue
Execution

Yes

—

Decision Engine

Determine next
<Action, GUI>
Event to Execute

Enable/Disable
Activity/App

Features

CrashScope
Database

\‘-L

App and
Activity Level
Contextual
Features




CRASHSCOPE: EXPLORATION
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CRASHSCOPE: EXPLORATION

vIn

’ Fuel consumption
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Not enough data

Not enough data
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[ =

ulautomator

- _/




CRASHSCOPE: EXPLORATION

[ =

ulautomator

- _/




CRASHSCOPE: EXPLORATION
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CRASHSCOPE: EXPLORATION

° Activity
\  Checkable, Checked, Clickable, Long Clickable!

» Component Index

» Current Window

» Enabled?

XM

> Ceonapeliendipe

» Position (Absolute and Relative)

o e

* Screenshot — .




CRASHSCOPE: EXPLORATION

73", 'me.kuehle.carreport/.gui.ReportActivity', '8', '8a', '1', '1',
'me.kuehle.carreport/.gui .ReportActivitydnul | .FrameLayout .FrameLayout .LinearLayout .FramelLayout
Spinner .CheckedTextView.TextView. ImageButton.FrameLayout .FrameLayout . ImageButton.ListView.Lin
earLayout', '1', '1', '8', '64', 'me.kuehle.carreport:id/btnMenu’, '8’',
'‘android.widget.ImageButton', '8', '1184', '194', 'TopRight', '@', 'a', '', '64’,
'me.kuehle.carreport__1_gui.png'



CRASHSCOPE: EXPLORATION

73", 'me.kuehle.carreport/.gui.ReportActivity', '8', '8a', '1', '1',
'me.kuehle.carreport/.gui .ReportActivitydnul | .FrameLayout .FrameLayout .LinearLayout .FramelLayout
Spinner .CheckedTextView.TextView. ImageButton.FrameLayout .FrameLayout . ImageButton.ListView.Lin
earLayout', '1', '1', '8', '64', 'me.kuehle.carreport:id/btnMenu’, '8’',
'‘android.widget.ImageButton', '8', '1184', '194', 'TopRight', '@', 'a', '', '64’,
'me.kuehle.carreport__1_gui.png'

CrashScope
Database




CRASHSCOPE STRATEGIE

* GUI-Traversal: Top-Down & Bottom Up

* Text Entry: txpected, Unexpected, No lext

* Contextual Features: Enabled or Disabled



CRASHSCOPE: REPORT AND SCRIPT
GENERATION

4) Augmented Natural Language Report Generator

App e P X 3
Database Executions |
Parser | | Containing S
Crashes ST et e e

Step |
Processor

Y

Web Based - :
Application Bug Report | — | ol T —
(JS P’ MyS QL’ and :};?QY:; the "2* Button, which is located on the Bottom left of the screen. r————(

B O O t S t r ap) —> g;;oT-B:;n the ** ImageButton, which is located on the Center left of the screen. — ;

CrashScope
Database

®

(6) Crash Execution Script Generator (7) Crash Execution Script Replayer

App CrashS Contextual
Database | || Executions ragcri cto pe Script »  Event
Parser Containing G pt Parser Interperter /
Crashes enerator adb
A | Replayer
¢ Physical Device Contextual A
or Emulator .
— <«—| Event Execution
i ey i (telnet
Replay Script Tuples g ‘ !! commands)
<adb shell input tap 780 1126> e :
<adb shell input text ‘abc!@#’> Event EX_eCUtlon
<Disable Network> ‘ Engine
<Disable GPS> (adb sendevent &
N adb input)
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ERASHSCOPE REPOIRTES

CrashScope Report

[} Contextual information

Application Name & Version: GnuCash 1.0.3 Android Version: 444 Date reported: 2015-08-17

[ Androld SDK bulit for x86 | 71 PORTRAIT 1200x1620

lcon Legend:
®|x=Acce4erometerON/0FF '&lx=NetworkowOFF QIX:GPSONJOFF UI)(=MagnetomeherON/OFF 8|X=Tm\peranxe8ensor0Nf‘OFF

[E) Steps to Reproduce

The following touch events and inputs will reproduce the crash on the device, app version, and android version specified above:

*Please note that the following steps are representative, you may not have to perform every action or type all of the text characters In order 10 reproduce the crash,

) Tap on the "Expenses” CheckedTextView, which is located on the Center of the screen. {e o

@=eus

+
£33 Tap on the . aodView, which 18 located on the Canter of the . B iaacacaaccs:

@FQuUs

4
27X Tap on the *Assets* CheckedTextView, which is located on the Center of the screen.

Qaeusd

+
"7 Tap on the “Enterta . ChackedR  which ls on 8 Corter of e . !

@ QUSs

+
275 Tap on the “Insurance” CheckedTextView, which is located on the Center of the screen. mm

QFQUS s

3
2] Tap on the "Expenses” CheckedTextView, which is located on the Center of the screen. s e e

@ ouUs
T —




ERASHSCOPE REPOIRTES

---------------------------------------------

23] Tap on the “Income™ CheckedTextView, which is located on the Center of the screen. * Woome :

@@ euse

4
271 Tap on the "Assets” CheckedTextView, which is located on the Center of the screen. e

SFouUd

+
227 Tap on the *Entertainment” CheckedTextView, which Is located on the Center of the screen. i onbme . mi

DROUS

+
210 Tap on the “Insurance” CheckedTextView, which is located on the Center of the screen. §riotassnannnnntannsnantanssantannsan et

@ eude

2
2731 Tap on the *Cancel” Button, which is located on the Center left of the screen. o ‘_'_“"

QEOUS T

+
E237] Tap on the *Accounts® LinearLayout, which is located on the Top left of the screen. m

QFoUd
+
255 Tap on the ** TextView, which is located on the Top right of the screen.

QFoUd

i
230 Type“sphvxviriq36sz® on the “Account name* EditText, which is located on the Center of the screen. ”"

QBOUS s r————

+
23] Tap on the ** Spinner, which is located on the Center of the screen. USOollu‘

DROU e

+
mTaDOﬂmQ'USM'CNOCWTI:MM ) ﬂ.:h IS| Ioanopo’!m ) g;;;--------------....-..-.-...........E

@@ euede
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4
5300 Type mmifwiqss6sz” on the "Account name” EcitTeat, which is located on the Center of the Screen.
aFoud

+
230 Tap on the *Cancel” Sution, which is located on the Center left of the screen.

aFoud

N
5500 Long-touch on the ** TextView, which is located on the Top right of tha screen,
aFouUd

N
E55) Tap on the ** ImageButton, which is located on the Top right of the screen
QFoud

v
520 Tap on the *Export OFX" LinearLayout, which is iocated on the Top right of the screen.
QFoud

B
E257) Tap on the ** Spinner, which is located on the Center of the screen.
QFoud

-
5555 Tap on the *Share fle...* ChackedTextView, which is located on the Center of the screen.
QFouUd

M
25 Tap on the “Export all transactions” CheckBox, which is located on the Cantar laft of the screen.
oFoud

N
577) Tap on the "Delete after export” CheciEiox, which is located on the Center left of the screen.

OFouUd
+
E255) Tap on the *Cancel” Bution, which is located on the Center left of the screen.

SFoUS

-
225 Tap on the *Create Account” Button, which is located on the Cener of the screen.
aFoud

-
272 Type'inhphsighidész” on the "Account name” EditTaxt, which i located on the Centar of the screen,
eFouUd

N
5] Tap on the "Sawe” Button, which is lccated on the Center right of the screen.
oFoud

~
A cusx |

..................................

...........

........................
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[E) Crash Application Screen-Flow

top 1 5 g

(Go top)
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ERASHSCOPE REPOIRTES

B} Crash Pruned Stack Trace

E/SQLiteLog(17653): (1) near "inhphsjgf": syntax error
E/AndroidRuntime(17653): FATAL EXCEPTION: main
E/AndroidRuntime(17653): Process: org.gnucash.android, PID: 17653
E/AndroidRuntime(17653): android.database.sqlite.SQLiteException: near "inhphsjgf": syntax error (code 1): , while compiling: SELECT _i
d, uid FROM accounts WHERE uid = ''inhphsjgf-d724114f522e¢"'

E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
)

E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):
E/AndroidRuntime(17653):

at
at
at

android.database.sqlite.SQLiteConnection.nativePrepareStatement (Native Method)
android.database.sqlite.SQLiteConnection.acquirePreparedStatement (SQLiteConnection.java:889)
android.database.sqlite.SQLiteConnection.prepare(SQLiteConnection.java:500)
android.database.sqlite.SQLiteSession.prepare(SQLiteSession.java:588)
android.database.sqlite.SQLiteProgram. (SQLiteProgram.java:58)
android.database.sqlite.SQLiteQuery.(SQLiteQuery.java:37)
android.database.sqlite.SQLiteDirectCursorDriver.query(SQLiteDirectCursorDriver.java:44)
android.database.sqlite.SQLiteDatabase.rawQueryWithFactory(SQLiteDatabase.java:1314)
android.database.sqlite.SQLiteDatabase.queryWithFactory(SQLiteDatabase.java:1161)
android.database.sqlite.SQLiteDatabase.query(SQLiteDatabase.java:1032)
android.database.sqlite.SQLiteDatabase.query(SQLiteDatabase.java:1200)
org.gnucash.android.db.AccountsDbAdapter.getAccountID(AccountsDbAdapter.java:166)
org.gnucash.android.db.AccountsDbAdapter.addAccount(AccountsDbAdapter.java:76)

(Go top)

org.gnucash.android.ui.accounts.NewAccountDialogFragment$l.onClick(NewAccountDialogFragment. java:156

android.view.View.performClick(View.java:4438)
android.view.View$PerformClick. run(View.java:18422)
android.os.Handler.handleCallback(Handler.java:733)
android.os.Handler.dispatchMessage(Handler. java:95)
android.os.Looper. loop(Looper.java:136)
android.app.ActivityThread.main(ActivityThread.java:5001)
java. lang.reflect.Method. invokeNative(Native Method)

java. lang.reflect.Method. invoke(Method. java:515)
com.android. internal.os.ZygoteInit$MethodAndArgsCaller. run(Zygotelnit.java:785)
com.android. internal.os.ZygoteInit.main(Zygotelnit.java:601)
dalvik.system.NativeStart.main(Native Method)
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-VALUATION

 Two Empirical Studies

» Study |: Crash Detection Capabllities

» Study 2: Crash Report Reproducibility and
Readability
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* RQ;: Crash Detection Effectiveness?

* RQ2 Orthogonality of Crashes?

» RQa: Effectiveness of Individual Strategies!

* RQ4 Does Crash
Code Coverage!

Detection Correlate with
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Tool Name Android Version Tool Type

Monkey

A3E Depth-First

GUI-Ripper

Dynodroid

Any Random
Any Systematic
Any Model-Based
v2.3 Random-Based
v4.1+ Random-Based

6| subject applications from the Androtest* toolset

nour, whereas CrashScope ran throug

—ach testing tool was run 5 separate times for |

N all strategies

Monkey was limited by the number of events

1S, R. Choudhary, A. Gorla, and A. Orso. Automated Test Input Generation for Android: Are we there
yet! In 30th IEEE/ACM International Conference on Automated Software Engineering (ASE 2015), 2015



oY | CRASH RESUHAES

Unique Crashes Discovered With Instrumented Crashes in Parentheses

_App | A3E_ | GUI-Ripper | Dynodroid | PUMA | Monkey (All) | CrashScope
| aagtl 0 0 1 0 1 0
0 0 0 0 1 0
0 0 1 0 1 0
0 1 0 0 0 0
. AKA | 0 0 0 0 1 0
| Bites | 0 0 0 0 1 0
1 0 0 0 0 1

1 1 1 1 1 1

1 0 0 0 1 1
0 0 0 0 1 0
0 0 0 0 1 0
1 1 1 1 1 0
| AlarmKlock | 0 0 1 0 0 0
| sanity | 1 1 0 0 0 0
 MyExpenses | 0 0 1 0 0 0
0 0 0 0 0 2

1 2 2 0 1 1
0 2 0 0 0 1
8 (21) 9 (5) 9 (6) 4 (0) 12 (1) 8 (0)




oY | CRASH RESUHAES

Unique Crashes Discovered With Instrumented Crashes in Parentheses

Amazed

HNDroid | |

BatteryDog

Soundboard

Bites
Yahtzee |

ADSDroid | |
= ST

PassMaker

GUI- Ripper | Dynodroid m Monkey (All) | CrashScope
0 0 0 0 0

BlinkBatte 0 O 0
D&C 0 0 0
Photostream | ‘ 0
hnesd o | o I 0 0 0
Sani | ‘ 0 0 0
MyExpenses 0 0 0 0
Zooborns 0 0 0
ACal | 0
Hotdeath 0 0 0
8 (21) 9 (5) 9 (6) 4(0) 12 (1) 8 (0)
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Average Statement Coverage Results for the Comparative Study

Reported in Average %
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STUDY [: SUMMARY OF FINDINGS

* RQ1: CrashScope is nearly as effective at discovering

crashes as the other tools, without reporting crashes

caused by Instrumentation

* RQ2s3: CrashScope's differing strategies led to the

discovery of unique crashes

* RQa: Higher statement coverage does not necessarily

correspond with crash detection capabllities



STUDY 2: REPRODUCIBILITY & READABILITY

* RQs: Reproducibility of CrashScope Reports!

* RQes:Readabllity of CrashScope Reports!



STUDY 2: EXPERIMENTAL SETUP

» 8 Real-World Crash
Reports from Open

Application Name # of Reproduction Steps
o ww :

7

Source Apps - 2
» |6 Graduate Students Anagram-solver 7
from the College of Giyjf:h ;;‘
Willlam & Mary 5

CardGame Scores 23

S Ecnstlident attempted to reproduce & BUSSESSEETE
the original reports, 4 from CrashScope Reports

* Participants used a Nexus / tablet for reproduction
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Type of Crash # of Total/r\_lon-
Report Reproducible
Reports

Original Bug 59/64

Reports

CrashScope Bug

091

Original CrashScope

7% of Bug Reports Reproduced by lype



STUDY 2: READABILITY RESULTS

CrashScope CrashScope

Mean StdDev Original Mean Original StdDev

UX1: | think | would like to have this
type of bug report frequently.

UX2: | found this type of bug report
unnecessarily complex.

UXa3: | thought this type of bug report
was easy to read/understand.

UX4: | found this type of bug report
very cumbersome to read.

UXS5: | thought the bug report was very
useful for reproducing the crash.
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STUDY 2: READABILITY RESULTS

CrashScope CrashScope

StdDev Original Mean Original StdDev

UX1: | think | would like to have this
type of bug report frequently.

UX2: | found this type of bug report
unnecessarily complex.

UXa3: | thought this type of bug report
was easy to read/understand.

UX4: | found this type of bug report
very cumbersome to read.

UXS5: | thought the bug report was very
useful for reproducing the crash.
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berspective compared to human-written reports.
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ERASHSCOPE: A PRACTICAE TESS.

Project CrashScope




ERASHSCOPE: A PRACTICAE TESS.

Project CrashScope




CONCLUSION

Physical Device or Emulator

CrashScope Neport
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e CRASHSCOPE TESES

Dr. Denys Poshyvanyk



Thank you!

Any Questions?

dN>oO=0ID

http://www.cs.wm.edu/semeru/data/ICST | 6-CrashScope/



