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The Domain Name System (DNS) is colloquially known
as the “telephone book of the Internet," as it allows a client
to look up the IP address for the domain name it is trying
to access. However, the DNS also provides several methods
that allow clients to first discover the domain name for a
service by knowing just its generic service name (such as
sip, ipp, or ssh). This extra level of indirection provides
tremendous flexibility for domain administrators to publish
and reconfigure service deployments, and for client software
to autodiscover a service instance. In this preliminary work,
we investigate the security and privacy of the DNS service
discovery ecosystem by asking the following questions: (1)
What services do domains publish? (2) Do domains publish
these services securely? and (3) Do these services themselves
provide strong authentication and privacy for their clients?

Overview of Publishing Services on the DNS. In our
preliminary work, we investigate the use of the following
DNS records for service discovery: SRV [5], NAPTR [5], and
PTR [1, 7]. Briefly, for a SRV query, a client queries a name of
the form _<Service>._<Proto>.<Apex-Domain> (such
as _sip._udp.example.com for voice-over-IP services)
and the response contains the domain names and port num-
bers of all service replicas in that DNS zone. A client may
first issue a NAPTR query to determine the valid names for
such a SRV query. Whereas SRV and NAPTR allow a client
to discover identical replicas, the DNS-SD specification [1]
allows a client to enumerate distinct service instances using
a series of PTR and SRV queries. Similar to NAPTR, DNS-SD
optionally supports enumerating a zone’s service types.

Methodology. To automate the discovery of services, we
develop a DNS scanner using the popular miekg/dns Go
package [4], and implement SRV, NAPTR, and DNS-SD probes.
We use our scanner to scan the Tranco Top 1 Million
domains [6]. Since performing an exhaustive scan of all
services is impractical (there are over 12,000 registered
_<Service>._<Proto> label pairs [3]), our scanner first
uses a probablistic tuning phase to estimate service popu-
larity, and then performs a complete scan with this smaller
estimated list.

Preliminary Analysis. Figure 1 shows the number of in-
stances our scanner found for the top-22 most popular ser-
vices, broken down by the service’s underlying transport pro-
tocol as determined by its _<Service>._<Proto> label pair.
We observe that the services surprisingly comprise conferenc-
ing, directory (contacts and calendars), mail, NAT traversal,
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Figure 1: Service instance advertisements by service type.

and authentication protocols. Many of these instances are not
using TLS. Of those that do, Figure 2 reveals that a significant
portion have invalid TLS certificates.
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Figure 2: Count of service instances with valid and invalid
TLS certificates.

Similar to prior work [2], we find that 91.6% of domains
that advertise a service, and 89.9% of domains that host a
service, do so without proper use of DNNSEC. The most
common reason for for failure to DNSSEC validate a response
is lack of a signature (a missing RRSIG record).

Future Work. Several of the most popular services (such as
caldav and cardav) are HTTP-based, and for future work,
we will investigate the HTTP authentication methods that
these instances use. Additionally, as many services use UDP,
we also plan to assess the prevalence amplification attack
vectors. Finally, we will incorporate additional DNS service
discovery methods into our scanner, including the recently
proposed SVCB record [8].
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