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Continuous Group Key Agreement

Efficient1

Key updates are O(log N), where N is the group size

2 Asynchronous
Achieves key agreement even if some members are offline

3 Post-Compromise Secure
Regains security of group key upon one key rotation
without adversarial interferenceCohn-Gordon et al., CCS 2018
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Boneh et al., ASIACRYPT 2020
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Changes DEK & KEK
Changes only KEK

Akeso outperforms
approaches that have the

same or even weaker security
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https://github.com/etclab/akeso-artifact


